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SAMPLE DESCRIPTION

92 completed surveys

15,7 % activity
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4  STRUCTURE OF THE QUESTIONNAIRE

| Expertise
- 12% Innovations
' Current state 10%
and Innovative
development of technologies
human
o Interaction
Current state of the RolCiEs 18% |
equipment and 31% Interacthn between the
reSOUICeSs Goverraner three main sectors: |
299, bolicies government, academia and
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STATE AND DEVELOPMENT OF HUMAN RESOURCES q

Level of expertise of the Positions held
staff responsible for » Management/Leadership
cybersecurity * Expert
Corresponds to the * Research
needs 30%
* High 13% Level of expertise of the
* Low 17% respondents

' I“ » Corresponds

) to the needs 42%
« High 18%
o Low 15%
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. Need to pay special attention to the
role of the human factor in cyber

security
17%

1%

82%

mYes ®mNo m|cannotdecide
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When was your organization's las
cyber security training?

4%

21%

0
5% 599

1%

® There have been no such training

® They are made periodically in accordance
with security policies

® |n the last year

H |n the last 3 months
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. Do you think that change and development in the recruitment, education,
training of personnel, retention and extracting lessons learned in the field of «
cyber security practices in Bulgaria are needed?

1%

26% Suggestions:

= Need for certification programs;

= Comply with the requirements and
capabilities of the administration,
not only purely theoretical;

3%

= Practical orientation:

= Adequate funding;

B Yes ENo m|cannotdecide ®Other
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. THE THREE MOST IMPORTANT ISSUES CURRENTLY IN THE G
FIELD OF CYBER SECURITY IN BULGARIA

70 64
60
50 48
40
30
20
10 )
0 R
Staff capacity in ~ The quality of The funds Excessive Gaps in Other
the IT units information allocated for ~ outsourcing of IT  legislation
systemsinthe  cybersecurity security
administration
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- HAS YOUR ORGANIZATION ENCOUNTERED ANY OF THE FOLLOWING ISSUES? G

45
40
40 Y
35
30
25
20
15 9
10
; M
Data lost by the  Infection of systems Infection of systems Break into the system No
ransomware via external device  via email spam  via social engineering
(USB drive, mobile
device, efc.)
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 THE MOST IMPORTANT AREAS THAT REQUIRE RESEARCH IN
CYBER SECURITY
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11~ THE MOST UNPLEASANT TYPES OF ATTACKS ARE: 0

30%
25%
25%
|
20%
20% | : 18%
16%
15%
10%
5%
5%
0%
Distributed  Dataloss froma  Data theft Violation of the Targeted attacks Other
Denial of Service mobile device physical integrity
(DDoS) of systems and
networks
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