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1

Positions held

• Management/Leadership

• Expert

• Research

Level of expertise of the 

respondents

• Corresponds 

to the needs 42%

• High 18%

• Low 15%

Level of expertise of the 

staff responsible for 

cybersecurity

Corresponds to the 

needs 30%

• High 13%

• Low 17%



Need to pay special attention to the 

role of the human factor in cyber 

security

When was your organization's last 

cyber security training?
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82%

1%

17%

Yes No I can not decide

59%

11%

5%

21%

4%

There have been no such training

They are made periodically in accordance 
with security policies

In the last year

In the last 3 months



Do you think that change and development in the recruitment, education, 

training of personnel, retention and extracting lessons learned in the field of 

cyber security practices in Bulgaria are needed?

Suggestions:

 Need for certification programs;

 Comply with the requirements and 

capabilities of the administration, 

not only purely theoretical;

 Practical orientation;

 Adequate funding;

2-4 October 2019, 

Sofia, BULGARIA

First International Scientific Conference  

"Digital Transformation, Cyber Security and Resilience"

7 1

70%

3%

26%

1%

Yes No I can not decide Other



8

2-4 October 2019, 

Sofia, BULGARIA

First International Scientific Conference  

"Digital Transformation, Cyber Security and Resilience"

2

64

45 48

24 24

5

0

10

20

30

40

50

60

70

Staff capacity in
the IT units

The quality of
information

systems in the
administration

The funds
allocated for
cybersecurity

Excessive
outsourcing of IT

security

Gaps in
legislation

Other



9

2-4 October 2019, 

Sofia, BULGARIA

First International Scientific Conference  

"Digital Transformation, Cyber Security and Resilience"

2

34

24

40

9

1
0

5

10

15

20

25

30

35

40

45

Data lost by the
ransomware

Infection of systems
via external device
(USB drive, mobile

device, etc.)

Infection of systems
via email spam

Break into the system
via social engineering

No



10

2-4 October 2019, 

Sofia, BULGARIA

First International Scientific Conference  

"Digital Transformation, Cyber Security and Resilience"

4

13

31
38

30
24 25

50

24

0

10

20

30

40

50

60

B
lo

ck
ch

ai
n 

te
ch

no
lo

gy

E
ffe

ct
iv

e 
an

d 
ef

fic
ie

nt
m

an
ag

em
en

t o
f

in
fo

rm
at

io
n 

re
so

ur
ce

s

M
al

ea
re

 p
ro

te
ct

io
n

B
ui

ld
in

g 
cl

ou
d

in
fr

as
tr

uc
tu

re
s

A
rt

ifi
ci

al
 In

te
lli

ge
nc

e

S
ys

te
m

s 
D

es
ig

n

T
he

 r
ol

e 
of

 th
e 

hu
m

an
fa

ct
or

 in
 c

yb
er

 s
ec

ur
ity

P
er

so
na

l i
de

nt
ifi

ca
tio

n
sy

st
em

s



11

2-4 October 2019, 

Sofia, BULGARIA

First International Scientific Conference 

"Digital Transformation, Cyber Security and Resilience"

16%

5%

25%

20% 18%

12%

0%

5%

10%

15%

20%

25%

30%

Distributed
Denial of Service

(DDoS)

Data loss from a
mobile device

Data theft Violation of the
physical integrity
of systems and

networks

Targeted attacks Other

5



12

2-4 October 2019, 

Sofia, BULGARIA

First International Scientific Conference 

"Digital Transformation, Cyber Security and Resilience"


