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ABSTRACT:

Outsourcing security services to the cloud allows companies to minimize IT
infrastructure costs, use services faster, improve manageability, and reduce
their own maintenance effort. However, the security policy, which identifies
the rules and procedures, also contains information about security architec-
ture, threats, and vulnerabilities. Therefore, the privacy of security policies
applied in a cloud environment is needed. This article describes a structure of
security policies for selected network services that will ensure privacy protec-
tion and protect against the analysis of network traffic by an unauthorized
person. The developed solution is based on the UNIPRIV model. This architec-
ture for authentication and access control services was implemented and ver-
ified, taking into account safety and performance.
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Introduction

Nowadays, almost no one can imagine life without access to the Internet. The
Internet network is considered a crucial technology for private users and busi-
ness organizations of each size. Due to the fact that the COVID-19 pandemic
was officially declared on March 11, 2020, the network traffic rapidly grew. The
reason for this phenomenon was the worldwide restrictions by which people
were confined to their homes for a certain period of time. The crisis also forced
the transition of the work model of most organizations to remote work-from-
home.
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Due to the growing number of internet users, data traffic, and new internet
services, cybersecurity plays a crucial role. Cybersecurity is a set of methods and
issues that serves to protect internet-connected systems as hardware, soft-
ware, and data from digital attacks.! It is also responsible for ensuring data
confidentiality, integrity, and availability. According to the 2021 Report:
Cyberwarfare 2 in the C-suite published by Cybersecurity Ventures, the global
cybercrime costs will grow by 15 percent per year over the next five years.
Cybersecurity Ventures expects that this costs will reach $10.5 trillion USD
annually by 2025. There are many solutions that increase the level of security
and thus make cyberattacks carried out by threat actors difficult. In addition to
implementing the security solution, proper management is also required.

Over the past few years, an upward trend in transition from traditional
solutions to cloud has been noticed, what has been named a cloud shift. The
transition of services to the cloud computing model has a number of
advantages. The most important benefits of cloud computing include:

e reduced IT costs — moving to the cloud may reduce the cost of managing
and maintaining IT systems,

e scalability — it is easy to scale up or scale down IT operations depending on
the current situation without purchasing and installing expensive devices,

e business continuity — the data stored in cloud are protected from a natural
disaster, power failure or other crisis what causes minimising of downtime
for business.

However, the cloud shift can force the companies to disclose their
confidential information to Cloud Service Provider (CSP).

With increasing of IT systems allocation in the cloud, it was proposed the
cloud computing model of outsourcing a security service to the cloud called
Security as a Service (SecaaS). The numbers of CSP, offers many cloud-based
security services. From the outsourced security services to the cloud point of
view, it is crucial to preserve the confidentiality of security policies. The security
policy identifies the rules and procedures that apply to all IT assets and
resources within organization. It also contains information about security
architecture, threats and vulnerabilities. Exposing such confidential information
by an unauthorized person can cause an unimaginable effects for the
organization or the business.

Related Work

Numerous research papers relating to outsourcing security services to the cloud
have been studied over the past several years.? The authors have the greatest
concerns about exposing of customer security policies to the CSP. In 2014 V.
Varadharajan and U. Tupakala® studied SecaaS model for cloud environment
and identified two main situations where privacy of security policies may be
violated by CSP: direct insights into security policies implemented in the cloud
and eavesdropping of network traffic
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In 2016, T. Kurek, M. Niemiec and A. Lason® introduced a novel framework
for preserving cloud-based firewall policy confidentiality known as the Ladon
Hybrid Cloud (LHC). The authors improved the firstly proposed Ladon frame-
work by A. Khakpour and A. Liu® in terms of privacy preserving. To improve level
of privacy preserving, the authors introduced in LHC framework hybrid cloud
architecture. Bloom Filter Firewall Decision Diagram (BFFDD) presented in La-
don framework was placed in public cloud and the parameters of a Bloom filters
were intentionally modified to increase a false positive rate. Thanks to such ac-
tion, the decision taken in BFFDD on packet can be ambiguous and the ability to
get to know a firewall security policy by the CSP is significantly reduced. How-
ever, LHC framework requires performing additional task by Firewall Decision
Diagram (FDD) in the private cloud to take final decision relating to packets. The
impact of Bloom filters parameters on security and efficiency in LHC framework
was studied by M. Mencner and M. Niemiec.” Likewise, in 2015, the authors of
the LHC framework, published a research article where the proposed and pre-
sented three solutions for preserving privacy of signature-based Intrusion De-
tection System.® In 2017, the authors of the LHC framework introduced the In-
trusion Prevention System Decision Diagram (IPSDD) as a new representation of
signature-based Intrusion Prevention System (IPS) security policies.® The IPSDD
was introduced as a decision tree structure based on IPS rules.

In 2017, T. Kurek et al.’° undertook to define general principles of protecting
the confidentiality of security policies for services outsourced to the cloud. They
proposed Universal privacy-preserving platform for Secaa$ services called the
UNIPRIV. The platform also works in hybrid cloud model where majority of
computationally-expensive operations are performed in public cloud. The small
number of operations responsible for calculating hashes to take the final
decision are performed in the private cloud. The most important activity of the
platform is creating anonymized decision diagram based on security policies of
security service which is placed in the public cloud. Thanks to the use of Bloom
filters to anonymize decision diagram as well as encryption and hashing
decision, the CSP is deprived of direct insight into the original structure of the
security policy of security services. The authors shown that the UNIPRIV
platform can be applied to all security services for which security policies can be
represented as a decision tree. The presented UNIPRIV has been implemented
for IDS service and experiments were carried out in the field of platform
performance. However, the platform has not been validated for other security
services. In this paper, the preserving privacy of selected security services based
on the concept of UNIPRIV platform was realized and verified.

Bloom Filters

The concept of the UNIPRIV platform supports privacy preserving in cloud
environment using Bloom filters ! (BF) — a mathematical data probabilistic
structures. It is a space-efficient structure that is used to test whether an
elementis a member of a set in a time-efficient manner. From the mathematical
point of view, BF is m-sized bit array which is generated by calculating k hash
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functions for each of the n element from a member set. To check whether the
element x is included in original set, the k hash functions are calculated from x
element, and the results are compared with a corresponding indexes of BF. If at
least one of calculated indexes is set to 0, the x element is definitely not a mem-
ber of the original set. If all of the calculated indexes are set to 1, the x element
may be a member of the original set. This indicates that BF never generate false
negative results, but the false positive results can occur. However, BF allows for
a relatively quick check if an element has chance existing in original data set or
if it does not exist.

Example operation of adding elements to a BF is shown in Figure 1. It was
assumed that the original data set has two elements: x; and x.. The bit array
size of BF is 10 and there are 3 independent hash functions. In the first step,
hash functions are calculated for x;. The results indicates which bits of BF need
to be set to 1. The calculated index based on hash function can be out of scope
BF indices, so an extra modulo operation is performed. For a x; element, BF;,
BFs; and BFg are set to 1. The same operations are performed for element x..
Only the value of BFy and BFs are set to 1, because a BF; has already been set
before (caused by a hash of x; element).

Figure 2 shows example of usage previously created BF. Checking if an ele-
ment is included in a BF starts from calculating appropriate hash function for
each element. The results of calculating hash function for item x; indicates that
BF1, BF; and BFs bits hash to be checked to confirm that the element may occur
in the set. All bits are set to 1, so element x; might be included in a original set
with an error specified by BF false-positive rate. The same procedure is repeated
for item x3. Even if BFs and BFg bits are set to 1, the zeroed BF, tells that x3 ele-
ment is definitely not a member of original set.

The BF are widely used in IT companies because of their advantages: time-
and space-efficiency. Many big companies such a Facebook, Instagram and
Google use this technology in the registration process to check whether a
username is already taken or not.!? This saves disk space, and what’s more,
checking if a username occurs in a database is much faster than known search
algorithms.

Cybersecurity and Cloud Services

Cloud computing services can be deployed in some types of services models
where each of them is different in terms of services provided by CSP. One of
them is Secaa$S — a service-oriented approach to IT security architecture as a
cloud delivered model outsourcing cybersecurity services. In this model, CSP
deliver security services on a subscription basis which allows for cost savings,
being up to date with the latest patches and fast provisioning of service. Secaa$S
has gained popularity in many organizations as a way to simplify the responsi-
bilities of an internal security and scaling security needs as the business grows.
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Figure 1: Adding elements to a BF.
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Figure 2: Usage of a BF.

Services in the SecaaS model are offered by most CSP and their scope is very
wide, which offers protection at the most granular level. The most important
services provided in the SecaaS model include: Data Loss Prevention, Email Se-
curity, Antivirus, Firewall, Intrusion Protection System, Authentication, Access
Control and Security Information and Event Management.

For the purpose of implementation and verification of the solution, services
such as authentication and access control were selected. These cloud-based se-
curity services play a key role in the entire IT world. Authentication is a security
service that almost each of us uses on a daily basis. It is a process of confirming
someone identity to another individual. Internet users use this process to login
to electronic mail, favorite websites, social networks, bank accounts and all
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other services or systems that require validation of their identity. To verify the
identity, it is required to provide credentials consisting of user ID and other in-
formation depending on the authentication type. In general, there are four
types of authentication® used for validation of the identity:

e Type |: what someone knows — cognitive information like password, secu-
rity code, PIN, passphrase;

e Type II: what someone has — items which are in possession such as photo
ID, swipe card, security card, security dongles;

o Type lll: what someone is — physical and behavioral attributes, for example,
voice recognition, keystroke recognition, fingerprint recognition, retina
scan;

e Type IV: where someone is — location information.

Information provided by one or more authentication types can be used in
authentication process. A process where more than one authentication tech-
nique is required is called Multi-Factor Authentication (MFA). MFA combined
with two or more type of authentication provides higher level of security of
authenticating user.

Access control is another fundamental component of data security, which
protects against unauthorized access to resources. Access control process
decides who is allowed to access and use information or resources. There are
four main types of access control'* and an appropriate type is chosen based on
security and usability requirements.

e Discretionary Access Control (DAC) is a type of access control where the
way of restricting access to object is realized based on identity of subjects
and the owner of resource defines access control policies.

e Mandatory Access Control (MAC) is a type of access control where a central
authority regulates access rights to resources based on security levels.

e Roles-based Access Control (RBAC) is a type of access control where
permissions are assigned to users based on their role in organization.

o Attribute-based Access Control (ABAC) is a type of access control where the
access is granted based on attributes such as time of a day or location.

The mentioned cloud-based security services usually takes decisions based
on the content of one or several first network packets. It is decision-making
process. What’s more, security policies of chosen security services can be
presented as a list of rules. Therefore, they can be implemented using UNIPRIV
model.

The main requirement of the UNIPRIV is that the security policies of network
services must be represented by a decision tree. Decision tree is a structure
consisting of a root node, branches (edges) and leaf nodes. The root node has
no incoming edges. Each node is labelled with an attribute to test. Each edge
describes the outcome of a test. The nodes that have outgoing edges, except
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Layer 1

Layer 2

Layer 3

Figure 3: A concept of a decision tree with layers.

root node, are called internal nodes. Nodes without outgoing edges are called
leaf nodes and have assigned decisions. A decision tree has layers with nodes.

The layer of a given node is determined by the distance from the root node.
Example of a decision tree concept with layers is shown in Figure 3. The pre-
sented decision tree has three layers with specific nodes.

Security Policy Representation

The privacy-preserving solution based on UNIPRIV model supports selected se-
curity services. The following cloud-based security services were taking into ac-
count: authentication (type 1), where user has to provide username and pass-
word and access control (RBAC). The structure of authentication policy rules set
is shown in Table 1.

Table 1. Structure of authentication policy rules set.

Username Password Action Role
USER_1 PASS_1 Authenticate ROLE_1
USER_N PASS_N Authenticate ROLE_N
ANY ANY Reject NONE

The first row of the table describes column labels. Each rule consist of unique
username for each user, password, action and role. There are two types of ac-
tion:

o Authenticate for users who provide correct username and password,
e Reject for users who provide incorrect credentials.
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The Role field is responsible for the role that the user will get if he/she gives
correct credentials. The authentication policy rules set must have rules contain-
ing user credentials and one rule, which is responsible for rejecting all invalid
credentials.

Table 2 shows the structure of access control policy rules set. The first row of
the table consist of column labels. Each rule consist of:

® Resource which corresponds to asset IP address,

e Activity describes an activity that can be performed on specific asset,
e Role of the authenticated user,

e Action that describes if the activity is allowed or denied.

Table 2. Structure of access control policy rules set.

Resource Activity Role Action
ASSET_1 PASS_1 Authenticate ROLE_1
ASSET_N PASS_N Authenticate ROLE_N
ANY_ASSET ANY Reject NONE

Just like in the authentication policy rules set, the access control policy rules
set must have rules containing information about activities which can be per-
formed on resource by authenticated user with assigned role and one rule
which deny all other actions.

Platform Components

The platform to preserve the privacy of selected security services in SecaaS
model has been implemented in hybrid cloud model. The key assumption of the
hybrid cloud model is that some requiring computing power operations are out-
sourced to the CSP. This environment imitates a fairly frequently used architec-
ture in many companies. The developed solution consists of three main compo-
nents:

o Decision Diagram Generator (DDG),

e Anonymized Decision Taking Engine (ADTE),

e Decision Taking Engine (DTE).

Each of them was written in python programming language which was cho-
sen for its brevity, clarity and universality. Figure 4 shows where are placed
specific components in hybrid cloud model. Computing power operations are
performed by ADTE in the public cloud delivered by CSP. The other two

components in which confidential data about policies are processed, are placed
in a private cloud.
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DDG is the most important part of the solution. This module is responsible
for generating Unanonymized Decision Tree (UDT) and Anonymized Decision
Tree (ADT) based on security service policy rules set. This component is capable
to create ADT for two previously described security services — type | authentica-

)

Customer nerwork

Internet Public cloud Private cloud

Figure 4: Arrangement of components in hybrid cloud model.

tion and RBAC. The main task of DDG is to create decision tree, replace edges
with appropriate Bloom filters and encrypt a decision. The decision diagram
generation process for authentication is shown in Figure 5. A sample of security
policy for authentication shown in Figure 5A is transformed into UDT shown in
Figure 5B. The decision tree has three layers, and in each of them are nodes
labeled with appropriate column labels. Figure 5C shows ADT. Anonymization is
achieved thanks to replacing edges values with Bloom filters and by replacing
decisions with ciphered decisions. For each edge value is created BF
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Table 1: Structure of authentication policy rules set
Username = Password | Action | Role
USER_1 PASS 1 Authenticate | ROLE_|
USER_N  PASS_N | Authenticate | ROLE_N
ANY ANY | Reject | NONE

USER_1 ANY

(A) Policy rules set

ANY

PASS_1 PASS_N ANY
Adion | [ Adion | [ Adion | [ acion | [ acion |
Authenticate, Reject, Authenticate, Reject, Reject,
ROLE_1 NONE ROLE_N NONE NONE

(B) Decision diagram

BF1 rm BFa1 77y

[ adion | [ adion | [ Adion | [ Adion | [ acion |

EDy fig) ED:z EDn ED2 ED; [ig)

{C) Anonymized Decision Diagram

Figure 5: DDG process for authentication.

represented by BF; where i and j are index values. Each unique decision is ci-
phered with secret key and is represented by ED, where m is the unique deci-
sion index. The key used for encryption is known only to the customer.

The UDT and ADT of access control are very similar to authentication. The
main difference is the number of layers. There are four layers and each internal
node can have more than two of outgoing edges. The decision trees generated
in this way are fully anonymized. The BF placed on edges does not contain any
information about tested values, and decisions are encrypted. For this reason,
ADT does not contain any information about the original policy rules set. Thanks
to the specification of BF, the decision can be taken based on data examined
from packets. The functions performing the DDG tasks were created separately
for each service due to differences in algorithms and specifications of chosen
security services.

The ADTE is another important component of the developed system. This
module works on the basis of ADT generated by DDG. Its main task is to find
decision in ADT based on examined content from packets. Finding the decision
in anonymized structure requires computing power. Computing the path from
the root to the node labelled with Action is not a trivial task. On the path in ADT
are placed BF, so this module must compute appropriate BF for each field in
examined content from packets. For this reason ADTE is placed in the public
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cloud to outsource computing operations to the CSP. The public cloud resources
are considered as almost infinite from clients’ point of view. This module is also
responsible for attach the decision to the original packet and then send it to the
next module. However, the decision is not attached in its encrypted form. The
encrypted decision is transmitted in the hashed format. This operation is per-
formed to prevent cryptanalysis. If someone could only get information in en-
crypted form by eavesdropping on traffic between public and private cloud,
then someone would be able to crack the key in a finite period of time. The hash
is based on encrypted decision, original packet and secret key.

The DTE is the final component of a solution. This module is responsible for
taking the final decision. Its works based on ED and UDT structures generated
by DDG. The DTE operations cannot be performed in public cloud because ac-
tions carry information about original structure of policy rules set of security
service. Therefore, the DTE is placed in private cloud so it may contain
information about original policy rules set, and the responsibility for performing
all operations is on the customer side. Taking the final decision requires
computing power but much less than ADTE operations.

The specification of BF’s can lead to the appearance of false positive. So the
BF parameters should be selected to minimize false positive rate. However for
the crucial security services like authentication cannot be allowed to choose
incorrect decision. Unauthorized authentication may poses an unimaginable
threat. In authentication service in this way, an attacker can use brute force
attack to test many different credentials and when the false positives will occur
two times for username and for password, he/she will be authenticated.

On the other hand, BF specification ensures that if one of the calculated indi-
ces based on examined content is not present in array, this value is definitely
not present. Thanks to this, for each negative decision like Reject there is one
hundred percent certainty of its correctness. To prevent unauthorized authen-
tication, for each positive decision like Authenticate chosen by algorithm
described above, the decision is calculated again based on examined content
from packet and UDT. In this way, there is no chance that wrong decision will
appear.

The final decision chosen by DTE can be forwarded to the security service.
Authentication service is able to authenticate or reject user credentials based
on the taken decision. Access control service can allow or deny execution of
activity on resource.

Verification

To confirm the correctness of operation, the integrated system consisting of the
individual components presented in the previous section was verified. To meet
the demands of the presented solution for preserving privacy of selected secu-
rity services in SecaaS model, the testing environment has been implemented
in hybrid cloud model. The testing environment architecture is shown in Figure
6.
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Figure 6: Architecture of the deployed system.

For the public cloud implementation, Amazon Web Service (AWS) was used
as a cloud computing service. The private cloud was implemented in a Open-
Stack — the well-known open source cloud computing platform that allows to
use of the concept of cloud computing on own infrastructure. The connection
between both clouds was secured using Virtual Private Network (VPN) tunnel
established with OpenVPN. Additionally, the customer network is connected to
the private cloud and the public cloud has an internet gateway.

The main purpose of the presented platform is to preserve privacy of selected
security services in SecaaS model. The platform should fulfill its purpose of pre-
venting the possibility of policy leakage. Therefore, an example of security pol-
icy was implemented and verified. Figure 7 shows visualization of unanony-
mized decision diagram for a scenario supported access control functionality.
Each node has an assigned appropriate label.
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GQALA0140 1

Figure 7: Access control decision diagram.

A series of functional tests was then carried out to verify security of the poli-
cies and correct operation of the platform. Correct selection of the decision for
authentication and access control was proved. ADTE module correctly calcu-
lated the decision and then transferred it in hashed form with an original packet
to private cloud where the final decision has been chosen. The final decision
was selected based on UDT.
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Figure 8: Captured packet for the authentication service.

Tests were also carried out to see if the platform protects privacy of selected
security services. The packet was captured on exit from public cloud before VPN
encryption. Figure 8 shows captured packet for authentication. The highlighted
part of packet is a hashed encrypted decision and the rest is an original packet.
Thus it was proved that a person who is able to eavesdrop on network traffic is
not able to recognize the original policy of security services.

Improvements and Discussion

The authors have shown that the UNIPRIV platform concept can be successfully
implemented for various security services (not only for IDS or IPS). The tool can
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be used for preserving the privacy of customers’ security policies when out-
sourcing security services to CSP. However, from the security point of view for
the authentication service of the presented solution is that the passwords are
stored in plaintext. Someone who has access to the system configuration can
easily read the passwords of any user — what may result in a system compro-
mise. One of the better way to store password is to store them in the form of
salted hashes. In such a solution, the user is authenticated based on the calcu-
lated hash from the password and comparing it with the hash from database.
For the correct calculation of the hash, the salt that is assigned to the particular
user is required. The implementation of such password storage in the presented
solution could result in the disclosure of the usernames of users who have ac-
counts in the system. The reason for this is that salt for usernames that are not
in the database will not be obtained.

In order to meet the security requirements and to eliminate the found limi-
tations the architecture model of the solution has been changed and security-
related functionality has been added. First of all the function of storing
passwords in the form of salted hashes has been added.

Another limitation is that the return traffic cannot be route through the
public cloud where the operation of finding the ciphered decision in ADT is
performed. This is because the return network traffic may contain information
about original structure of security policies. For authentication service the
return traffic should contain information whether the user has been properly
authenticated and the obtained permissions. For access control return traffic
includes information if the action was performed on the asset. If the CSP is able
to eavesdrop return traffic and the original packet based on which the decision
was made the privacy of security policies may be violated using the traffic
analysis.

To meet the limitation that the return traffic cannot be routed via public
cloud in which ADTE computing power operations are performed, an improved
approach was proposed. It uses multiple public clouds from different vendors.
Figure 9 shows the novel architecture with multiple CSP. For tool verification,
Microsoft Azure was added as an another cloud computing service. The figure
also shows flow operations in updated solution architecture for authentication.
The user establishes a secure SSL connection to the HTTP server and then sends
the network packet with credentials (step 1). The username is taken from
packet and sent to the private cloud to check the salt for the username (step 2).
In the private cloud, the salt is extracted from the hash for the given username
based on UDT. If the username is not present in the UDT, the salt is generated
randomly and then sent back to the public cloud (step 3). Thanks to this
approach itis possible to implement password storage in the secure form based
on hashes. Next, a hash is computed based on cost factor, salt, and password,
on the basis of which the decision is made by ADTE. The original packet with
attached hashed ciphered decision and computed password hash is sent to the
DTE component (step 4). DTE makes the final decision and conducts operations

60



Preserving Privacy of Security Services in the SecaaS Model

Public cloud CSP 1

HTTP
ADTE
SSL Server 2
Private cloud
1 'W
AWS %
° 6 v\4 \
5a DTE DDG
- Public cloud CSP 2
VPN
User Pro S OpensStack
e PS 5b
HTTP
SSL Server
Microsoft
Azure

Customer network

Figure 9: Flow operations in architecture of updated solution.

based on it. If the decision is to Reject, a 32-bytes token is generated and sent
to public cloud CSP 1 (step 5a). If the authentication decision is positive, a 32-
byte token is generated and sent to public cloud CSP 1 (step 5a) and the same
token with the role of authenticated user is sent to public cloud CSP 2 (step 5b).
In the AWS public cloud, a response is created with the generated token and a
redirection to the HTTP server located in Microsoft Azure public cloud. The pre-
pared response is sent back to the user (step 6). Thanks to redirection, the user
establishes a secure SSL connection to the HTTP server placed in the second
cloud and sends the request with token (step 7). Based on the token, a response
is sent to the user whether he/she has been authenticated or not (step 8).
Thanks to this approach, neither one nor the other CSP in able to recognize the
security policies for authentication by analyzing the flowing network traffic
through each public cloud. The new approach using multiple CSP and token gen-
eration could also be successfully implemented for access control service to al-
low bidirectional network traffic while maintaining confidentiality of policies.
The improved solution for preserving privacy of authentication in SecaaS
model has been tested. The scope of the experiment included testing the cor-
rectness of the operation and measuring the time of performing calculations by
DTE and ADTE, excluding the time associated with sending and receiving net-
work packets. Time of operations performed by ADTE also includes the process
of calculating the password hash. A set of 1000 credentials was prepared as in-
put data for the experiment, where 5% were valid credentials and 95% were
random usernames and passwords. To send this number of queries, a python
script was prepared that uses the curl software for sending HTTP requests,
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which took credentials as an input argument. All responses and times have been
saved to a file.

By analyzing the response outputs from the experiment, the solution was
found to be working correctly. Thanks to the specification of BF and recalcula-
tion of decisions based on the UDT, the correctness of the authentication
service was 100%. Table 3 presents average time it took for each of the
component, to perform computing power operations. The mean time of the
ADTE operation was 328 ms and was much more greater than the mean time of
the DTE operation. Such a big difference is that the ADTE had to calculate the
password hash. A reduction in the cost factor would certainly reduce the mean
time differences.

Table 3. Average time of performing operations by ADTE and DTE.

Component Average time [ms]
ADTE 328+2
DTE 0.3+0.7

It was also noticed that the presented tool not only preserves privacy of
authentication policies, but it can also be resistant to brute force attacks while
maintaining the stability of the system. This is because all computing power
operations, especially related to password hash calculation are performed in
public cloud where computing resources are almost infinite. However, this
requires the design and implementation of an appropriate architecture inside
the public cloud. For example, in the AWS cloud, this would require the
implementation of an Elastic Load Balancing service ** that distributes network
traffic between multiple instances on which the HTTP server and the ADTE
component would be launched. The next step would be to implement the AWS
Auto Scaling mechanism,® which enables the dynamic creation of new
instances based on CPU utilization.

Conclusions

This paper considers a form of security policies for selected network services —
such as authentication and access control — to ensure privacy and protect
against network traffic analysis by an unauthorized person. Thanks to this ap-
proach, network services can be successfully used in the SecaaS model without
worrying about the confidentiality of security policies. The solution based on
the proposed structure of security policies was implemented and tested.

The proposed solution for preserving privacy of authentication and access
control in SecaaS model consists of three components. Each of them has its own
functionality. The most important element is DDG which is responsible for cor-
rect creation of a decision tree based on security policies. On the basis of UDT,
ADT is created by replacing the edges with BF and encrypted decisions. The ADT
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created in this way is sent to ADTE where decision is made based on data exam-
ined from network packets. Then, the hashed and encrypted decision along with
the original packet is sent to the DTE, where the final decision is made. To work
properly, the tool requires the use of a hybrid cloud model consisting of public
and private clouds.

The verification of the functionality of the solution was done. However some
security issues/limitations were identified in the original idea — such as incorrect
password storage for authentication and return network traffic restriction. An
attempt based on multiple public clouds from different providers was made to
improve the tool by eliminating security flaws and limitations for authentica-
tion. The improved tool has been tested taking into account security and per-
formance. The new approach with the use of multiple CSP and token generation
can also be successfully implemented for access control service.

Future work of this solution can be focused on examining performance de-
pending on the number of security rules, used hash function, and parameters
used to create BF. The functionality of the solution for other type of authenti-
cation, in particular MFA and other types of access control, can also be
investigated.
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