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ABSTRACT:

The purpose of this case study is to bring lessons learned from the ECHO pro-
ject to the DYNAMO project in the energy sector. The main research question
is how to understand the ECHO Early Warning System as a tool for the pre-
vention of cybercrime as well as cyber incident coordination and response in
the context of the energy sector. The applied sources of evidence are the DY-
NAMO project proposal, public ECHO deliverables, scientific publications
available via the ECHO web pages, and other materials available via the ECHO
web pages. The study shows that ECHO Early Warning System can be a very
valuable tool, and it also finds examples of how to utilize E-EWS in practice.
The main conclusion is that situation awareness, together with Early Warning
Systems, is a powerful combination that can facilitate the fight against cyber-
crime.
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Introduction

Since pretty much everything in today’s world is connected to the Internet in
some way or another, there need to be different methods of making it as safe
as possible. Cyber security is one of the biggest parts of safely being connected
to the Internet. The latest ‘Threat Landscape’?! report from the European Union
Agency for Cybersecurity (ENISA) highlights major cybersecurity vulnerabilities
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rooted in changes caused by the COVID-19 pandemic. The report also warns
that as cyberattacks grow more advanced, existing cybersecurity measures are
becoming relatively weak. One of the problems of cyber security is the overall
lack of knowledge of it. In order to provide a continuous supply of services and
recover fast from cyberattacks, businesses need to take into account the effects
of emerging threats on their sector and their business-specific needs. The lack
of knowledge is a huge issue that needs to be looked into. Thankfully there are
systems available and new ones are built that try to fix this issue.

Laurea University of Applied Sciences belongs to the DYNAMO (Dynamic Re-
silience Assessment Method including combined Business Continuity Manage-
ment and Cyber Threat Intelligence solution for Critical Sectors) consortium
awarded a €5 million Horizon Europe grant to develop a new decision support
platform for critical infrastructure, which will combine business continuity man-
agement and cyber threat intelligence in order to improve resilience. Led by
Fraunhofer EMI, DYNAMO will combine cyber threat intelligence with business
continuity management to provide a unified decision support platform. DY-
NAMO will build on previous H2020 solutions to provide a comprehensive plat-
form based on end-user needs. The H2020 ECHO (the European network of Cy-
bersecurity centres and competence Hub for innovation and Operations) pro-
ject will provide a foundation for DYNAMO. The ECHO project is a huge collab-
oration project between European countries, the purpose of which is to boost
the cyber defence of the European Union.2 ECHO Early Warning System (E-EWS)
is a near-real-time cybersecurity information sharing platform developed by the
ECHO project.® The main purpose of E-EWS is to strengthen cybersecurity de-
fence in European Union by sharing information between different parties and
organisations.* The ECHO project has defined that one of the most important
requirements is that connections between clients and E-EWS are secure and
only authorized persons are able to access the data. Secure connections are
necessary to meet the requirements of the GDPR.*

During the DYNAMO project, the ECHO Early Warning System will be ex-
tended in order to provide management-level decision support and the ECHO
Federated Cyber-Range (E-FCR) network will provide access to cybersecurity
training and emulations. One of DYNAMO'’s pilot cases will be the energy field.
E-EWS stated by the ECHO project is a technology whose objective is to
strengthen the cyber security defence. E-EWS does this by effective and effi-
cient collaborative information sharing.

Laurea University of Applied Sciences’ pedagogical model has been learning
by developing (LbD), which has operated for about 20 years and is based on
authenticity, experiential learning, partnership, creativity, and research.> Based
on LbD, Laurea has developed a multiple-case study research-based approach
that can integrate the university’s teaching function to serve both basic and ap-
plied research, while the quality of education continues to improve.® This indi-
vidual case study is part of the multi-case study carried out in the spring of 2022,
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which purpose is to bring lessons learned from the ECHO project to the DY-
NAMO project.

We chose the ECHO Early Warning System as the case for our case study be-
cause we see the importance of a system like that. We want to see these kinds
of systems integrated more into every company. We focused this case study on
the field of energy. We chose this field because there are certain issues related
to cyber security such as lack of authentication, lack of knowledge, and digitali-
zation of the field. We combined information from different ECHO publications
and other material provided via the ECHO project’s web pages. Our main goal is
to raise awareness of the importance of working together to gain a common
goal.

Our main research question for this research was “How to understand the
ECHO Early Warning System as a tool for prevention of cybercrime as well as
cyber incident coordination and response in the context of the energy sector”.
Sub-questions were:

e What are the main cyber security threats in the energy sector?

o Why is E-EWS important to the energy sector?

e How to use E-EWS in energy environments?

e How to take full advantage of E-EWS with E-FCR?

e What other early warning services are available?

e How to raise cyber awareness in the energy sector?

The outline of this paper is that after this introduction, section ‘methods’ pro-
vides a detailed description of the methods and procedures used in the study.

Then, section ‘results’ answers to the research sub-questions. And finally, sec-
tion ‘conclusions’ tries to answer the main research question and concludes the

paper.
Methods

According to Yin” (2009), a case study analysis relies on multiple sources of evi-
dence with data needing to converge in a triangulation fashion, and it benefits
from the prior development of theoretical propositions to guide data collection
and analysis. Here, the term “triangulation” ® %7 refers to the usage of multiple
sources of evidence such as (1) data sources as data triangulation; (2) among
different evaluators as investigator triangulation; (3) perspectives of the same
data set as theory triangulation, and (4) an approach as methodological trian-
gulation. This research has mainly used data triangulation and utilized data
sources that are:

e DYNAMO project proposal°
e public ECHO deliverables!!
e scientific publications available via the ECHO web pages'?

e other materials available via the ECHO web pages, such as blogs, presenta-
tions, and videos.
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Our methods for this case study were qualitative content analysis. We con-
ducted a literature review and read various documents to be able to answer the
research question. We gathered as much data as possible to get a good over-
view of the subject. We gathered data that can be analysed and combined into
a single case study. After this, we combined this information and gave a few
examples of how the ECHO Early Warning System can be beneficial to the en-
ergy sector.

Results

Cyber security threats in the energy sector

The energy sector is a big part of everyone’s daily life directly and indirectly.
Energy is the source of almost everything. Without access to energy, our society
would not function at all. Our banks, houses, stores, and even cars would simply
not be usable if the energy sector did not function as intended. Even our running
water is connected to the energy sector and probably would not function. These
kinds of lack of access to human’s basic needs would create chaos in our society.
The energy sector, as the name implies, is the sector that is responsible for sup-
plying our energy. Examples of parts of the energy sector are electric, coal, gas,
and oil companies. The main part of the energy sector is to provide us with elec-
tricity and heating. The energy sector is divided into two different categories,
which are non-renewable- and renewable energy. There are thousands of com-
panies around the world that work in both categories of the energy sector. The
energy sector, as every other sector, has its flaws and issues that need to be
addressed. The flaws and issues can be used to do a cyber-attack against the
companies in the field of energy. Attacks on this sector can lead to catastrophic
outcomes. Attacks on the energy sector can lead to problems like loss of power,
service interruptions, and even natural disasters.

According to ECHO D2.1% in the energy sector, there are many systems and
tools that are used all the time. These are called programmable computing sys-
tems. Usually, these are automation systems that are used to provide the func-
tionality of the facilities in the energy sector. These systems are rarely restricted
and are accessible to anyone inside the perimeters. These systems can also usu-
ally be remotely configured, which implies that proper measurements should
take place to limit the remote access as safely as possible. The problem with
these systems in the energy sector is that the systems rarely have any kind of
authentication. This means that almost anyone who knows how to get into
these systems can do it. By analysing the provided problems, these systems
need to be secured and restricted access. There are known attacks in the energy
sector. The most known ones are Stuxnet virus, Black energy malware, and In-
dustroyer malware. These attacks need to be analysed.

The specific threats to the energy sector, listed by ECHO D2.1, are:

e Smart meters are used to gain access into the power system
e Power system can be used to gain access into civil infrastructure
e Disruption of the systems
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o Electricity market attacks

e Large area blackouts

e Tampering with electricity consumption usage

e Modifying the schedule of the power-generating unit.

Why is E-EWS important to the energy sector?

Industrial Control Systems (ICS) are command and control networks and sys-
tems designed to support industrial processes. The largest subgroup of ICS is
SCADA (Supervisory Control and Data Acquisition) systems. Nowadays, ICS and
SCADA systems are widely used in many sectors, including the energy sector.
These kinds of systems help organisations with process control, automation,
and safety. In the future, the role of automation will keep increasing, and the
role of ICS and SCADA systems will be emphasized. Connecting control systems
to networks and IT environments will highly increase the attack surface and ex-
pose critical infrastructure to cyber-attacks.* One monitoring tool that should
be used in critical environments is utilizing logs. There are a lot of different ways
to manage logs. One good example is a SIEM (Security Information and event
management) system. SIEMs provide a centralized place to store logs from mul-
tiple systems and make log management a lot easier. We think that every party
managing critical infrastructure should have a SIEM-like system in use.'® The en-
ergy sector in the world has faced direct cyberattacks in recent history. Two
famous cases are the 2010 Stuxnet and the 2015 cyberattack on the Ukrainian
power grid. Another good example is the ongoing cyberwar between Israel and
Iran. This war has escalated in 2020 and 2021 into targeting civilian infrastruc-
tures. These cases show how vital cybersecurity itself is to the energy sector,
how an early warning system could be beneficial and why it is important. E-EWS
aims to provide smooth information exchange that is combined in one place
and available for authorized partners.

How to use E-EWS in energy environments?

ECHO early warning system (E-EWS) is a tool that is used to improve and
strengthen proactive cyber defence by effective and efficient information shar-
ing. The tool is used to gain trusted cooperation among multiple parties in the
scene of cyber security. It offers great trustworthy incidents handling and col-
laboration capabilities. These can be used in the early stages of attacks and in
the rest of the attack timeline. The goal of the tool is to support and enhance
the computer/cyber incident response teams, or CIRTs), and security operation
centres (SOCs) activities. E-EWS uses warnings as its main trait. These warnings
are then shared between the partners. These warnings are then analysed and
used to build a rich data model. This is a model that is usable via humans or
machines. The warnings provide a big set of attributes to records that can be
used.

E-EWS is based on tickets that are made for example from security incidents.
When a security incident happens, the organisation should create a ticket to
ECHO early warning system. The ticket consists of basic information like title,
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description, and participants. There is also a possibility to attach external files.
This is where the log management system comes in. If an organisation has a log
management system in place, they could just attach a copy of logs from the time
of the security incident. Log files are greatly valuable to other organisations be-
cause of all the details they include for example Tactics, Techniques, and proce-
dures (TTPs). By sharing logs between organisations, it is possible to achieve
better cyber defence between the energy industry and European Union. E-EWS
also gives Organisation’s possibility to find near-real-time threats from the early
warning system database. The database includes information about cyber
threats that other organisations have noticed. For example, if you are an energy
company in Belgium, it is possible to get threat information from an energy
company in France. Another valuable benefit of the ECHO early warning system
is notifications. It’s possible to get alerts in near-real-time from an early warning
system about security incidents that the organisation is interested in. As Figure
1 presents, based on alerts, it is possible to make further actions in real-time.

Actions
Energy based

operator
on

node
alerts

L J

Informati
on and
alerts
bothways

ECHO-EWS
database/servers

Figure 1: E-EWS use in the energy sector.

Taking full advantage of E-EWS with E-FCR

ECHO Early Warning System collects data from various nodes of the federation
and constitutes the main source of trends and threat intelligence data. For ex-
ample, in our case, we study top threats to the energy sector. With the infor-
mation collected, EWS can provide inputs to the cyber range and content pro-
viders while designing new cyber range services to be published in the ECHO
federated cyber range. By connecting the core system of the ECHO Federated
Cyber Range to the ECHO Early warning system, providers could retrieve valua-
ble information for their content development activities based on real-world
needs. [4 p. 75.] Regarding the explanation of early warning systems collecting
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data and forming top threats for the energy sector and providing this infor-
mation to the federated cyber range content providers, the energy sector could
get realistic cyber ranges to raise their cyber awareness against threats.

Other early warning services

We found out that there are some similar early warning systems and services to
E-EWS. One example of a similar service is Havaro, the national information
sharing system developed by the Finnish Cybersecurity Centre (Kyberturval-
lisuuskeskus). Havaro is very similar to ECHO Early Warning System with the ex-
ception that Havaro is only a national service, whereas EEWS is a service shared
between European Union.!®

Raising Cyber-awareness

As we stated before, the energy sector has a lot of technical issues that can be
breached and exploited. But there is also the human element that is critical to
remember and understand.

Our next research sub-question for this case study was how to raise aware-
ness about cyber threats in the energy sector. This basically means how compa-
nies and organisations can maximize their knowledge about cybersecurity
threats and attacks.

In ECHO D2.1, there are numerous case studies where the lack of understand-
ing is one of the causes of security incidents happening in organisations and in
the energy sector as a whole. In descriptions of different scenarios, it is ex-
plained that social engineering and the lack of awareness can lead to serious
consequences that could put entire systems in jeopardy. Some organisations
have security policies that are either obsolete or not implemented correctly,
which could lead to these security incidents if something is not done to this is-
sue.

In ECHO D3.6% and the DYNAMO project proposal, the authors mention one
key term where information sharing revolves: “situation awareness.” This is an
important element that could solve the critical problem of security incidents. It
basically means how a person can understand the current situation (in this con-
text, a security incident) and how their actions will impact the situation. If the
person knows what they are doing, they can identify, protect, and prevent pos-
sible threats that are jeopardizing the targeted systems. Also, if the incoming
attack is successful, this person knows how to recover from it as efficiently as
possible. This level of understanding and awareness can be achieved by having
a proper security policy in an organisation which includes good training for all
employees and constant development on the cybersecurity field.

Considering Early Warning Systems, they are able to help the users tremen-
dously when dealing with possible threats and attacks. But it is important to
note that even these systems can be rendered useless if the users behind them
are not certain what to do in difficult situations. Especially when it is sharing
information between different departments or even just individuals, situation
awareness is a very important ability to have. Also, if the Early Warning Systems
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themselves give false positives or negatives, situation awareness helps a lot
when analysing the warnings and alerts.

Conclusions

This case study researches how we can understand the ECHO Early Warning Sys-
tem as a tool for the prevention of cybercrime as well as cyber incident coordi-
nation and response in the context of the energy sector. In answer to this ques-
tion, we first defined the energy sector and what kind of issues and threats it
can have in the cybersecurity field. We stated that it is very important that this
sector is secured from cyber threats because of its importance to society. One
of the best tools for fighting cyber threats is the Early Warning System, which
increases cyber defence by effective information sharing. Even though the EWS
name states that it is used especially in the early stages of a possible attack, they
are still useful throughout the whole process.

We further found out that industrial control systems and SCADA systems are
vulnerable and can be exploited by cybercriminals and state actors. There have
been many recent cases of these exploitations that prove how important cyber-
security is for the energy sector. As we analysed the DYNAMO project proposal,
public ECHO deliverables, scientific publications available via the ECHO web
pages, and other materials available via the ECHO web pages, we concluded
many of the attack scenarios could have been prevented if an EWS was in use.
Our main result to our research question is that ECHO Early Warning System can
provide valuable resources to the energy sector so that energy companies can
secure the availability and performance of their infrastructure in the event of a
cyber threat, and E-EWS can be a very valuable tool to prevent these kinds of
attacks

One of our research sub-questions was about how to raise cyber awareness
in the energy sector. We concluded that all of the people in a certain company
or organisation should have some kind of understanding of cybersecurity-re-
lated subject matters and issues. This means that not only should the company’s
main leadership know about it but also the regular employees as well. As we
stated before, not all companies and organisations are focusing sufficiently on
this issue which can be one of the biggest security weaknesses in their day-to-
day business. If the overall awareness level is high, security breaches and inci-
dents are decreased tremendously since, in these situations, everyone should
have at least some kind of knowledge on how to react and what to do. One of
the best solutions to this problem is to have sufficient training programs in the
organisations that teach every employee the needed knowledge so the infor-
mation sharing and overall communications work in harmony. Situation aware-
ness together with Early Warning Systems is a powerful combination to fight
against cybercrime.

This paper brings lessons learned from the ECHO project in the energy sector
to the DYNAMO Horizon Europe project that will provide an essential tool for
the business continuity of critical infrastructure organisations. The tool consid-
ers the latest situation about cyber threats and will deliver decision support

18



ECHO EWS as a Preventive Tool against Cybercrime in the Energy Sector

across all stages of the resilience cycle (prepare, prevent, protect, respond, and
recover) on a single platform that is tailored to the needs of critical infrastruc-
ture. That will have wider benefits for other organisations and for societal secu-
rity.
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