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ABSTRACT:

This editorial article introduces the reader to the Third International Scientific
Conference “Digital Transformation, Cyber Security and Resilience,” DIGILIENCE
2021, and summarises the results from four of its sessions: Al-driven Cybersecu-
rity Solutions; Organisational and Ethical Considerations in Providing Cybersecu-
rity; Cyber Ranges for Innovative Education & Training; and Advanced ICT Solu-

tions with Military Applications.
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Rapid technological developments provide numerous opportunities to enhance
performance and create new security and defence capabilities. To utilise their
potential, organisations need to innovate and transform while paying due at-
tention to their protection against attacks from cyberspace and overall resili-
ence. To reflect on these developments, a group of senior researchers with pol-
icy-making experience decided in 2018 to launch a series of international
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scientific conferences under the title “Digital Transformation, Cyber Security
and Resilience” (DIGILIENCE). Three leading Bulgarian research institutions—
the Institute of Information and Communication Technologies of the Bulgarian
Academy of Sciences, the Bulgarian Defence Institute, and the European Soft-
ware Institute—Center Eastern Europe—joined their forces in the pursuit of the
new endeavour. We aimed to establish DIGILEINCE as an internationally recog-
nised scientific conference and as a platform bringing together academics, sen-
ior policy-makers, and practitioners to present and discuss current and future
requirements, lessons from the experience, novel ideas, and forthcoming inno-
vative solutions.

The first conference, DIGILIENCE 2019, was a resounding success. It took
place in the Central Military Club in Sofia, 2-4 October 2019 and brought to-
gether over 100 participants and an agenda with 55 presentations. Twenty-
eight of the papers were published in volume 43 of this journal ! prior to the
conference, while 32 of the presented papers appeared in a dedicated Springer
volume.?

The second conference, DIGILIENCE 2020, was hosted by the Nikola Vaptsa-
rov Naval Academy in Varna, Bulgaria. Fifty of the accepted papers were pub-
lished in two volumes of Information & Security: An International Journal. Vol-
ume 46 focused on ICT governance and management for digital transformation,
cyber situational awareness and information exchange, human systems integra-
tion, and education and training for cyber resilience.® The articles in volume 47
covered the protection of critical infrastructures from cyberattacks, 10T sys-
tems, the utilisation of big data and artificial intelligence for cybersecurity, se-
cure communications, and presented advanced ICT security solutions.* Forty-
five of the conference papers were submitted for publication in a post-confer-
ence volume of the Springer Series “Communications in Computer and Infor-
mation Science.”

As announced in 2020, the third conference, DIGILIENCE 2021, will be hosted
by the National Military University “Vassil Levski,” located in the old Bulgarian
capital, Veliko Tarnovo. Unfortunately, the uncertainty surrounding travel re-
strictions during the Covid-19 pandemic was not conducive to the further ex-
pansion of the conference. Nevertheless, 42 papers were submitted for peer-
review, and the conference agenda will include invited presentations from lead-
ing Bulgarian policy-makers, the European Defence Agency, ENISA, Bourne-
mouth University, UK, the National Aerospace University “KhAl,”> Kharkiv,
Ukraine, and others.®

This volume includes 16 papers to be presented at the conference, structured
four sections as follows:

e Al-driven Cybersecurity Solutions;

e Organisational and Ethical Considerations in Providing Cybersecurity;
e  Cyber Ranges for Innovative Education & Training;

e Advanced ICT Solutions with Military Applications.



Al-driven Cybersecurity Solutions, Cyber Ranges, Military Applications

Al-driven Cybersecurity Solutions

Researchers continue to expand the applications of machine learning (ML) and
artificial intelligence (Al) methods and techniques to strengthen cybersecurity.
This section starts with a review of strategies, policies, and standards used by
the European Union and its relevant bodies to direct the development of robust
and trustworthy Al applications and their certification.

The following three articles present relevant results in developing cybersecu-
rity prototypes with the Horizon 2020 project ECHO,” and delve respectively
into adding heuristics to enhance intrusion detection functionalities in a Snort
environment, combining signature-based and Al-driven anomaly detection
methods to improve host-based detection, and strengthening detection by
sharing cyber threat intelligence. The final two articles in this section apply clus-
tering. In the first case, the technique is used to identify network users with
risky behaviour. In the second, it is applied to automate the analysis of natural
language, e.g., posts in social networks, and the creation of digests.

ML and Al techniques enhancing cybersecurity will continue to be covered by
the conference. In its future editions, we will invite as well contributions on the
reverse aspect — the security of Al applications.

Organisational and Ethical Considerations in Providing Cybersecurity

This section includes three articles. The first one is dedicated to cybersecurity
collaboration and presents a structured methodological approach for trans-
forming a project consortium into a self-sustainable collaborative network or-
ganisation.

The second is focused on ethical considerations and provides tools and guide-
lines to developers of health and wellbeing services with an account of privacy
of information and confidentiality of communication.

The final contribution analyses information campaigns in support of recruit-
ment in the armed forces and suggests improvements to current practice.

Cyber Ranges for Innovative Education & Training

Cybersecurity experts are in short supply while the demand continues to in-
crease. The use of cyber ranges is seen as the most promising approach in train-
ing and educating the cyber workforce.

This section includes three articles. The first one provides a critical analysis of
the experience of using hybrid cyber ranges in multiagency exercises and draws
important recommendations for the future enhancement of the approach. The
other two articles look into the experience for the purposes of higher education,
with a specific focus on the needs of a masters’ programme in cybersecurity
management.

Advanced ICT Solutions with Military Applications

The final section includes four articles. The first one provides an analysis of the
vulnerabilities of the widely used RSA cryptographic algorithm due to commonly
used random number generators. The second contribution looks into the use of
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augmented reality to enhance command and control applications. It is followed
by a presentation of a method of planning the path of an autonomous vehicle
so that it uses features of the terrain to remain hidden from an adversary ob-
server. The last article outlines the main challenges to applying graph theory to
the analysis of network security.
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