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ABSTRACT:

This editorial article introduces the reader to the Second International Scientific
Conference “Digital Transformation, Cyber Security and Resilience,” DIGILIENCE
2020, and summarises the results from five of its sessions: Protecting Critical In-
frastructures from Cyberattacks; Security Implications and Solutions for loT Sys-
tems; Big Data and Artificial Intelligence for Cybersecurity; Secure Communication
and Information Protection; and Advanced ICT Security Solutions.
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In the fall of 2018, a group of senior researchers from the Institute of Infor-
mation and Communication Technologies, the Bulgarian Defence Institute, and
the European Software Institute—Center Eastern Europe—all with considerable
policy-making experience—decided to launch a series of international scientific
conferences under the title “Digital Transformation, Cyber Security and Resili-
ence,” or DIGILIENCE for short. In addition to typical conference goals, we aimed
to bring together researchers, senior policy-makers and practitioners, and to
present and discuss needs, requirements, novel ideas and upcoming solutions.

The first conference, DIGILIENCE 2019, took place in the Central Military Club
in Sofia, 2-4 October 2019, bringing together over 100 participants and, as a first
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in the series, an ambitious agenda with 55 presentations. Twenty-eight of the
papers were published in volume 43 of this journal.! The authors of 32 of the
presented papers were invited to submit amended versions to a Springer vol-
ume.?

The assessment of the first conference was overwhelmingly positive. Hence,
without hesitation we decided to start the organisation of the second confer-
ence, and Adm. Boyan Mednikarov, Rector of the Nikola Vaptsarov Naval Acad-
emy in Varna, Bulgaria, kindly agreed to host DIGILIENCE 2020.

108 papers were submitted to peer-review. Fifty of the accepted papers ap-
pear in two volumes of Information & Security: An International Journal. Volume
46 includes papers for five of the conference sessions: ICT Governance and
Management for Digital Transformation, Novel Conceptual Approaches and So-
lutions, Cyber Situational Awareness and Information Exchange, Human Sys-
tems Integration Approach to Cybersecurity, and Education and Training for
Cyber Resilience.?

This volume includes 26 papers, scheduled for the other five sessions:

e Protecting Critical Infrastructures from Cyberattacks;
e Security Implications and Solutions for loT Systems;
e Big Data and Artificial Intelligence for Cybersecurity;
e Secure Communication and Information Protection;
e Advanced ICT Security Solutions.

The papers in this volume are arranged accordingly.

The section on critical infrastructure protection starts with an article present-
ing a framework for multi-sector cyber risk assessment, followed by contribu-
tions focusing on cyber risks to the maritime sector, social media, and Internet
service providers. The next three articles in the section present conceptual de-
sign aspects, addressing respectively the cybernetic approach to building cyber
resilient systems,* the interplay between resiliency, trust, and information ex-
change,® and the focus on decentralisation to enhance systems’ security and re-
silience.®

The section on loT systems presents studies on managing a logistics system
through a digital twin, a tactical approach to cyber defence, and the estimation
of network stability in in a big data environment.

The topic of bid data is pursued further in the third section of the volume.
The introductory article sets the ground by elaborating on the concept of data
science as a service.” The remaining five articles focus on the application of ma-
chine learning and other Al methods and techniques to enhance cybersecurity
and resilience of complex systems.

This volume, as well as the conference agenda, flow into the topic of securing
communication and information protection with contributions on public key
generation and cybersecurity,® steganographic algorithms for hiding messages
in music,® and an exploration of diceware passphrases.°

The final section includes articles addressing a variety of issues related to the
security of advanced information and communication technologies and
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suggesting practical solutions. Individual articles cover the use of instrumental
equipment to create honeypots and facilitate the prevention of cyberattacks,*
the security of mobile communications, the identification of network traffic
anomalies, the performance of hard disks under ransomware attack, etc., as
well as a comprehensive study of methods to reconstruct 3D facial images from
2D portraits.??

As with DIGILIENCE 2019, the authors of selected papers will be invited to
contribute to a Springer volume, dedicated to DIGILIENCE 2020.

And finally, DIGILIENCE 2021 will take place in Veliko Tarnovo, capital of Bul-
garia from XIl to the end of the XIV century, in the period 29 September — 1
October 2021. For participation and other related information, you can visit the
conference website, https://digilience.org.
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