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ABSTRACT:

Due to a dispersed research and industrial capacity and often disconnected
national markets, it is challenging for the European Union to compete with
world leaders providing cybersecurity products and services and thus to sup-
port its ambition to achieve strategic autonomy in the cyber domain. This ar-
ticle explores one of the intended remedies—the proposal for an EU Regula-
tion establishing the European Cybersecurity Industrial, Technology and Re-
search Competence Centre and the Network of National Coordination Cen-
tres. Analysing legal, organisational and financial measures, the author posits
that the expected regulation, if properly implemented, can fill in an important
gap in the current legislative framework of the European Union.
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Introduction

It is universally acknowledged that development and use of digital technologies
creates new and unprecedented possibilities. It brings huge benefits to individ-
uals and society as a whole and boosts economy and growth. At the same time,
all this comes along with new risks to the end-users and economic actors. The
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risk of falling victim to cybercrime or a cyber-attack is constantly increasing and
the societal and economic impact of it continues to raise.

All these risks are related to weaknesses in cybersecurity governance, both
in the public and private sectors across the EU as well as at the international
level. This impairs the global community’s ability to limit cyber-attacks from oc-
currence, properly respond to them and mitigate their impact. The challenge is
thus to strengthen cybersecurity governance at EU level, taking into account the
cross-border nature of cybersecurity threats. The protection of many critical
sectors and their underpinning infrastructures, such as health, energy,
transport, finance, manufacturing and others, have become increasingly de-
pendent on digital technologies. According to a survey * conducted by the Euro-
pean Commission in 2017, many EU citizens are concerned about the risk of
falling victim to various forms of cybercrime, with the largest proportion of re-
spondents being specifically concerned by becoming a victim of malware infec-
tion (69%), identity theft (69%) and bank card/online banking fraud (66%). Ac-
cording to another study,? cybercrime constitutes half of all the crimes occur-
ring in EU Member States, and accounts for losses worth billions of euros each
year. Therefore, it does not come by surprise that cybersecurity of products and
services constitute an important element of ensuring the economic stability and
thus developed as important and fast-growing market. There, however, Europe
faces strong competition from third countries such as the United States, China,
Japan and South Korea. A Commission analysis 3 attributes this to the fact that
even though a lot of innovative cybersecurity research is taking place in Europe,
its results are rarely commercialised.

According to a report * of the Commission's Joint Research Centre (JRC), the
EU retains a wealth of expertise in cybersecurity, which is not fully exploited.
This expertise, if transformed into marketable products and solutions, could al-
low the EU to cover the whole cybersecurity value chain. According to the Com-
mission,” the cybersecurity industry in Europe developed largely on the basis of
national government demand, including for defence purposes. Today, compa-
nies still find it difficult to grow beyond the boundaries of their national markets
due to the divergent rules that govern them. As a consequence, while these
companies tend to be strong and innovative, they are smaller in size in compar-
ison to their American and Asian competitors. In addition to the civilian use of
technologies, the fact that cyberspace is considered by military forces as the
fifth domain (besides land, sea, air and space) of military activity, equally critical
to European Union Common Security and Defence Policy (CSDP)® further
demonstrates the need of an effort to streamline the EU legislative framework
and address the existing fragmentation.

The analysis concludes that without policy intervention to address the frag-
mentation of European efforts and innovation capacities, the European cyber-
security industry may not be capable of taking advantage of its potential or com-
peting with other global players. Europe also faces a shortage of skilled cyber-
security professionals. According to Commission's 7 estimates, the cybersecurity
workforce gap in Europe will reach 350 000 by 2022.
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The EU policy-makers recognised that it is also in the Union's strategic inter-
est to ensure that it retains and develops essential cybersecurity technological
capacities to secure its Digital Single Market, and in particular to protect critical
networks and information systems and to provide key cybersecurity services.
From strategical point of view, the EU must be in a position to autonomously
secure its digital assets and to compete on global cybersecurity market. Further-
more, it is stated that “the understanding is that the EU cannot have operational
and political autonomy without industrial autonomy.” &

The EU public investment today — both at the EU and national level - including
in the development and the deployment of cybersecurity technology and solu-
tions - is below the critical mass needed to protect EU economy and institutions,
in particular if compared to other key international players. This has practical
consequences on cybersecurity capacities of EU research and industrial commu-
nities.

As an example, in the USA, the government invested over USD 19 billion for
cybersecurity as part of 2017 budget (35% increase from 2016 in overall Federal
resources for cybersecurity).’ It devotes USD 760 Million in 2017 alone for cy-
bersecurity research and innovation.*

At the EU level the investment in cybersecurity is channelled through differ-
ent programmes of the EU budget: about EUR 600 million have been invested
in cybersecurity and cybercrime projects under Horizon 2020 for the period
2014-2020 (including EUR 450 million devoted to cybersecurity cPPP for 2017-
2020); the European Structural and Investment (ESI) Funds foresee a contribu-
tion of up to EUR 400 million for investments in trust and cybersecurity; about
EUR 30 million were invested from CEF in the period 2014-2017.

As a consequence of all abovementioned at the moment, the Union is a net
importer of cybersecurity products and solutions and largely depends on non-
European providers.!! The cybersecurity market is globally a 600 billion EUR
market that is expected to grow in the next five years on average by approxi-
mately 17% in terms of sales, number of companies and employment. However,
in the top 20 of the leading cybersecurity countries from a market perspective,
there are only 6 Member States.'? What is more, up to 25% of the supply from
within Europe is actually provided by companies with the headquarters outside
Europe. At the same time major competitors (e.g. US, China) are net exporters
in all cybersecurity sub-sectors.’

This, together with the cross-border nature of cybersecurity threats and the
need to tackle them at EU level has been recognized already in 2013, when the
first EU Cybersecurity Strategy * was adopted. Cybersecurity, cybercrime and
cyber defence have been systematically included in the EU political priorities
and key policy and legislative initiatives:

1. Digital Single Market Strategy — COM/2015/0192;

2. The European Agenda on Security — COM (2015) 185;

3. The Joint Framework on countering hybrid threats;

4. The Communication on Launching the European Defence Fund;
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5. The Directive on concerning measures for a high common level of security
of network and information systems across the Union, (the ‘NIS Directive’
— (EU) 2016/1148);

6. The contractual public-private partnership (cPPP) on cybersecurity C(2016)
4400 between the EU and the European Cybersecurity Organisation
(ECSO);

On 13 September 2017, the Commission adopted a cybersecurity package
containing a series of initiatives ** to further improve EU cyber-resilience, deter-
rence and defence. In addition to this package it should be also mentioned that
in May 2018 the first cybersecurity act — the Directive on Security of Network
and Information Systems across the EU (the NIS Directive ®) entered in force. It
provides for legal measures to boost the overall level of cybersecurity in the EU
with a focus on protecting critical infrastructure. Among other things, it estab-
lished the NIS cooperation group,’” to ensure strategic cooperation among
Member States, and the CSIRTS network (computer security incident response
teams 8), to ensure the exchange of information on cybersecurity and cooper-
ation on specific cybersecurity incidents. Currently, a Bulgarian CSIRT centre ex-
ists (https://govcert.bg), which assists in reducing the risks of information secu-
rity incidents, and resolving such incidents if they have already occurred.

The Proposal for a Regulation establishing the European Cybersecurity
Industrial, Technology and Research Competence Centre and the Net-
work of National Coordination Centres °

The proposal was presented by the Commission on September 2018. It aims to
create a new EU structure to pool and share cybersecurity research capacities
and outcomes in a domain where EU capabilities and competences are consid-
erable but still fragmented. The new structure described in the proposal —
an EU-level Competence Centre with its Network of national-level competence
centres — would apply a comprehensive approach supporting cybersecurity
across the entire value chain, from research to the deployment and uptake of
key technologies.
The proposal aims at:

e Building cyber resilience, i.e. create and increase the ability to respond to
and limit cyberattacks and ensures a coherent EU-wide approach;

e Improving relevant skills and filling the skills gap — raising skills and aware-
ness across all sectors and levels of society is essential, given the growing
global cybersecurity skills shortfall. There are currently limited EU-wide
standards for training, certification or cyber risk assessments;

e Ability to improve information exchange and coordination between the
public and private sectors — current situation is considered as unsatisfac-
tory;
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o Ability for rapid detection and response. Cybersecurity is not yet fully inte-
grated into existing EU-level crisis response coordination mechanisms, po-
tentially limiting the EU’s capacity to respond to large-scale, cross-border
cyber incidents;

e Ability to improve the protection of critical infrastructure and societal
functions;

e Control of EU spending — based on the fact that there is no dedicated EU
budget to fund the cybersecurity strategy, there is no clarity/visibility of
how money is being spent;

e Ability to pool expertise in the relevant area of cybersecurity - industrial,
research and public sector (including defence) communities also identified
difficulties to find skilled cybersecurity professionals for both research and
business tasks. This is coupled with huge global competition for talent.
Two-thirds of the European security professionals surveyed for the 2017
Global Information Security Workforce Study 2° said there was too few po-
sitions available in their field, a proportion in line with the worldwide fig-
ure, which rose from 62 % worldwide in 2015;

e Consistency with existing cybersecurity policy provisions in the policy area
as well as other EU policies — to facilitate and accelerate standardization
and certification processes, in particular those related to cybersecurity cer-
tification schemes in the meaning of the proposed Cybersecurity Act.?2?

The proposal should be considered as big step in the right direction, taking
into account the fact that the EU’s international competitors already have a
clear strategy and make significant cybersecurity investment designed to in-
crease technological and innovation capacities. They are developing compe-
tence centres bringing their assets (human, knowledge, financial) together to
support their industries in the quest to become global cybersecurity leaders.

Under the provisions of the proposal, the Competence Centre (at EU level)
with its Network (the national-level competence centres) is expected to stimu-
late the European cybersecurity technological and industrial ecosystem to over-
come the lack of concerted efforts, actions and expertise, to support cyberse-
curity across the entire value chain —from research and development to deploy-
ment and uptake at large scale of key technologies.

The Competence Centre will “facilitate and help coordinate the work of the
Network and nurture the Cybersecurity Competence Community, driving the
cybersecurity technological agenda and facilitating access to the expertise so
gathered. The Competence Centre will in particular do so by implementing rel-
evant parts of the Digital Europe and Horizon Europe programmes by allocating
grants and carrying out procurements. In view of the considerable investments
in cybersecurity made in other parts of the world and of the need to coordinate
and pool relevant resources in Europe, the Competence Centre is proposed as
a European Partnership,? thus facilitating joint investment by the Union, Mem-
ber States and/or industry. Therefore, the proposal requires Member States to
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contribute a commensurate amount to the actions of the Competence Centre
and Network.

The principal decision-making body is the Governing Board, in which all Mem-
ber States take part but only those Member States which participate financially
have voting rights. The voting mechanism in the Governing Board follows a dou-
ble majority principle requiring 75 % of the financial contribution and 75 % of
the votes. In view of its responsibility for the Union budget, the Commission
holds 50 % of the votes. For its work on the Governing Board, the Commission
will avail itself, wherever appropriate, of the expertise of the European External
Action Service. The Governing Board is assisted by an Industrial and Scientific
Advisory Board to ensure regular dialogue with the private sector, consumers’
organisations and other relevant stakeholders.” 24

Working in close collaboration with the Network of National Coordination
Centres and cybersecurity competence community (established by the pro-
posed Regulation), the European Cybersecurity Industrial, Technology and Re-
search Competence Centre would be the main implementation body for EU fi-
nancial resources dedicated to cybersecurity under the proposed two pro-
grammes: Digital Europe Programme and Horizon Europe Programme.

Competence Centre

The Competence Centre shall have legal personality and its legal seat shall be
located in Brussels, Belgium. As stated in Art. 3 of the proposal for Regulation,
the mission of the Centre and the Network is to:

1. retain and develop the cybersecurity technological and industrial capaci-
ties necessary to secure its Digital Single Market;

2. increase the competitiveness of the Union's cybersecurity industry and
turn cybersecurity into competitive advantage of other Union industries.

The Competence Centre shall have the following objectives and related tasks:
1.facilitate and help coordinate the work of the National Coordination Cen-
tres Networks;

2.contribute to the implementation of the cybersecurity part of the Digital
Europe Programme and of the Horizon Europe Programme;

3.enhance cybersecurity capabilities, knowledge and infrastructures at the
service of industries, the public sector and research communities, by car-
rying out the following tasks:

a. Acquiring, upgrading, operating and making available such infra-
structures and related services to a wide range of users across the Un-
ion from industry including SMEs, the public sector and the research
and scientific community;

b.  Providing support to other entities, including financially, to acquir-
ing, upgrading, operating and making available such infrastructures and
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related services to a wide range of users across the Union from industry
including SMEs, the public sector and the research and scientific com-
munity;

c.  Providing cybersecurity knowledge and technical assistance to in-
dustry and public authorities, in particular by supporting actions aimed
at facilitating access to the expertise available in the Network and the
Cybersecurity Competence Community;

4.contribute to the wide deployment of state-of-the-art cyber security prod-
ucts and solutions across the economy, by carrying out the following tasks:

a. Stimulating cybersecurity research, development and the uptake
of EU cybersecurity products and solutions by public authorities and
user industries;

b.  Assisting public authorities, demand side industries and other us-
ers in adopting and integrating the latest cyber security solutions;

c.  Supporting in particular public authorities in organizing their pub-
lic procurement, or carrying out procurement of state-of-the-art cyber-
security products and solutions on behalf of public authorities;

d. Providing financial support and technical assistance to cybersecu-
rity start-ups and SMEs to connect to potential markets and to attract
investment;

5.improve the understanding of cybersecurity and contribute to reducing
skills gaps in the Union related to cybersecurity by supporting further de-
velopment of cybersecurity skills, where appropriate together with rele-
vant EU agencies and bodies including ENISA;

6.contribute to the reinforcement of cybersecurity research and develop-
ment in the Union by providing financial support to cybersecurity research
efforts; support large-scale research and demonstration projects in next
generation cybersecurity technological capabilities, in collaboration with
the industry and the Network; support research and innovation for stand-
ardization in cybersecurity technology;

7.enhance cooperation between the civil and defence spheres with regard
to dual use technologies and applications in cybersecurity, by supporting
Member States and industrial and research stakeholders with regard to re-
search, development and deployment; contributing to cooperation be-
tween Member States by supporting education, training and exercises; fos-
tering synergies between civil and defence cyber security research and
markets;
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8.enhance synergies between the civil and defence dimensions of cyberse-
curity in relation to the European Defence Fund by providing advice, shar-
ing expertise and facilitating collaboration among relevant stakeholders;
The Competence Centre shall cooperate with relevant EU institutions, bod-
ies, offices and agencies including the European Union Agency for Network
and Information Security (ENISA or soon to be called the EU Agency for
cybersecurity as provided in the draft Cybersecurity Act), the EU Computer
Emergency Response Team (CERT-EU), the European External Action Ser-
vice (EEAS), the Joint Research Centre (JRC) of the Commission, the Re-
search Executive Agency, the Innovation and Networks Executive Agency,
the European Cybercrime Centre (EC3) at Europol as well as the European
Defence Agency. Such cooperation shall take place within the framework
of working arrangements which are subject to the prior approval of the
Commission.

Organisation, Membership and Structure of the Competence Centre

The members of the Competence Centre shall be the Union, represented by the
Commission, and the Member States. The structure of the Competence Centre
shall comprise number of bodies, among which the:

1. Governing Board

The Governing Board shall be composed of one representative of each Member
State, and five representatives of the Commission, on behalf of the Union. The
Commission may invite observers, including representatives of relevant Union
bodies, offices and agencies, to take part in the meetings of the Governing
Board as appropriate. ENISA shall be a permanent observer in the Governing
Board.

The Governing Board shall have the overall responsibility for the strategic ori-
entation and the operations of the Competence Centre and shall supervise the
implementation of its activities. It shall adopt its rules of procedure, including
specific procedures for identifying and avoiding conflicts of interest and ensure
the confidentiality of any sensitive information. The strategic decision includes:
a) adopting a multi-annual strategic plan containing main priorities; b) adopting
the Competence Centre's work plan, annual accounts and balance sheet; c)
adopting the specific financial rules of the Competence Centre in accordance
with financial regulations; d) adopting the criteria and procedures for assessing
and accrediting the entities as members of the Cybersecurity Competence Com-
munity; e) adopting the annual budget of the Competence Centre; f) adopting
a procedure for appointing the Executive Director; g) establishing working
groups with members of the Cybersecurity Competence Community; h) ap-
pointing members of the Industrial and Scientific Advisory Board; i) adopting
security rules and anti-fraud strategy;
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1.1. Chairperson and Meetings of the Governing Board

The Governing Board shall elect a Chairperson and a Deputy Chairperson from
among the members with voting rights, for a period of two years. The mandate
of the Chairperson and the Deputy Chairperson may be extended once, follow-
ing a decision by the Governing Board. The ordinary meetings shall be held at
least three times a year. It may hold extraordinary meetings at the request of
the Commission, at the request of one third of all its members, at the request
of the chair, or at the request of the Executive Director in the fulfilment of
his/her tasks. The Executive Director shall take part in the deliberations, but
have no voting rights. The Governing Board may invite, on a case-by-case basis,
other persons to attend its meetings as observers.

1.2. Voting rules of the Governing Board

The Union shall hold 50% of the voting rights. The voting rights of the Union
shall be indivisible. Every participating Member State shall hold one vote. Only
the representatives of the Commission and the representatives of the partici-
pating Member States shall hold voting rights. The Chairperson shall take part
in the voting. The Governing Board shall take its decisions by a majority of at
least 75% of all votes, including the votes of the members who are absent, rep-
resenting at least 75% of the total financial contributions to the Competence
Centre.

2. Executive Director

The Executive Director shall be appointed by the Governing Board from a list of
candidates proposed by the Commission, with proven expertise and high repu-
tation in the areas where the Competence Centre operates. S/he shall be en-
gaged as a temporary agent of the Competence Centre, the term of office is four
years, extendable once for no more than four years. The Executive Director shall
be removed from office only by decision of the Governing Board, acting on a
proposal from the Commission.

The Executive Director shall be responsible for the operations and for the
day-to-day management of the Competence Centre and shall be its legal repre-
sentative. S/he will perform his or her duties with complete independence
within the powers assigned to him or her.

3. Industrial and Scientific Advisory Board

The Industrial and Scientific Advisory Board (ISAB) shall consist of no more than
16 members, appointed by the Governing Board from among the representa-
tives of the entities of the Cybersecurity Competence Community. Members of
the ISAB should have expertise either with regard to cybersecurity research, in-
dustrial development, professional services or the deployment thereof. The
term of office of members of the ISAB shall be three years. That term shall be
renewable. Representatives of the Commission and of the ENISA may partici-
pate in and support the works of the Industrial and Scientific Advisory Board.
The ISAB shall have meetings at least twice a year. It shall advise the Compe-
tence Centre and provide to the Executive Director and the Governing Board
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strategic advice and input for drafting the work plan and multi-annual strategic
plan; organise public consultations open to all public and private stakeholders;
promote and collect feedback on the work plan and multi-annual strategic plan
of the Competence Centre.

4. Financial Provisions

The Competence Centre shall be jointly funded by the Union and Member
States through financial contributions paid in instalments and contributions
consisting of costs incurred by National Coordination Centres and beneficiaries
in implementing actions that are not reimbursed by the Competence Centre.
The Union’s contribution to the Competence Centre to cover administrative
costs and operational costs shall comprise the following:

(a) EUR 1 981 668 000 from the Digital Europe Programme, including up to
EUR 23 746 000 for administrative costs;

(b) An amount from the Horizon Europe Programme, including for adminis-
trative costs, to be determined.

The participating Member States shall make a total contribution to the oper-
ational and administrative costs of the Competence Centre of at least the same
amounts as abovementioned.

The Competence Centre shall ensure that its activities, including those man-
aged through the National Coordination Centres and the Network, are subject
to continuous and systematic monitoring and periodic evaluation. Also, the
Competence Centre shall ensure that the data for monitoring programme im-
plementation and results are collected efficiently, effectively, and in timely
manner and proportionate reporting requirements shall be imposed on recipi-
ents of Union funds and Member States. The outcomes of the evaluation shall
be made public.

5. National Coordination Centre

Each Member State shall nominate, after compliance assessment, the entity to
act as the National Coordination Centre. The European Commission shall issue
a decision within 6 months from the nomination transmitted by the Member
State providing for the accreditation of the entity as a National Coordination
Centre or rejecting the nomination. All accredited Centres compose the “Net-
work”. The Member States may at any time nominate a new entity as the Na-
tional Coordination Centre. The members of the Network shall possess or have
direct access to technological expertise in cybersecurity and be in a position to
effectively engage and coordinate with industry, the public sector and the re-
search community. The relationship between the Competence Centre and the
National Coordination Centres shall be based on a contractual agreement
signed between the Competence Centre and each of the National Coordination
Centres. The agreement shall provide for the rules governing the relationship
and division of tasks between the Competence Centre and each National Coor-
dination Centre.
The National Coordination Centres shall have the following tasks:
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a. Supporting the Competence Centre in achieving its objectives and in par-
ticular in coordinating the Cybersecurity Competence Community;

b. Facilitating the participation of industry and other actors at the Member
State level in cross-border projects;

c. Contributing, together with the Competence Centre, to identifying and
addressing sector-specific cyber security industrial challenges;

d. Acting as contact point at the national level for the Cybersecurity Com-
petence Community and the Competence Centre and seeking to estab-
lish synergies with relevant activities at the national and regional level;

e. Implementing specific actions for which grants have been awarded by
the Competence Centre.

f. Promoting and disseminating the relevant outcomes of the work by the
Network, the Cybersecurity Competence Community and the Compe-
tence Centre at national or regional level;

g. Assessing requests by entities established in the same Member State as
the Coordination Centre for becoming part of the Cybersecurity Compe-
tence Community.

h. Receiving a grant from the EU in relation to carrying out the abovemen-
tioned tasks, and where relevant, cooperate through the Network for
the purpose of implementing these tasks.

6. The Cybersecurity Competence Community

The Cybersecurity Competence Community shall consist of industry, academic
and non-profit research organisations, and associations as well as public entities
and other entities dealing with operational and technical matters. It shall bring
together the main stakeholders with regard to cybersecurity technological and
industrial capacities in the EU. It shall involve National Coordination Centres as
well as EU institutions and bodies with relevant expertise. The requirements for
accreditation as member of the Cybersecurity Competence Community are
compliance with national law where established and proven cybersecurity ex-
pertise in: a) research; b) industrial development; c) training and education. The
Competence Centre shall accredit relevant bodies, agencies and offices of the
EU as members of the Cybersecurity Competence Community after carrying out
an assessment whether that entity meets the relevant criteria. The accredita-
tion shall not be limited in time but may be revoked by the Competence Centre
at any time if it or the relevant National Coordination Centre considers that the
entity does not fulfil the criteria for membership or other relevant provisions.
The main tasks of the members of the Cybersecurity Competence Commu-
nity, as described in the proposal shall be to support the Competence Centre in
achieving the mission and the objectives, as well as to work closely with the
Competence Centre and the relevant National Coordinating Centres.
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Concluding Remarks

The Competence Centre proposal strives to implement the relevant parts of
Horizon 2020 and Digital Europe programmes by allocating grants, enhancing
coherence and synergies between them, and carrying out procurements. The
Commission proposes to allocate nearly € 2 billion from Digital Europe for the
2021-2026 period and € 2.8 billion from Horizon Europe for setting up the Com-
petence Centre. These substantial resources reflect the EU’s commitment to in-
vesting more in cybersecurity policy. The proposal aims to create synergies be-
tween funding programmes and tools for cybersecurity related research and in-
novation both in civilian and defence areas. In fact, the proposal entitles the
Competence Centre also to manage EDA resources, that would complement
those earmarked under Horizon Europe.

EU’s strategic interest is to ensure that the EU retains and develops essential
capacities to secure its digital economy, infrastructures, society, and democ-
racy. Europe's cybersecurity research, competences and investments are
spread across Europe with too little alignment, which is considered as obstacle
that has to be overcome as soon as possible. There is an urgent need to step up
investment in technological advancements that could make the EU’s digital Sin-
gle Market more cybersecure and to overcome the fragmentation of EU re-
search capacities. Europe has to master the relevant cybersecurity technologies
from secure components to trustworthy interconnected Internet-of-Things eco-
systems and to self-healing software. European industries need to be supported
and equipped with latest technologies and skills to develop innovative security
products and services and protect their vital assets against cyberattacks. This
should contribute inter alia to achieve the objective of European strategic au-
tonomy.

That being said, for the EU, it is a priority to promote democracy, the rule of
law, human rights and fundamental freedoms worldwide. Therefore, the Centre
should foster the development and investments into the resilience and integrity
of networks and information systems. Offensive military applications such as
backdoors, withheld vulnerabilities, or exploits bear an inherent security risk for
society at large and run counter to these European goals.

With regard to the Bulgarian Expert Community, it should be noted that it is
of the utmost importance to successfully integrate into the European Commu-
nity through Horizon Europe. Currently there are 4 Bulgarian teams (the Bul-
garia Defence Institute, the Institute of Information and Communication Tech-
nologies at the Bulgarian Academy of Sciences, the European Software Institute-
Center Eastern Europe, and Telelink Business Systems) in ECHO consortium.

In October 2017, under the Horizon 2020, a call SU-ICT-03-2018 for “estab-
lishing and operating a pilot for a Cybersecurity Competence Network to de-
velop and implement a common Cybersecurity Research & Innovation
Roadmap” 2> was announced. This call is part of the Horizon 2020 focus area
“Boosting the effectiveness of the Security Union” (SU). As stated in the topic
description, main objective of this pilot is to scale up existing research for the
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benefit of the cybersecurity of the Digital Single Market, with solutions that can
be marketable. All approved pilot projects should in parallel propose, test, vali-
date and exploit the possible organisational, functional, procedural, technolog-
ical and operational setup of a cybersecurity competence network with a cen-
tral competence hub. Projects under this pilot should help building and
strengthening cybersecurity capacities across the EU as well as providing valua-
ble input for the future set-up of the Cybersecurity Competence Network with
a European Cybersecurity Research and Competence Centre. This shall contrib-
ute to strengthening the EU’s cybersecurity capacity and tackling future cyber-
security challenges.

In 2018 four pilot projects were announced as winning and earlier this year
were launched in order to operate a pilot for a European Cybersecurity Compe-
tence Network and to develop a common European Cybersecurity Research &
Innovation Roadmap. CONCORDIA, CyberSec4Europe, ECHO % and SPARTA are
the four projects which were chosen by the European Commission. These pilot
projects bring together more than 160 partners, including big companies, SMEs,
universities and cybersecurity research institutes, from 26 EU Member States.
The overall EU investment in these projects will be more than 63.5 million Euros.
They will not only develop a sustainable European cybersecurity competence
network, but will also implement a variety of tasks, e.g. cybersecurity demon-
stration cases (in eHealth, finance, telecommunications, smart cities, transporta-
tion, etc.), provide trainings and programmes to tackle the cybersecurity-skills
gap in EU, etc.
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