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Abstract: On February 21, 2014, following the terrorist attacks in France, the
French prime minister declared that cyber security is a matter of major inter-
est, and national interest of concern to all citizens, and it is important that the
government is fully engaged. In the wake of the new challenges raised by ter-
rorism in recent years and the cyber-attacks in Europe, the French Government
presented in 2015 a national cybersecurity strategy emphasizing training and
international cooperation. France's enhanced participation in the multilateral
negotiations on cybersecurity within the UN and the OSCE is an indicator of
the necessity of reforming and adapting cyber security services. However, the
new French President has emphasized the need to reform further the cyber se-
curity services and the urge to master ever-evolving technologies in terms of
data collection and cryptology. This article discusses the need to continue the
reform of the French intelligence services, and to enhance the cooperation and
the speed of innovation in the field cyber security — a general challenge for
Western Europe.
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Introduction

Cyberspace is closely related to defense and national security. Likewise, the concerns
on cybersecurity ever needs to be considered as technology changes at an ever in-
creasing pace. Indeed, in thirty years, digital technologies have started to take down
the boundaries between our personal and professional lives,* raised corporate com-
petitiveness to unprecedented levels® and even promoted a transparency drive in
France’s institution in the wake of the French Presidential elections of 2017 and latest
France cabinet reshuffle in June 2017.
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The impacts of new technologies by mere citizens have become more visible on
France’s institution these years. Therefore, the attacks on governments, companies or
even violent acts of cybercriminals raise a fortiori greater concerns. Even if they are
most of the time only visible to specialist, they can be subject to wide media cover-
age, especially when it comes to strategic positions for the country or when it comes
to terrorism such as the cyberattack carried out on April 2015 at French TV channel
TV5 Monde by cybercriminals claimed to be from ISIS.

Besides, more than compromising information related to France’s sovereignty?, Cy-
berspace may become a place for appropriation of personal data, spying on the scien-
tific, economic and commercial assets of companies which fall victim to competitors
or foreign powers.? It therefore raises tremendous economic concerns for companies,
which investments on cybersecurity have increased dramatically for the last years.®

Due to the changes in the field of national security and the necessity of reforming
cyber security services, the French government decided to provide France in 2009
with the ANSSI ? (which stands in English for French Network and Information Secu-
rity Agency). In July 2010, the President decided to make the Agency responsible for
the defense of information systems in addition to its security role.

ANSSI now plays in France a major role in strategic decisions and reforms on cyber
security. It has identified several areas of work or possible reform, featuring?:

e Technology expertise

o Improving research and education
o Joint efforts on cyber security

o International partnerships

e Legislations and communication.

In this article, we discuss the need to reform cyber security services, the need to mas-
ter technologies and the decision to enhance research and education in the last years.
We then give an overview of reforms on cyber security services in terms of collabora-
tions and in terms of legislations and communication.

1. Mastering technology, improving research and education

Reforming the cyber security services relies on adapting to changes, risks and threats
that evolve rapidly in cyberspace. The security of information systems can be threat-
ened by ever changing software, products and the development of new technologies
or practices.* Keeping cyber security services up to date on latest technology devel-
opment and analyzing the actions of companies, groups, or even states is the first step
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to ensure the security and defense of information systems and even the interests of a
nation.*

Mastering Technology through Research

Security of information is based on mastering technology ® that is both accessible to
the security services and to organizations and individuals planning to spoil them.
Mastering technology implies to be at the top of research in many fields, and in the
case of cyber security, to develop research teams, collaborations, and facilities for re-
search on information system security and cryptology.

Cyber security services responsible for information systems must be tremendously
familiar with the latest technologies, and should even be able to foresee technology
leaps by laying the foundation to research,® thus creating an advantage for the de-
fender over the attacker. France has world-class research teams in the areas of cryp-
tology and formal methods. In other areas, such as security architecture of infor-
mation systems, it is rapidly catching up with the most advanced nations.

ANSSI (French Network and Information Security Agency) promotes research and
supervise teams of scientists who work for them in order to detect and alert on possi-
ble security problems, build algorithms or processes to test or break securities. For
example, two researchers from ANSSI have been working on injection of voice
commands on computers® and warned against dangers of pirating voice-based au-
thentication systems, such as Siri from Apple or recent Google now. ANSSI also su-
pervises PhD thesis and multiple scientific articles every month.” ANSSI, as the
agency for information systems security, concentrates on research and innovation.

Likewise, France is insisting on research in universities in order to promote the mas-
tering of technology. France is creating a cluster of universities and schools in order
to promote research and innovation. The University of Paris Saclay gathers top
French engineering schools, universities and research centers in order to promote a
nationwide collaboration on technology in particular. French top universities create
research collaborations on cryptology and on security architecture in order to keep up
with the pace of technology’s evolution. CADS is a research group at Paris Saclay
which goal is to make scientific advances on data securing.®

Mastering Technology through Education

Research and education are generally related, and in the case of cybersecurity, France
is deploying considerable means to create trainings, courses and options for students
to specialize on it, whether on cryptology for formal mathematics students or on secu-
rity architecture for computer science students for example.® The range of domains in
large, and it is said that 50 % of jobs in cybersecurity in France are not filled because
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of a lack of applicants.® Joblessness does not exist in cybersecurity for qualified stu-
dents in France.®

Recent 2017 security pressures report from Trustwave ° shows top worrying out-
comes for enterprises and studies the demand for students and qualified applicants in
cyber security jobs, in other countries than France.

How much bigger do you think your IT security team should be to reduce the
pressures on your team and to more effectively do its job?

5% v 44% 45% 45% 45 36 50 46

29% v 26% 29% 28% 240 8% 23% 20%
1% - 24% 20% 25 26 33 2% 26
% = % 69 L 6 5 TS o

Figure 1: Cyber Security demand on countries similar to France (Trustwave 2017 1°).

Figures are quite the same for NATO allies, showing a need to double or even to
quadruple the size of the IT security team. We can assume that France has same glob-
al trends for investing in education and for the need to master technology.

Challenges and hackathons are organized in France in order to promote cybersecurity
and to inform students on the possibility of creating jobs in that field. Conferences are
organized on those topics, with courses and challenges, such as Hack in Paris 2017, a
cyber security conference from June 19" to June 239, where top international experts
come to present courses and remarkable contents for students and interested people.

However, it remains a field that still needs to be promoted, in universities or in top
schools, as some great events of technology sometimes do not insist on the need to
secure the systems but only present new technologies and the potential they have.
Orienting young people towards such jobs will be encouraged in order to expand the
expertise available in the country.? As a general rule, scientific and technical training
on information technology must incorporate courses on information systems security.?

Providing cyber Security Services with Technological Structures

New authentication systems have been introduced in ministerial networks,'* and is
adopting the latest smart card technology*?, in which France has an impact on interna-
tional technology innovations. Governments authorities are being provided with se-
cure interdepartmental intranet,'* secure messaging,'! videoconferencing systems !
which are also being deployed in local administrations.
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France has invested in multiple CERT these last years (Computer Emergency Re-
sponse Team) and CSIRT (Computer Security Incident Response Team) which mis-
sions are:*?

e Centralization of requests for assistance following security incidents
¢ Processing of alerts and responses to computer attacks

e Exchange of information with other CERTS

¢ Establishment and maintenance of a vulnerability database

e Possible coordination with other technical structures.

Those centers are equipped with great technologies and are located throughout
France. Those centers are headed by either public or private actors.

2. Developing the Co-operations on Cyber Security

The dependence of companies, infrastructures and services on the Internet is increas-
ing, it is therefore crucial to be able to detect and attacks as soon as possible and offer
assistance to victims. French White Paper on Defense and National Security # organ-
izes the development of detection facilities which can countermeasure the attacks and
assist the defenders. However, monitoring mechanisms in not enough to manage the
work, information provided by partners are needed, on order to have a current state-
ment of the network situation whether it is at a nationwide scale, or at more global
scale.'®

Besides, in order to deal with crises or threats to the security, the sharing of strategic
information and knowhow is precious for security of information systems. Reforming
the cyber security services therefore relies on developing more collaborations at a dif-
ferent scale. Those collaborations can be at a public-private scale or at a worldwide
scale.

Developing Public-Private Co-operations

Public-private partnerships are being set up in France*and in Europe,'* as regards to
the security of the information systems of operators of critical infrastructures raise
major concerns. Operators can take advantage from information gathered on their
own information system security, and the threat analysis from operators can benefit
the state to protect what is necessary for the nation.
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Possibilities of creating a cyber defense research center in collaboration with indus-
trial partners are being examined.!! This center would carry out scientific research ac-
tivities (cryptology studies, analysis of attacking groups and their methods, expertise
on malware and software flaws, development of secure open source software, drafting
of cyber defense concepts, etc.).

Issues on cyber security relating to both public structures and private companies must
be addressed through broad common research projects leading to synthesis and col-
laborations on effective knowhow to deal with security on information systems.®
France has created in 2015 the label « France Cybersecurity » that is governed by a
structure composed of representatives of users, private industrials and competent
State services, in order to promote French knowhow on cybersecurity and developing
collaborations.

Developing International Intelligence Services Collaborations

The need for international oversight of multilateral intelligence collaboration and the
issues at hand have been cited many times in a range of intelligence publications.
Multilateral intelligence collaboration can bring a new light to global problems be-
cause it is difficult to effectively cover all the areas of interest that each country intel-
ligence collection requirements demand.” By collaborating on areas of cyber security
amongst partner nations, France can develop better solutions to security concerns.

Cyber security depends considerably on data exchange between intelligent services of
allied countries. France has sought those last years to establish wide network of for-
eign partners, which mainly remain the partners from EU and NATO.* Concerning
classified information, the French strategy has been redefined. It takes full account of
France joining NATO integrated command.* It enables the collaboration on essential
data which creates deep operational exchanges.

However, those collaborations still need to be developed because of influences that
limit the nature and extent of intelligence co-operation explained by experts:*®

o Differences on perceptions of a threat and on foreign policies
o Asymmetrical power relations between states
o Differences in legislations

e Abuse or misuse of intelligence that has been shared.

These general factors help to highlight the need for governance and oversight in
French intelligence collaboration.
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Developing International Co-operations on Scientific Research that Benefits the
Intelligence Services

Likewise, the collaboration of cyber security services relies on collaboration on re-
search. Here we give some examples of France’s collaboration on technology re-
search, notably on cyber security.

In Europe, Horizon 2020 is an unprecedented initiative and is biggest EU Research
and Innovation program ever with nearly €80 billion of funding available over 7 years
(2014 to 2020). This research program promises more breakthroughs, discoveries and
world-firsts by creating cooperation between labs and markets. It also includes mas-
sive research on security and cyberspaces, for which it explains:'® “Research and in-
novation activities should aim at understanding, detecting, preventing, deterring, pre-
paring and protecting against security threats.” The cyber security services can there-
fore benefit from a large technology and research program.

The EU Framework Program for Research and Innovation will be complemented by
further measures to complete and further develop the European Research Area.?
These measures will aim at breaking down barriers to create a genuine single market
for knowledge, research and innovation, and it will be a unified area open to the
world, in which scientific knowledge, technology and researchers circulate freely.

France is also developing research partnerships with leading countries on cybersecu-
rity. Following to the true success and interest issued from workshops held in Tokyo
last years, the collaboration between French and Japanese researchers on cybersecuri-
ty has been strengthened:?! this year the third great meeting on French-Japanese col-
laboration on cybersecurity was held in Tokyo on April. Partnerships with the US al-
so exists, notably between French CNRS, INRIA and GeorgiaTech University,? and
currently aim at developing transatlantic innovation and strategies on cybersecurity.

France also has academic partnerships with NATO allies and countries from all over
the world. Those partnerships lead to further education and eventually possible re-
search collaboration between universities and research centers, on the topic of cryp-
tology, cyber security, technology and policy programs... Those collaborations also
have impacts on mastering the knowhow and technology which is necessary for re-
forming the cyber security services.

3. Reforming the Legislation and Communication

Reforming the cyber security services also implies to reform its legislations, its com-
munication and sometimes to change general legislations. Those reforms often are
correlated with great events such as changing governments, terrorist attacks or cyber-
attacks and depend greatly on political views.
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Reforming the Cyber Security Services Structure and Legislation

NSA scandal broke in early June 2013 when the Guardian newspaper reported that
the US National Security Agency (NSA) was collecting the telephone records of tens
of millions of Americans, and NSA was also accused of spying on European govern-
ments such as Germany or France. There is no denying that intelligent services in the
world face more challenges to keep up with technological challenges that cybercrimi-
nals raise and to ensure full compliance with the law.

The legal tussle between Apple and the U.S. Federal Bureau of Investigation (FBI)
over access to the iPhone used by a shooter in 2015 San Bernardino attacks has been
largely covered by media in 2016 but the debate between technology firms and law
enforcement authorities over data privacy and access remains. After the cyberattack
WannaCry on May 2017, governments have strengthened their legislations, and now
keep realizing the importance of cybersecurity. China has adopted new measures
which aim at imposing more control on personal data transfers from China to other
countries. Such decisions have huge impacts on companies, which also have to adapt
to the changing economic and legislative context.

Reforming the cyber security services structure and legislation is a necessity. New
practices introduced through the development of cyberspace can threaten the func-
tioning of critical nation infrastructures and the stability of companies. If not enough
attention is paid, it can also deteriorate individual freedoms. The legislative and law
framework must adapt to new practices and developments in technology.* Laws are
reviewed as new technologies and new practices emerge, knowing that the reforms
are launched in order to strengthen the security of individuals and companies.

In France, during the presidential elections campaign, Emmanuel Macron announced
that he would oblige the “highly encrypted instant messaging” to give the encryption
keys to the authorities fighting terrorism. Such an obligation would change dramati-
cally the legislation for companies.

The “cyber security” directive SRI (Network and Information Security) and the
RGPD (General Data Protection Regulation) now have a certain impact on companies
of all sizes within the EU.% Laws voted seek to standardize the rules on information
security and data protection between member states of EU, with the aim of increasing
protection and reducing the number of data leaks from which they are victims. Data
collected should be used by research centers to ensure greater security. Likewise,
France has voted in 2013 a bill called Loi de programmation militaire 2* and has been
implemented since 2015. This law forces companies to set up specific infrastructures,
undergo checks and report serious incidents to the National Agency for Information
Systems Security (ANSSI).
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Reforming the Communication and Information

Legislative reforms need technical expertise and also research studies, because often
the reforms proposed would weaken the security for users (and a fortiori for the com-
panies) if adopted. End to end encryption? for instant messaging that E. Macron
wanted to restrict may cause a weaker security for all users.?>2 Reforming the legis-
lation or interacting with companies on encryption and technology therefore needs
experts, and should thus include discussion with research capabilities.

Reforming the communication on cyber security relies on the fact that security of in-
formation needs personal vigilance from the users, as well as from people in compa-
nies, but also depends on choices and technical measures taken in order to insure the
security.

However, ANSSI (French Network and Information Security Agency) states that
communication and information on cyber security concerns remain insufficient.?

ANSSI has created the website CYBERMALVEILLANCE.GOUV.FR which aims at
raising awareness on both companies and personal users on security concerns.?” It is a
structure devoted to alert on the issues surrounding the protection of digital privacy.
With the collection of numerous statistics, an observatory will be created in order to
anticipate the numerical risk. Following major attacks such as the ransomware
WannaCry of May 2017 it has released articles on ransomwares, short videos ex-
plaining how to avoid being attacked, but it also releases articles on others topics, in
order to anticipate and prevent similar problems.

In France, ANSSI will provide support to decision-makers to help them make deci-
sions about the security of information systems essential to the performance of their
organizations and the protection of their technical, scientific, commercial and finan-
cial assets. It will also conduct communication campaigns targeting the general pub-
lic.2

Conclusion

In this paper we aimed to give an overview of the ever necessity to reform cyber se-
curity services, given the increasing pace of technology changes and security chal-
lenges. Among the major threats that France will have to face over the next fifteen
years, the 2008 French White Paper on Defense and National Security cited large-
scale cyberattacks on national infrastructures. This statement is still accurate and still
justifies the reforms in the law, in cyber security structures and in the technology cen-
ters.
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The need to reform the cyber security in France can be understood through the ever
changing technological challenges, which raise research and education concerns, but
also the need to develop new collaborations in order to manage to deal with cyber se-
curity concerns. Therefore, reforming the cyber security services is not only about re-
forming the intelligence services, it has to do with transforming a large area of indus-
try, of public services and even sets of mind in companies in France. The cybersecuri-
ty awareness starts to grow, and it may ever grow with new challenges and new tech-
nical issues that engineers, specialists, and researchers have to deal with.

Last but not least, we may expect major changes and reforms in France cyber security
services following to the new government formed by fresh political party led by E.
Macron and following to majority seats won by E. Macron’s political party in legisla-
tives elections few weeks ago. Technologies and information systems have now be-
come part of France’s priorities for the next years, including the priority to safeguard
the security of citizens, companies and French nation in cyberspace.
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