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In a rapidly changing technological, organisational and threat environment, the en-
hancement of cyber security and resilience of organisations, communities, and nations
requires in-depth knowledge, expertise in diverse fields and continuous learning.

This volume of “Information & Security” reflects on current developments in the
rapidly growing field of education and training aiming to deliver the capacity and ex-
pertise needed to provide cybersecurity and resilience. Most of the contributions pre-
sent results of the TEMPUS SEREIN project “Modernization of Postgraduate Studies
on Security and Resilience for Human and Industry Related Domains.” This project,
http://serein.eu.org/, aims to develop new curriculum for MSc, PhD and training
courses for engineers and managers. The MSc program covers review of challenges
in dependability and security including post quantum computing cryptography, tech-
nologies of systems and networks cyber security assurance, HMI security engineer-
ing, resilient PLD-based systems, risk analysis of security and resilience and others.
Formal methods of system security and resilience assessment, security issues for web,
cloud and other modern technologies and security system management are considered
in PhD courses. The in-service training program includes the techniques and tools for
different security and resilience critical domains.

The corresponding topics are covered by this 1&S volume to:
e examine the definition of competence requirements;
e present innovative teaching and learning methods and tools;

e describe bachelor, masters, and doctoral programmes in cybersecurity or closely
related fields and analyse respective experience;

e provide detailed description of blocks or modules of particular interest;
e present training courses in cybersecurity and resilience;
e analyse the implementation of gaming in the process of education and training;
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e present best practices of university-industry cooperation in cybersecurity and re-
silience.

This volume consists of two issues and represents the topics above as follows.

The first section examines the status and initiatives aiming to enhance cybersecurity
education in Ukraine. The article by Potii and Oliynykov provides an authoritative
overview of the Ukrainian educational system in the field of cybersecurity.® The sec-
ond article demonstrates how the European Union through its TEMPUS programme
modernization of postgraduate studies on security and resilience for human and in-
dustry related domains.? In this article, the coordinating team of the SEREIN project
elaborates on its objectives, organization, and key results.

Section 2 examines tools and techniques used to enhance cybersecurity education. In
the first paper of this section, a team from the Liverpool John Moores University pro-
vides a comprehensive survey of cybersecurity teaching and learning laboratories and
draws valuable conclusions in their utility.®> Then Zhukovyts’kyy and Ostapec present
original tools created to support practical cybersecurity research by students working
on their MSc Theses.* In the final contribution to the section, a joint team of authors
from Greece and Ukraine describes the technology and training application of the
IMECA-based technique for security assessment of private communications.’

The third section examines the inclusion of key related topics in cybersecurity educa-
tion. First, a joint team from Volodymyr Dahl East Ukrainian National University in
Severodonetsk and the Kherson National Technical University analyses the experi-
ence designing a curriculum and teaching cybersecurity of critical infrastructures.®
Then, Pomorova and Lysenko elaborate on the education and training issues in the
application of formal and intelligent methods for security and resilience.” The third
article by Gordieiev (University of Banking in Kyiv), Lobur and Kozak (Ternopil
Ivan Pul’uj National Technical University) analyse the experience from the incorpo-
ration of commercial training programmes in academic curricula on ICT security.? In
the final peer-reviewed article, one of the editors of this volume with a co-author pre-
sent educational and research activities aiming to support safety and security of Smart
GRID.

The “Monitor” section of this volumes adheres to its main topic and presents a ge-
neric reference curriculum on cybersecurity, developed by a multinational team on
behalf of NATO and Partnership for Peace Consortium of Defense Academies and
Security Studies Institutes."® The curriculum is freely available to all interested read-
ers. It has been endorsed by NATO, and partner nations may use existing policy
mechanisms to request support for its adaptation and implementation for their na-
tional needs.
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While this volume covers a wide range of topics related to cybersecurity education
and training programmes, it is certainly not exhaustive. The intention of the “Infor-
mation & Security” is to continue to address this theme and, thus, to make a humble
contribution to a safer and more secure world.
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