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Abstract: This paper describes an approach for assuring the functional safety of
perspective aircraft on-board Instrumentation & Control (I&C) systems on the basis
of reconfigurable computation nodes (CN). The functional-architectural model of
aircrafts on-board 1&C systems with possibility for CN reconfiguration, as well as
enhanced method for assuring the functional safety of aircrafts on-board 1&C sys-
tems on their design stage and a new method for assuring this feature during the
operational stage of such systems, based on the proposed model and which consider
the on-line criticality and reliability control results of certain elements and func-
tional subsystems is proposed and discussed.
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Introduction

Modern tendencies to development the critical application information and control
systems (I&C) evidence, that the role of On-board 1&C Systems of multipurpose air-
crafts, which use the advance informational technologies and microelectronics
achievements, impetuously increases. They lay the great responsibility on such Air-
craft On-board 1&C Systems (AOBI&CS) for successful flight (right up to completely
suspending the human from flight control),’ that, on the one hand, is connected with
the necessity for implementation the continuous functionality control level of all the
subsystems of AOBI&CS’s and an aircraft in whole, automatic implementation of all
or main flight stages, and on the other hand — with the necessity to control pilots state
and traffic situation around an aircraft and its location in it. Taking into consideration
the abovementioned, one of the main requirements, set forth for the computing sub-
systems, used as a part of AOBI&CS’s for assuring the implementation of all control

INFORMATION & SECURITY. An International Journal, Vol.28, No. 2, 2012, 296-312.

© ProCon Ltd. This article cannot be reprinted, published on-line or sold without written permission by ProCon.



Aleksandr Kharybin and Viktoriya Pohyl 297

algorithms and necessary computations, is the assurance of their high-level reliability,
survivability and functional safety.

Failure of individual sensors, actuators, computation blocks, data exchange channels
(““aircraft-surface” and intersystem), as well as the subsequent loss of computational
power (performance) and other information sources on condition of the controlled
object (aircraft and its subsystems) should not lead to the disastrous effects for the
system as a whole or for its environment. That is why there is an exigency in perma-
nent control and management (improvement) the functional safety level in case of its
degradation lower, than its is specified in the Technical Specifications.

Based on reviewing the literature on analysis, evaluation and assurance of AOBI&CS
functional safety > and analysis and evaluation methods of AOBI&CS’s functional
safety on subsystem (element) criticality level,” we introduced a functional safety as-
surance method for the AOBI&CS’s at the design * and other stages of their life cy-
cle’ from a structural perspective that does not separately consider components as
software and hardware tools.

The objectives of this article is to describe the approach for assurance the functional
safety of AOBI&CS’s, based on construction of its computing subsystems on the
ground of unified reconfigurable computation node,’ new functional-architectural
model of such AOBI&CS, improved functional safety assurance method of 1&C sys-
tem of this class on their design stage, as well as to describe the new method for as-
surance the functional safety of AOBI&CS’s on their operation stage, which allow to
consider the criticality levels for implementation the aircraft safety related functions
of different elements and subsystems, which form the AOBI&CS’s, extent of possible
damage to the AOBI&CS’s and aircraft in whole at origination of a situation, con-
nected with a failure of any separate elements/subsystems or the on-board 1&C sys-
tems in general and the risk, associated with this.

For the successful implementation of requirement to the functional safety of
AOBI&CS it’s necessary to continuously control and support the values of the corre-
sponding parameters within the prescribed limits, and in case of their values deviation
from the accessible region — to implement activities for bringing them (by restoration
using the computing subsystems reconfiguration) to the preset (maximum possible in
a definite situation) functional safety level or to support the minimum necessary level
of the mentioned feature for saving the safe functioning conditions of the controlled
object (aircraft) and eliminating the possibility for occurrence the disastrous situation
for it and its environment (objects on earth/sea or other aircrafts). The following par-
ticular scientific-technical tasks are pursued:
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e to propose and to describe, using the correspondent mathematical model, the
architecture functioning of the perspective AOBI&CS’s with the reconfigur-
able computing subsystems CN the consists of computation modules;

e to enhance the earlier proposed method for assurance the functional safety of
the AOBI&CS’s on their design stage based on the AOBI&CS model with
reconfigurable CN and considering the criticality level of the individual
elements, which form its functional subsystems;

e to develop a new method for assurance the functional safety of the
AOBI&CS’s on their operation stage basing on the received model of the
reconfigurable node and considering the results of the criticality on-line
control, results of reliability and functional safety of individual subsystems
of the AOBI&CS’s (information and control flows) and their forming ele-
ments.

AOBI&CS’s Functional Safety Assurance using Reconfigurable Compu-
tation Node

In order to assure the control of the information and control processes functional
safety level in the AOBI&CS and its safety related subsystems, it is suggested, at the
organization of perspective AOBI&CS’s, to use “flexible” data-computing architec-
ture, given on Figure 1, which is based on using some Computation Node with a pos-
sibility for architecture flexibility based on the reconfiguration in case of failures
and/or operation errors of the unified (on performance and functions) computation
modules, which have multiple version structure on the circuit decisions, used for their
implementation, radioelectronic component structure and software (SW) tools.

This approach for the AOBI&CS’s design will allow to assure the functional safety of
its On-board 1&C Systems, established by aircraft regulatory documents and technical
specification, only on the assumption of operating the high-reliability optimization
subsystem of computation architecture and performance in the mentioned Computa-
tion Node (CN) at the support of the necessary multi channel processing of allocated
information and control processes, implemented in the interests of all, but in the first
place — the most critical (from the aircraft functional safety point of view) functional
subsystems.

To solve this task, at the R&D stage for creating the perspective AOBI&CS , it is
necessary to develop a specialized firmware for the information technology (IT) of
optimization the distribution redundancy rate of critical computational process in the
given AOBI&CS CN, as well we IT for assuring the functional safety of On-board
1&C subsystems, which algorithms should be implemented by a high reliability recon-
figuration server in the so called “hard Real Time Mode.”
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Figure 1: Simplified view of the “flexible” computing subsystems architecture of prospective
AOBI&CS’s with the possibility for increasing their functional safety by reconfiguration.

Development of perspective IT for assurance (enhancement) the functional safety of
AOBI&CS’s, within the process of preflight preparation and while different flight
stages of an aircraft, is a complex task, which salvation depends on individual aircraft
type and its On-board 1&C System architecture. At this it is determined, that such IT
should operate on the basis of digital I&C system CN reconfigurator, which consists
of the reconfiguration sever (with corresponding system and application SW tools),
highly reliable switches of input and output (control) data flows, and system elements
for operability control (testing) the unified computation modules (CM) out of the
AOBI&CS CN structure; the respective relationship chart is in Figure 1.

In order to describe the functioning process as well as to implement the express-
evaluation and forecasting the reliability and operability level of the computing sub-
system of AOBI&CS with the proposed architecture on the basis of CN with the high
reconfiguration capabilities it is reasonable to use the continuum functioning model
of the AOBI&CS CN.’

The task for AOBI&CS functional safety assurance on the operation stage may be
solved on the basis of the proposed approach thanks to prevention of all the danger-
ous failures (errors) in On-board I&C System CNs operation or their consequences
development (elimination) control to minimize operability harm of the most critical
for the aircraft functional safety On-board 1&C subsystems. Thereby, the intellectual
“core” of the perspective embedded subsystem for assuring the discussed feature of
AOBI&CS’s should be the Decision Support System (DSS) on the IT basis on assur-
ance the given or maximum possible, in the specific situation, reliability level and
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functional safety of AOBI&CS. The described CNs AOBI&CS’sW should be de-
signed on hierarchical principle and should have four levels (see Figure 2):

reconfiguration level — represented by the control software, implementing
the continuous operating monitoring of the AOBI&CS CN in real time mode
and forecasting possible conditions (parameters) change of the AOBI&CS
CN and its individual subsystems, as well as assuring the possibility for re-
configuring the AOBI&CS CN on corresponding flight stages at given fac-
tors of reliability, criticality and functional safety of individual subsystems
and the On-board 1&C System in whole;

level of aircraft navigation and AOBI&CS’s operability control — the level
of the integrated software tools, which assure AOBI&CS’s, operability con-
trol, aircraft position in space and operation of the navigation circuit (control
of these subsystems);

level of the functional subsystems of AOBI&CS’s — level of the functional
software tools, which implement salvation of definite tasks on determining
the aircraft orientation in airspace, propulsion control, aircraft mechanics
and its other subsystems;

control and manipulation signals processing level — level for control the de-
vices and mechanisms of functional subsystems of AOBI&CS’s, which are
responsible for analog-to-digital and digital-to-analog conversion of sensors
electric signals and actuators control commands, coding/decoding the con-
trol commands and information from/for external (including the ground)
services and systems, as well as for solving other simple data-computing
tasks.

AOBI&CS CN should also has an adaptability property for assuring the safe
AOBI&CS’s functioning in whole during the process of their operation (static recon-
figuration) at changing the requirements to the reliability values and functional safety.
At this the AOBI&CS’s CN adaptation, as a rule, is based on the following types of
reconfiguration:

structural, contained in computing system structure reconfiguration, consist-
ing of the computing modules entered into its structure, which assure the op-
eration of a definite subsystem or group of functional subsystems of
AOBI&CS’s;

architectural, contained in changing of algorithms and level of the computa-
tional processes distribution by changing the operating software content and
structural interrelation of computation modules within AOBI&CS’s Com-
putation Node;

time, that allows to use temporal redundancy of individual processes for in-
creasing the validity and/or accuracy of computational results or for capacity
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Figure 2. Reconfigurable AOBI&CS’s CN software structure.

enhancement in the interests of other computational process (task) which, as
a rule, has a higher priority (criticality) from the functional safety point of
view.

Functional- Architectural Model of the AOBI&CS’s

For researches of reliability and functional safety of AOBI&CS at the process of its
functioning with a glace on the peculiarities of functional and architectural design of
the considered system, as well as for defining the operability impact level of software
tools and computation modules hardware components on the whole functioning safety
system, it is necessary to represent its Functional-Architectural Model (FAM), which
general view is given on Figure 3.

The given model is considered from the position of component approach, which es-
sence is as follows:

e system is represented as a combination of interacting functional blocks,
which structure consideration level gives a possibility to receive reliability
evaluations and, consequently, functional safety, i.e. gives the possibility to
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determine the disastrous impact of functional blocks failures on the system
operability;

e the system is examined on the architecture level, that represents software and
hardware components and describes their interaction.

This model of AOBI&CS gives a possibility to determine general logic organization
of 1&C system, that allows to distribute the functions on its structure components, to
determine the interaction methods and principles of hardware (technical) tools and
software.

Functional-Architectural representation of AOBI&CS’s reflects the interaction of
hardware (HW) and software (SW) tools as two basic components of any modern

Computation Module; Computation Module, Computation Module,

Application SW tools, 1 Application SW tools 21 Application SW tools N1

Application SW tools xm

$B ... 1B

Application SW tools, S Application SW tools 25

te ... 18,

tB ... 1B
Operating SW Operating SW Operating SW
5 1 B 18

Drivers (HW Tools SW) Drivers (HW Tools SW) Drivers (HW Tools SW)

Hardware (HW) Tools HW Tools HW Tools

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| i ------------
| v !
| Wiw FWax EptE
| Pt O R W ¥y
|
: Onw Oy
| Aircraft On-board
| 1&CSystem Aircraft On-board 1&C System [ tlsietatlslslsietalsletatatl il
| Computation Node | | Computation Node Reconfisurator | [~ Application SW toolsy | | PUSNE S -
! ; : | : : ;
| ; | ‘ | : |
| i | Channeland | i ' ! ! | Channeland | !
: 3 Net level SW 3 i Application SW tools, i 3 Net level SW 3
| : i : i i ' i '
| 1 ! Conrol ! ' Conrol | i
, P T T RS [ Opermgsw e T T
| ! Drivers . ' . ! Drivers 1
| ! (modules SW Tools) | 1 Diagnostic™ | I i 1 | Diagnostic ! (modules SW Tools) | 1
\ ! | information | : i information | :
\ ! 1 i | Drivers (modules SW Tools) | 1 ! 1
! : ; i : '
| ; Network HW ' ; i ; Network HW i
1 ' : : HW : ' '
| 1 : H ! : '
| i Input da}a flows 3 i Computation Module of 3 i Output d?ta flows 3
| ; switch ' i Reconfiguration Server ! : switch !
1 : | Anplication SW :=> ACT,
1 s 1 ication
H HW Tools, 1 ' vs P pp L
1 1
| | — = ACTs
1 1
| HW Tools, X 1 | HW Tools !
1 ! 1 —1 S
- - 1 -
: Electronic/electronic- : Electronic control :._
1mechanical blocks of control! 1 S
! echanical blocks of cor trol} ! panels, Y | S

[P panels | _____ T e T
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1&C system, which may be specified and described by the system of corresponding
varieties, which general view is given below:

HW ={N,B,4,D,Y, X},
SW ={0SW, ASW'} ’

where N — set of Computation Modules in AOBI&CS CN structure; B — set of
AOBI&CS sensors; 4 — set of AOBI&CS actuators; D — total productivity of the
Computation Node, Y — set of On-board 1&C System electronic control blocks; X —
set of electronic/electronic-mechanical modules of On-board I&C System control
panels; OSW — operational software; ASW — set (package) of the application software
tools.

Interaction between the application software (AppSW) and operation SystemsW (OS
SW), as well as between OS SW and corresponding to it hardware (HW) tools may
be assigned by the intensity of data exchange (interaction) or by the intensity of ses-
sions requests. At this, each operable condition of the discussed AOBI&CS (its sepa-
rate subsystem) on individual operational stages (pre-flight preparation, takeoff, en-
route, landing, taxiing) in normal (specified) operating conditions will correspond to
its own parameters system, describing the data exchange intensity values (signal in-
teraction, sessions requests) or to the bandwidth of the used data exchange buses

(channels) of {Bs, 9, &x, Pnw, Uny} type.

Thereby, having such data on real values of the given parameters, which describe the
separate elements of informational interaction of AOBI&CS (its subsystem) func-
tional-architectural model, as well as on acceptable deviation of their instantaneous
values from the averaged, earlier determined values it is possible, by comparison, to
implement the operability express-evaluation of given object, to reveal the places
which have discrepancies and take appropriate measures for assuring the restoration
of examined system normal operation.

This approach allows to implement the rough functional safety evaluation on
AOBI&CS operability (functioning) level, and to study the interaction order at func-
tioning elements, included in the architectural models of the like system more pre-
cisely. At this, the proposed model has limits, connected with the fact that at consid-
eration the functional order of separate elements of AOBI&CS ’s architecture and its
subsystems, some nonrelevant failures (errors) of operational SW work and separate
application software tools, which influence on calculations accuracy, and therefore on
the final decisions and control signals conditioning that may be the consequence of
software or on-board I&C system, as a whole, design defects, not revealed at testing,
verification and validation stages and may be the reason for the new defects occur-
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rence (including interaction of separate architecture elements), that may lead to the
significant decreasing of the evaluated systems (subsystems) functional safety level.

To implement all the actions, necessary for achieving the required safety integrity
level of the safety related systems on the systematic base, in the standard a model of
the complete safety life cycle of complex technical safety related E/E/PE system is
assumed as a technical base. Consideration and calculation, within the limits of the
mentioned AOBI&CS life cycle model researches, as a safety related E/E/PE, allows
to separate the main stages of its life cycle from the view of assurance the necessary
(specified) level of its functional safety. This allows to enhance the adequacy of ex-
isting models and analysis (evaluation) methods analytical survey and assurance the
mentioned property of the specified safety related class, as well as to taper the field of
researches to achieve the greater reliability of questions examination on enhancement
the existing and, if necessary, developing of new assurance methods of the given level
of considered reliability properties and designed On-board 1&C System functional
safety.

AOBI&CS’s Functional Safety Assurance Method at the Design Stage

Design management is an important process of risk management and functional safety
of the designed 1&C systems, which allows to assure their development at assurance
the specified properties level. Design management includes establishment of design
rules and guidance’s for assurance the safe operation, allocation of functional blocks,
modularity assurance, facilitation of assembling and providing the on-board 1&C
systems warranty services, and allows assuring their correspondence to the require-
ments.

The main point of the proposed AOBI&CS’s functional safety assurance method is to
achieve the maximum efficiency from the following groups of measures:

1. Increasing the reliability and stability of the data-computing processes in the
subsystems of on-board 1&C systems which implement the safety functions
by introduction the algorithmic, technical, time and other types of redun-
dancy;

2. Utilising new technological decisions for the elements, which have the maxi-
mum multiplicity values of criticality on the functional safety analysis results
of the given critical subsystem in order to increase their reliability;

3. Changing of the structure-architectural or algorithmic organization of the
most critical data computing processes in AOBI&CS’s to reduce the criti-
cality multiplicity values of the elements, included in the critical subsystems
of on-board I&C systems. At this, it is necessary to try to get the minimiza-
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tion of multiplicity criticality values for the elements, which have the lowest
quantitative values reliability indexes and/or maximum values of criticality
multiplicity in the subsystems.

On results of measures implementation on enhancement the separate subsystems
functional safety and AOBI&CS’s in whole the evaluation of the given feature is per-
formed and the difference in the received values risk indexes and each functional
safety critical function is determined, following which the efficiency of decisions is
analyzed. The simplified algorithm of functional safety assurance method of on-board
1&C systems on the design stage is given on Figure 4.
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Figure 4: Simplified algorithm of functional safety assurance method of the AOBI&CS’s on
the design stage.
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Assurance of subsystems reliability and functional safety of on-board 1&C systems on
the design stage should be as well implemented on the following main aspects:

e reliability assurance of the system hardware part and interacting elements;

e reducing spends of the computational resources and information processing
time;

e software reliability assurance (operating and application);

e source data validity enhancement and possibility of their receiving in the real
time mode.

For reliability assurance of on-board 1&C subsystems it is necessary to use high-reli-
ability system elements, reasonable methods and ways for achieving the specified re-
liability level in respect to the hardware part, as well as their highly qualified assem-
bling and maintenance.

As a result of our previous research on AOBI&CS’s functional safety, we received
criticality level indexes of individual elements that allow to determine the list of the
most unreliable elements in subsystems of on-board I&C. Thus, on the design stage it
is possible to take measures for enhancing their characteristics. This is implemented
by selection of elements with the largest MTBF, introducing multi-channels into the
system (redundancy, diversity) and special engineering solutions except for those
obligatory for implementation the designated function (including complete self-diag-
nostics).

AOBI&CS’s Functional Safety Assurance Method at the Flight Stage

Important point in assuring this AOBI&CS feature during the aircraft flight is the as-
sessment of possibility for On-board I1&C System reconfiguration (their CN struc-
tural-architectural arrangement) and defining the time, when this is possible. If recon-
figuration and reallocation of data-computing flows of on-board 1&C subsystems are
possible and will not lead to the critical violation of On-board I&C functioning, they
are implemented automatically. Otherwise, the cabin crew may participate in taking
decision on compulsory reconfiguration or on its denial.

Consider the procedure for choosing the variant of AOBI&CS CNs structural-archi-
tectural design and computational resource allocation in it, at which the greatest
(maximum possible) indexes, characterizing the functional safety of On-board 1&C
System and an aircraft in whole, may be achieved.

If the AOBI&CS Computation Node, in a certain time period is operating with the
specified capability (quantity of computation parallel flows J and quantity of nods
computation modules N). Each Aircraft On-board 1&C subsystem is intended for im-
plementing the set of functions {F}, consisting of a set of critical {F'} — safety func-
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tions (FB) and non critical {F"} functions. It is apparent that F c F, F'c F,
F=F +F" . Each n function is represented by the set of tasks {Z,}, Wthh 1mple—
mentation assures the critical function realization from the set {F"'}.

If {J'} and {J"} — is a necessary set of parallel computation flows, necessary for
processing the critical and non critical functions correspondently. The {J'} set is rep-
resented by the obligatory quantity of parallel computation flows in AOBI&CS CN
for implementation all the critical functions from the {F'} set.

The total capacity (Q) of AOBI&CS CN is determined from the formula:Q=J-N .

The functioning rules of AOBI&CS CN Reconfigurator at different performance
conditions of the CN, which are the results of changing the performance of individual
computation nodes out of its structure, are the following.

1. If O >J'+J" so the CNs performance is above or equal to the specified (necessary
for the normal AOBI&CS functioning) and the functional safety value (Fs) is within
the range of the specified value (see Figure 5), then the CNs resources are used for
solving the whole set of tasks from the set of all functions {F'}.

At this variant of AOBI&CS CN structural-architectural design the redundant com-
putation modules will be in the hot standby for the most important critical functions
{F'}, forming, in such a way, the parallel I&C channels in the critical subsystems.

2. In case, if J'<Q<J+J", to assure the continuous and safe operation of
AOBI&CS’s in whole there should be assured the effective loading and distribution
of computational resources in case of these of those computation modules failures.

At this, the necessary condition for distribution of nodes computational resources is a
formation of the ranked (on the importance rate of the functions, implemented by

F,

Possible

| ' } values of F,
Fs specir ' ' (Q=J+J")

t t t3 ty ts t
Figure 5: Change of the functional safety index of AOBI&CS at normal operation of
CN(Q =2 J'+J").
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aircraft on-board 1&C subsystems) list of all the AOBI&CS’s active functions (in
concordance with the current flight stage) as continuously updating table (example is
given on the Table 1). At this, the ranking of functions {F"} is implemented on the
following indexes:

e  Pp,—possibility of an operational failure of the » non-critical function;

e  vpy, — criticality level of computation modules, involved in n non-critical
function implementation;

e [MP, — weighting coefficient of importance of #n non critical function, deter-
mined by the designers.

Table 1. Example of functions {F"} ranking table.

Pe., IMP,

Yl 0.0005 1.0
f 0.0013 0.95
0.0011 0.93

S 0.00023 0.91

On the present stage of variant selection of AOBI&CS’s CN structural-architectural
design for computation the functions {F} set, for the purpose of computation re-
sources operational relocation, is implemented, first of all, for the functions from the
{F"} set, considering the given in Table 1 parameters, provided that all the critical
functions ({F'} set) are implemented by computation nods in full scope.

During the CN functioning process it is necessary to relocate the computation re-
sources according to the rule, on which those functions for which the condition {Pp,,
IMP ,} — min is fulfilled are cancelled first of all.

3. At J'> Q, to assure continuous and maximum possible AOBI&CS’s safe function-
ing in general there should be assured the relocation of computation resources in case
of computation modules failures. At this the necessary provision for relocation of
CNs resources is making the ranked (on importance criterion of functions, imple-
mented by aircraft on-board I1&C subsystems) list of all AOBI&CS’s active functions
(in correspondence with the current flight stage) as a constantly updated table (the
example is given in Table 2, the parameters values in the last two columns are dis-
played for the cabin crew). At this the ranking of {F'} functions is implemented on
the following indexes:

e vy, — specific total criticality of » aircraft on-board I&C subsystem, imple-
menting the safety function;
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e  Pp,— operational failure probability of n safety function;
e U, —damage, possible at failure the n safety function;

o  Fs gppcyr — index value of function safety, given in the technical specifica-
tion;

e  Fs (f) —real value of functional safety index in the time point ;
o /AFs—difference between Fs spgc;r and Fs (7);

e [MP, — importance weighting coefficient of n safety functions, specified on
the design stage.

Table 2. Example of ranking table of safety functions {F"}.

Vin Pg, U, Fs specir Fs (t) AFs IMP,
1 0.121 0.0078 0.75 0.988 0.993 0.005 1.0
1 0.097 0.0012 0.75 0.982 0.985 0.003 0.89

I 0.102  0.0002 0.5 0.974 0.995 0.021 0.82

Let’s consider the concept and process of AOBI&CS’s CNs computation resources
relocation at the situation of its constituent computation modules element wise failing
on the simplified example of its only two, parallel on time, safety functions f; and £,
implementation which time diagram is given on Figure 6.

At the time point £y AOBI&CS CN implements safety functions f; and f; with some
unknowns on the results of operating evaluation of functional safety indexes values
Fs,(ty) and Fsy(ty) correspondently, which are numerically greater the specified func-
tional safety level for these functions.

At this, the reconfiguration server control software constantly implements forecasting
the functional safety level change of individual functional subsystems for the time
point [t+A4f] by implementing the evaluation of Fs;(t,+ 4f)= Fs,(t;) and
Fsy(ty+ Af) = Fsy(t;) indexes on the basis of failure condition of one computation
module out of the AOBI&CS’s computation nodes structure, which are involved in
specified functions implementation. This is implemented with the purpose of subse-
quent optimal computation resource relocation between the specified functions, con-
sidering the parameters, given in Table 2.

On the results of functional safety indexes for the forecasted at the time point [# + A¢]
decreasing the number of operable computation modules out of the AOBI&CS’s
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Fig. 6. AOBI&CS functional safety index change during the CN function process at the failure
of computation module (J' > Q).

computation nods structure, which are involved in implementation of the specified
function, the calculation of odds between the forecasted and specified values of func-
tional safety indexes is implemented — the different of functional safety index (AFs),
on the reason of that the automatic ranking of AOBI&CS’s implemented functions is
performed, at which the more higher positions in the corresponding table are rendered
to those functional subsystems, for which the “loss” of a computation module will in-
troduce lesser damage (lower quantitative value AFs) concerning the specified value
of functional safety index.

At occurrence the real computation module failure in a AOBI&CS CN the real time
control software of reconfiguration server performs the “shutdown” of a data-com-
puting channel for that function, which takes the last line in the ranking table, and on
the free channel of the operable computation module there launches the software of
that process, which normal operation was “violated” in the result of the mentioned
computation module failure. After implementation of the recovery-reconfiguration
operation in the interests of more critical function, the control forecasting and evalu-
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ating software implements the new forecasting iteration. In case, if there is simultane-
ous failures of more than one computation module of AOBI&CS computation nod,
the real time control software performs the implementation “shutdown” of those
computational processes which occupy, corresponding to the number of failed com-
putation modules, lower lines of the safety functions ranking table.

At introduction into the structure of an AOBI&CS CN the computation modules,
which restored their operability, firstly there launched the application software of
those safety functions, which were “shutdown” the last (in case if the flight configu-
ration and/or the set of implementing AOBI&CS’s critical functions did not change).
If the safety functions operating set undergo a change, only those computational
processes are launched on the restored computation modules, which have a more
higher position in the table of the aborted safety functions data-computing processes
or should start the operation in the present time point. For this purpose the real time
control software of the reconfiguration server, on the first lines of the corresponding
table (displacing the other down), operatively table the information on which func-
tional subsystems’ computational processes were aborted, and operatively delete
those lines, which are relevant to the cancelled data-computing processes of those
safety functions which implementation (activity) operating necessity is dismissed at
aircraft flight configuration change.

Conclusions

The article describes the approach for assuring the specified (maximum possible)
AOBI&CS’s functional safety level on the basis of using the reconfigurable comput-
ing subsystems computation node, which software is designed on hierarchical princi-
ple and allows to forecast the change of the Aircraft On-board 1&C subsystems con-
dition (reliability indexes and functional safety) to assure the reconfiguration imple-
mentation of its architectural-structural composition on different flight stages in case
of unified computation modules failures.

The functional-architectural model of the corresponding AOBI&CS is proposed,
which allows to evaluate the reliability and functional safety, considering the peculi-
arities of functional and architectural composition of the considered system, as well
as to forecast the influence of software tools and hardware components failures on the
safety of the whole system.

The method for assuring the specified or maximum possible AOBI&CS’s functional
safety level on the flight operation stage is described, considering its real and fore-
casted condition, which takes into account the possible variants of AOBI&CS CN ar-
chitectural-structural reconfiguration of computational resources in it.
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The allocation of AOBI&CS CNs computational resources on the results of condition
analysis on different operation stages is proposed for implementation using the up-
dated in the real time mode ranging tables of active safety functions varieties of
AOBI&CS, implemented on the corresponding operation stages, which consider the
probability indexes of function operational failure, criticality levels of the computa-
tion modules, involved in its implementation, function importance weighting coeffi-
cient, which is defined at the design stage or by the aircraft crew (operator).
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