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A ROBUST REMOTE USER AUTHENTICATION SCHEME USING SMART CARD
Manoj KUMAR, Mridul Kumar GUPTA and Saru KUMARI
Abstract: With the fast growth of e-commerce and enormous demand from numerous internet based applications, strong privacy protection and robust system security have become essential requirements for an authentication scheme or for a universal access control mechanism. The vision to ease functionality and achieve computation efficiency, design issues for efficient and secure remote user authentication scheme have been a preferred field of investigation by the research community in these two decades. In 2005, Liao et al. improved the dynamic ID-based scheme of Das et al. to achieve mutual authentication and also withstand various attacks. More recently, in 2009, Wang et al. crypt analysed Das et al.’s scheme and also proposed another remote user authentication scheme to eradicate pitfalls. Unfortunately both improvements have been found to be vulnerable and inefficient for real life implementation. The main goal of this paper is to propose a robust remote user authentication scheme using smart card that could not only withstand the traditional attacks, such as the man-in-the-middle attack, the replay attack, the forgery attack, the stolen smart card attack, and the denial of service attack, but also overcomes YLY attacks: perfect forward secrecy, the guessing attack, and the Denning- Sacco attack. Our scheme also establishes session key for secure communication between user and server and rules out possibility of reflection attack and replay attack through its design.
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Introduction

With rapid development of computer and communication technologies, people depend more and more on networks to communicate with others and have their jobs run on remote hosts. On one hand, networks provide convenient procedures for users to corporate with others at remote places, but on the other hand, with the distributed nature of computer network systems, an eavesdropper can easily access and intercept the information transmitted. So the achievement of privacy and security has become increasingly important. Since 1981, when Lamport 
 proposed the first password based remote authentication scheme to identify the legal user within an insecure communication environment, a series of relevant studies and authentication mechanisms 
 have been conducted in these two decades. However, most of the previously published schemes cannot achieve computational efficiency and system security at the same time.
In 2004, Das, Saxena and Gulati 
 proposed a dynamic ID-based remote user authentication scheme to authenticate users that preserves the user’s anonymity. They claimed that their scheme is secure against stolen verifier attack, replay attack, forgery attack, guessing attack, insider attack, and identity theft. However, many researchers 
 exposed vulnerabilities of Das, Saxena and Gulati’s scheme to different attacks. In 2005, Chien and Chen 
 pointed out that Das et al.’s scheme fails to preserve the user’s anonymity because the authentication messages belonging to the same user can be identified. They proposed an authentication scheme and claimed that their scheme preserves the user’s anonymity more efficiently. Though their scheme indeed preserves the user’s anonymity and is secure against various attacks, it is also highly computation intensive. In 2005, Liao, Lee, and Hwang 
 proposed an improved scheme that enhances the security of Das et al.’s scheme and achieves mutual authentication. In 2006, Yoon and Yoo 
 demonstrated a reflection attack on Liao et al.’s scheme that breaks the mutual authentication. They also proposed an improved dynamic identity-based mutual authentication scheme that eliminates the security flaws of Liao et al.’s scheme. Later, in 2008, Xie, Wang, Chen and Yu 
 pointed out that Liao et al.’s protocol is insecure against user impersonation attack and thereby developed a countermeasure. Nevertheless, in their scheme the remote user requires maintaining an extra high-entropy secret number issued by the server. This design reduces the protocol’s practicality. More recently, Wang, Liu, Xiao and Dan 
 showed that Das et al.’s scheme is completely insecure for its independence of using passwords, does not provide mutual authentication, and cannot resist fake server attack. Wang et al. proved that Das et al.’s scheme performs only unilateral authentication (only client authentication) and remote user has no information about the authenticity of the remote authentication system, thus Das et al.’s scheme is susceptible to the server spoofing attack. Wang et al. then proposed a dynamic ID-based remote user authentication scheme and claimed that their scheme is more efficient and secure than Das et al.’s scheme. Afterwards, in 2010 Khan, Kim and Alghathbar 
 pointed out that Wang et al.’s scheme lacks user anonymity, session key establishment, revocation of lost smart card, and also deprives the user of choosing his own password. In the same year, Yeh, Su, Lo, Li, and Hung 
 also showed that Wang et al.’s scheme is vulnerable to ID-theft attack, user impersonation attack, server counterfeit attack, man-in the middle attack, undetectable on line password guessing attacks and off line password guessing attack.
As regards improved system efficiency, studies 
 demonstrated that one-way hash functions are more suitable in a password based authentication scheme owing to its operation efficiency. So using one-way hash functions in this paper we propose a robust remote user authentication scheme using smart card which not only enables users to update their password freely and withstand the traditional attacks mentioned in the former discussion but also overcomes YLY attacks:
 perfect forward secrecy, the guessing attack, and the Denning-Sacco attack.
 Our scheme also establishes session key for secure communication between user and server and rules out possibility of reflection attack and replay attack through its design.

The rest of the paper is organised as follows: The article first proposes a robust scheme. Then the proposed scheme is analysed and the achievements of the proposed protocol are discussed. Then our proposed scheme is compared to other similar schemes. Finally, we conclude the article.
The Proposed Protocol
First of all we display the notations and their description used throughout the paper.
· U: the user.

· ID: the identity of U.

· PW: the password of U.

· b: fingerprint of U.

· BPW: = h(b || PW) biometric password of U.

· SC: the smart card of U.

· TR: the registration timestamp of U.

· TL: login timestamp of U.

· S: the remote server.

· ADB: the account-database maintained by S.
· LF: login field for U’s log-on-entry in ADB.
· x: permanent secret key of S.

· h(.): a cryptographic hash function.

· KSESS: the session key.

· UK: the malicious user

· UA: the attacker.

· (: the bitwise Xor operation.

· 
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: the bitwise Nor operation.

· Δt: the maximum time interval for communication delay.

· (: a secure channel. 

· (: a common channel.

· ||: the string concatenation. 

In this section, we propose a remote user authentication and key agreement scheme using smart card with secure one-way hash function.

Assumptions: The following are the assumptions of our proposed scheme.

Assumption 1): Only the legal users could access the secure channel to communicate with the server and to receive the smart card issued from the server in the registration phase.

Assumption 2): There is an ADB on the server and the server could protect and maintain the ADB correctly and efficiently. The ADB is signed by the private key of S. In addition, S will routinely and frequently make offsite back up of the ADB. System implementers use high security measures, e.g. strong administration policies and procedures, firewalls, intrusion detection software to protect the sensitive data on server.

Our proposed protocol consists of five phases: the registration phase, the login phase, the authentication phase, the password change phase and the revocation phase. We illustrate the detailed processes in sequence along with the figure depicting the entire protocol structure of the proposed scheme. In the ADB, server creates three fields for each user, first field stores hash of user’s identity, h(ID), second field stores the registration timestamp TR encrypted with private key of S, and third field LF is to store user’s log-on-entry. The entry in LF is filled up by the current timestamp as soon as the login request of the user is received, and the entry from LF is discarded as soon as U is provided services after its successful authentication. Thus LF remains empty if U is not undergoing login authentication phase.  
Registration phase

R1) U freely chooses ID & PW and generates his fingerprint b.

R2) Computes h(ID) and BPW = h(b || PW).

R3) U (S: {h(ID), BPW}.

R4) On receiving U’s registration request, S acquires TR, searches the ADB to check if h(ID) is unique. If not, S drops the message and asks U re-do from R1.
R5) S stores h(ID) and encrypted TR in first and second field of ADB respectively.

R6) S computes P = h((x || h(ID)) ( TR), M = P ( BPW, N = h (h(ID) || BPW) ( h(P).

R7) S ( U: smart card = {M, N, h(.)}.

	User / Server

	Registration Phase:



Selects ID & PW

Stores h(ID), x + TR, in ADB

Generates b
{h(ID), BPW}
P = h((x || h(ID)) ( TR), M= P ( 



BPW and

Computes h(ID),BPW=h(b||PW)

N = h(h(ID) || BPW) ( h(P)


{SC}
Stores M, N & h(.) in SC

Login Phase:

Verification Phase:
U: Generates b; inputs ID, PW & b

Acquires TS
SC: h(h(ID) || BPW) = K

Aborts if h(ID) is not in ADB or/and 


LF is not empty 

P ( M ( BPW, L ( N ( h(P) 

Enters TS in LF
Aborts if K ≠ L

P = h((x || h(ID)) ( TR)

HT = P ( TU, 

TU ( HT ( P, Aborts if (TS -TU) ( 


Δt
CID = h(h(ID) || BPW) ( h(P || TU)

h(h(ID) || BPW) ( CID ( h(P || TU)

NU = h(h(ID) || BPW) 
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TU
{h(ID),HT,CID,NU}
NU* = h(h(ID)|| BPW) 
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TU

 

Aborts if NU* ≠ NU
Ksess = h(P || TU || h(h(ID) || BPW))

Ksess = h(P || TU || h(h(ID) || BPW))



Discards TS from LF


Password change Phase:


Generates b 
{PWNEW and/or bNEW}
h(h(ID) || BPW) = K

Inputs ID, PW & b

P ( M ( BPW, L ( N ( h(P),
Aborts if K ≠ L

       

Asks U for PWNEW and/or bNEW
     

BPWNEW = h(bNEW || PWNEW)



MNEW = M ( BPW ( BPWNEW


NNEW = N ( h(h(ID) || BPW) ( 



h(h(ID) || BPWNEW)


MNEW ( M, NNEW ( N
Revocation Phase:

Lost smart card
{SC is lost}
TC ( TR in ADB,



Revocation accomplished

Sends re-registration request

	


Figure 1: Proposed scheme.
Login phase
To login S, U inserts the SC into a card reader, generates his fingerprint b and inputs ID, PW and b. Then SC performs the following steps:

L1) Computes h(ID), BPW= h(b || PW) and h(h(ID)|| BPW) = K.

L2) Extracts P = M ( BPW and L = h(h(ID)|| BPW) = N ( h(P). If K = L then U is authenticated successfully by the SC.

L3) Acquires the current time stamp TU, computes hidden time stamp HT = P ( TU and CID = h(h(ID)|| BPW) ( h(P || TU), NU = h(h(ID) || BPW) 
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TU.

L4) U (S: {h(ID), HT, CID, NU}

Note: SC halts and displays a need for re-registration if U fails to enter ID, PW and b correctly over certain number of times.

Verification phase
After the login request is received by S, following steps are performed by S and U:

V1) S acquires the current time-stamp TS.

V2) Checks whether h(ID) is on ADB and TL field is empty. If one of them is negative S drops the login request; otherwise enters TS in LF of ADB.

V3) Extracts TR and computes P = h((x || h(ID)) ( TR).

V4) Extracts TU = HT ( P and checks if (TS -TU) ( Δt. If true, S drops the login request.

V5) Extracts h(h(ID) || BPW) = CID ( h(P || TU), computes NU* = h(h(ID) || BPW) 
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TU and checks if NU*? = NU. This equivalence authenticates the legality of U and the login request is accepted else the connection is interrupted.

V6) U and S agree on common Ksess = h(P || TU || h(h(ID) || BPW)). Afterwards all the subsequent messages between U and S are XoR-ed with session key KSESS.

V7) S discards entry TS from LF.

Password change phase
This procedure is invoked if U wants to change his password. Suppose U want to select a new password PWnew and/or a new fingerprint bNEW to replace original password and/or original fingerprint b. Then U and SC perform the following steps.

P1) First SC authenticates U in similar way as in login phase up to step L2. If U is authenticated successfully then SC asks U to enter PWNEW and/or bNEW.

P2) SC computes BPWNEW = h(bNEW || PWNEW), MNEW = M ( BPW ( BPWNEW, NNEW = N ( h(h(ID)|| BPW) ( h(h(ID)|| BPWNEW).

P3) Replace M and N by MNEW and NNEW, respectively.

Revocation phase
In case of lost/stolen SC, U, requests S for its revocation for which S replaces TR in the ADB with the current timestamp TC. Later on U can register to S without changing his ID and with a new password and new fingerprint. Here U is strongly recommended not to use any previous values new registration to avoid the impersonation by UA.
Security Analysis

Malicious user attack

A malicious privileged user UK having his own SC can extract the value P. But this value P varies from one user to another as it contains identity and registration timestamp corresponding to the concerned user. So it can’t be used to create a valid login request to impersonate another valid user. Using his own identity, UK cannot guess the secret key x of S included in P because it is not possible to guess two parameters x and TR correctly at the same time in real polynomial time as TR corresponding to himself is not known to UK. Therefore the proposed protocol is secure against malicious user attack.

Impersonation attack

UA may attempt to impersonate U from some previously intercepted login request {h(ID), HT, CID, NU}, so as to succeed in the verification phase. For this he may acquire the current time stamp TA and computes HT* = HT ( TA = P ( TU ( TA, CID* = CID ( TA = h(h(ID) || BPW) ( h(P || TU) ( TA, NU* = NU ( TA. On receiving {h(ID), HT*, CID*, NU*} and after completing steps V1 and V2, S extracts TU ( TA = HT* ( P. Then in step V4, (TU ( TA) will fail in freshness test. Since UA does not know TU so he don’t have the option to choose TA in such a way so that TU ( TA pass the timestamp freshness test, nor he can extract TU from HT and CID to append some new time stamp unless he knows the correct P. Even then we suppose that somehow UA passes the timestamp freshness test, then in step V5, S computes CID* ( h (P || TU (TA) and extracts h(h(ID) || BPW) ( h(P || TU) ( TA ( h (P || TU ( TA), in no way UA can pass step V5. This is because whatever efforts UA applies to construct CID* and NU*, all his efforts are futile without knowing P and due to the presence of bitwise NoR operator
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rather than bitwise XoR operator ( in NU. Thus, the proposed protocol is secure against impersonation attack.

Stolen smart card attack

Without the correct password and provided a correct fingerprint, no one could access SC in our proposed protocol. Even if UA could obtain the secret information stored in stolen SC by monitoring the power consumption 
 or by analysing the leaked information,
 without the link between the SC and the credentials {h(ID), b, PW} of the corresponding user, UA cannot forge a valid login request correctly. Furthermore, it is not possible to guess out two parameters correctly at the same time and b the fingerprint of U is an additional problem for UA. Besides SC contains only M & N but the combination M ( N yields nothing fruitful for UA. Therefore the proposed protocol is secure against stolen SC attack.  
Offline dictionary attack/guessing attack 

UA first tries to obtain U’s verification information {h(ID), HT, CID, NU} and then tries to guess ID, BPW, P by offline guessing. For this UA has to guess at least two parameters correctly at the same time out of TU, P, and BPW and it is not possible to guess two parameters correctly at the same time in real polynomial time. Also no combination of the values included in U’s login request proves to be helpful for UA in this guessing. Therefore, the proposed protocol is secure against offline dictionary attack/guessing attack.

Denial of service (DoS) attack

In this type of attack, an attacker updates password verification information on SC to some arbitrary value and hence legal user cannot login successfully in subsequent login request to the server. In the proposed protocol, SC checks the validity of ID, PW and b before password update procedure. It is not possible to guess out ID and PW correctly at the same time and the fingerprint b of U can be generated by no one other than U.

On the server side there is an ADB in our proposed protocol. The server could check the legality of users by checking the field of the hash value of U’s identity in ADB. Moreover S will drop the replay message if the legal user is logged on by checking LF for user’s log-on-entry. Therefore the proposed protocol is secure against denial of service attack.

DoS attack can also be mounted by UA by simply tampering and then destroying any packets of sent messages at its will. For example after sending a valid login request U may not receive an expected response from S within the expected time interval. Consequently U would believe that his login request is lost and therefore he would launch a retransmission. In our proposed protocol this retransmission will be treated as a replayed login request by UA and will be rejected by S because LF corresponding to U in ADB of S will not be empty in this case. Thus U will have to face DoS attack. Therefore we make the following assumption:

Assumption 3): An attacker has only limited capability to interfere with the communication between U and S. If an attacker can tamper any packets at will, then he/she can mount a DoS attack simply by destroying these packets. This assumption and similar discussion also exists in Wang and Reiter.

Replay Attack

Replaying a login request {h(ID), HT, CID, NU} of one session into another session is useless because the client’s SC uses current timestamp TU in a hidden manner as hidden timestamp HT = P ( TU in each new session, which makes the messages CID and NU to be dynamic and valid for small interval of time. Old messages cannot be replayed successfully in other sessions and messages replayed within short span of its generation are dropped by S on checking LF for user’s log-on-entry. Hence the proposed protocol is secure against replay attack.

Leak of verifier attack/Modification of ADB attack

In this type of attack, the attacker may be able to steal verification table from the server. If the attacker steals the verification table from S, he can use stolen verifiers to impersonate a participant of the authentication protocol. In the proposed protocol, S knows the secret key x and stores x ( TR corresponding to h(ID) of U in its ADB. UA has no technique to find out the value P because P includes x and TR separately rather than the combined form x ( TR. If UA performs any tampering with the ADB of S, it is detectable because the ADB is signed by the private key of S and is regularly verified by S. In addition, S routinely and frequently makes offsite backup of the ADB. If S detects any unauthorised modification within ADB, then S can restore ADB using the offsite backup, which is assumed to be well protected. Thus the proposed protocol is secure against leak of verifier attack/modification of ADB attack.

Server spoofing attack

In the proposed protocol, malicious server cannot compute the session key KSESS = h(P|| TU || h(h(ID) || BPW)) because the malicious server does not know the value P, TU, and h(h(ID) || BPW). In addition KSESS is different for same user in different login sessions. Hence the proposed protocol is secure against server spoofing attack.

Online dictionary attack/Online guessing attack

In this type of attack, the attacker pretends to be the legitimate user and attempts to login on to the server by guessing different words as password from a dictionary. In the proposed protocol, the attacker has to get the valid smart card and then has to guess U’s ID and PW correctly at the same time which is not possible in real time polynomial. Besides no one but U can generate the valid fingerprint b. Moreover, UA cannot try endlessly as SC halts, denies working further and displays a need for re-registration even if the valid user fails to insert the required information correctly a certain number of times. Therefore the proposed protocol is secure against online dictionary attack.

Man in the middle attack/Parallel session attack

We have seen earlier that UA cannot masquerade as U neither by replaying a valid intercepted login request {h(ID), HT, CID, NU} nor by forging a valid login request because of the following reasons.
· Timestamp TU is hidden inside HT.

· CID consists of TU.

· UA has no way to correctly know P and PW of U.

· No one other than U can generate fingerprint b of U. 
· If LF field in ADB of S is not empty then S rejects the login request.
Additionally, UA cannot compute the agreed KSESS = h(P || TU || h(h(ID) || BPW)) between U and S because UA does not know any of the values included in KSESS. Therefore the proposed protocol is secure against man in the middle attack/parallel session attack.

Reflection attack

Yoon and Yoo 
 demonstrated reflection attack on Liao, Lee, and Hwang’s 
 scheme by reusing U’s login messages as the response message of a fake server. In the proposed protocol only U authenticates itself to S. After successful authentication U and S agree on the common session key KSESS = h(P || TU || h(h(ID) || BPW))and afterwards S authenticates itself to U using KSESS. Therefore, there is no possibility of reflection attack in the proposed protocol.

Forgery attack

For the reasons given in support of the resistance to reflection attack, server cannot be impersonated by UA in our proposed protocol. And due to the points given in man-in-the-middle attack/parallel session attack, UA cannot be successful in impersonating U. Thus the proposed model resists the forgery attack.

Denning-Sacco attack

This attack is that an attacker tries to discover a long term private key (e.g uses password or server secret key) or other session keys by using an old session key information 
 As we have analysed our proposed protocol through various attacks (e.g. guessing attack, stolen smart card attack, etc.) mentioned above, it is apparent that Denning-Sacco attack is not applicable to it.

Insider attack

During the registration phase if U’s password is revealed to S, the insider of S may impersonate U to access other servers if same password is used for them. Our proposed protocol sends biometric password BPW = h(b || PW) making use of the fingerprint b of U. In addition instead of sending ID of U, h(ID) is sent to S. Therefore neither password nor identity of U is revealed to S. Thus the proposed protocol is secure against insider attack.
Server’s secret key(x) guessing attack

To guess the secret key x of S firstly UA must know the correct value of P. But there is no way with which UA can obtain P. Only a malicious privileged user UK can extract P from his own SC. But even after knowing P it is not possible to guess the secret key x of S. Even UK who knows his identity ID, cannot guess x from P because it is not possible to guess the two values x and TR correctly at the same time in real time polynomial.
Achievements

Mutual authentication and session key establishment
S checks the validity of U by verifying the equality of NU (sent by U to S) = h(h(ID)|| BPW) 
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TU and NU* calculated by S). After this both U and S establish and agree upon a session key KSESS = h(P || TU || h(h(ID) || BPW)). This session key establishment is very efficient as it does not require any extra calculations or transmissions. Authentication of S to U is not a problem after the successful establishment of secret KSESS because then U and S can secretly communicate with each other at their own will, for instance S may authenticate itself to U by sending h(KSESS ( TU). Thus our proposed protocol provides session key establishment in a very simple way and which is also useful in accomplishing the mutual authentication.

Perfect forward secrecy
Suppose the long term secret key x of S is compromised by some means, UA cannot compute P = h((x || h(ID) ( TR) without knowing the correct ID and TR corresponding to U. Moreover UA still cannot recover the old session key KSESS = h(P || TU || h(h(ID) || BPW)) unless he knows correct values of P, TU, ID, b and PW.

Efficient password authentication
In the proposed protocol, the ownership check procedure runs every time when SC is inserted in to the card reader. SC drops or rejects the request if the user fails to insert the three correct values ID, b, & PW, simultaneously.
Secure password change phase
U can freely choose and change password at his will without the help of S. The phase could also avoid easy modification of the password of U by any unauthorised user if he obtains the SC of U by some means. No one having SC can update the password without the ID, PW, and fingerprint b corresponding to the SC.

Identity protection/User anonymity
Instead of using ID our proposed protocol uses the hash value of user’s identity h(ID) in transaction. Also there is no identity information about U corresponding to SC during authentication.

Efficiency and practicability
The SC needs only six hash operations during the login phase, verification phase and session key generation. Due to low computation cost in sc, our scheme guarantees user efficiency. Also, S uses only three hash operations, thus server efficiency is also guaranteed. These low computation costs in both, sc and S, make the scheme more efficient and practical. Besides our proposed scheme is user friendly because user can choose and change password at its will.

Revocation facility
The value TR is used in constructing P = h((x || h(ID)) ( TR), which is stored inside SC embedded within M = P ( BPW and N = h(h(ID) || BPW) ( h(P) and has key role throughout the scheme. At the SC loss/theft/when essential, S revokes the SC of U by replacing the stored TR with the current time stamp TC. Since the revoked SC contains TR, therefore SC will not pass the verification phase performed by S. However U’s account is still kept in the database, U can re-register to S to obtain a new SC involving a new registration timestamp.

Easily reparable
If U finds or suspects that M or N has been compromised, he can change his password or re-registers to S by submitting his identity. Upon receiving U’s registration request at TC, S updates the value of TR with the current time stamp TC in the existing entry for U and then computes MNEW = PNEW ( BPWNEW, NNEW = h(h(ID) || BPWNEW) ( h(PNEW), where PNEW = h((x || h(ID) ( TR = TC) and BPWNEW = h(b || PWNEW). Next S stores MNEW and NNEW in U’s new SC. From now, U can securely login S by using his new SC and PWNEW, the compromised M and N have been revoked automatically, that is UA’s login request which is derived from M and N will be rejected. Thus the proposed protocol is easily reparable. 
Comparison

In this section we compare Das, Saxena and Gulati’s scheme,
 Liao, Lee and Hwang scheme,
 Wang, Kiu, Xiao and Dan scheme 
 and our proposed scheme in terms of attacks, goals achieved and computational complexity and cost through table 1, table 2 and table 3, respectively. Assume that the identity ID, password PW, server’s secret key x values and output of secure one-way hash function are all 128-bit long. In our proposed protocol the parameters stored in SC are M and N, and the memory needed (C1) in SC is 256 bits. The communication cost of authentication (C2 = 4(128) includes the capacity of transmitting message involved in the authentication scheme. The computation cost of registration (C3 = 5h(.) + 2() is the total time of all operations executed in the registration phase. The computation cost of SC in login phase and session key establishment (C4 = 6h(.) + 4( + 1
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) and S during authentication phase and session key establishment (C5 = 3h(.) + 2( + 1
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) is the time spent by U and S during the process of authentication. Table 1 and table 2 show the robustness and extra achievements of our scheme. Our scheme achieves more features which were not considered in the related schemes and are essentially required in implementing a practical and universal remote user authentication scheme using smart cards. Besides, it can be seen from table 3 that our scheme neither overheads SC nor S with high hash, yet provides secure user authentication by SC and session key establishment which are indispensable for implementing a reliable and trustworthy remote user authentication system. 

Table 1. Comparison of security features.
	(Attacks & Schemes(
	Das et al. [24]
	Liao et al.[14]
	Wang et al.[40]
	Our Protocol

	Malicious user 
	Yes
	Yes
	Yes
	No

	Impersonation 
	No
	Yes
	Yes
	No

	Stolen SC
	Yes
	Yes
	No
	No

	Offline guessing
	Yes
	Yes
	Yes
	No

	Denial of service
	No
	No
	Yes
	No

	Replay
	No
	No
	No
	No

	Leak of verifier
	No
	No
	No
	No

	Online guessing 
	Yes
	Yes
	Yes
	No

	Man-in the middle
	No
	Yes
	Yes
	No

	Parallel session
	No
	Yes
	Yes
	No

	Reflection
	No
	Yes
	No
	No

	Forgery
	Yes
	Yes
	Yes
	No

	Insider
	Yes
	No
	Yes
	No

	Guessing secret key x
	Yes
	Yes
	Yes
	No


Table.2. Comparison of achievements.
	(Attacks & Schemes(
	Das et al. [24]
	Liao et al.[14]
	Wang et al.[40]
	Our Protocol

	Mutual authentication
	No
	Yes
	Yes
	Yes

	KSESS establishment
	No
	No
	No
	Yes

	Perfect forward secrecy
	Yes
	Yes
	Yes
	Yes

	Efficient PW authentic.
	No
	No
	No
	Yes

	Secure PW changing
	No
	No
	No
	Yes

	Identity protection
	Yes
	Yes
	No
	Yes

	Revocation facility 
	No
	No
	No
	Yes

	Easy reparability
	No
	No
	No
	Yes

	User chosen PW
	Yes
	Yes
	No
	Yes


Table.3. Comparison of communication/computational cost and complexity.
	(Attacks & Schemes(
	Das et al. [24]
	Liao et al.[14]
	Wang et al.[40]
	Our Protocol

	C1
	256 bits
	256 bits
	256 bits
	256 bits

	C2
	4(128
	6(128
	6(128
	4(128

	C3
	2h(.) + 1(
	2h(.) + 1(
	2h(.) + 2(
	5h(.) + 2(

	C4
	4h(.) + 7(
	5h(.) + 10(
	3h(.) + 6(
	6h(.) + 4( + 1
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	C5
	3h(.) + 7(
	4h(.) + 10(
	3h(.) + 8(
	3h(.) + 2( + 1
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	Sum
	9h(.) + 15(
	11h(.)+21(
	8h(.) + 16(
	14h(.) + 8( + 2
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Conclusions

We propose a robust remote user authentication protocol using smart cards to resolve the problems like offline password guessing attack, denial of service attack, malicious user attack, impersonation attacks, stolen smart card attack, online guessing attacks, and forgery attacks. Our scheme also achieves features like freely choosing and securely changing passwords, mutual authentication, session key generation, identity protection/user anonymity, revocation facility, easy reparability, perfect forward secrecy. We also evaluate our scheme by comparing it with some related schemes in terms of security features, achievements and communication/computational cost and complexity. Security analysis, achievements analysis and comparison analysis proved that without adding much of communication/computational cost and complexity our proposed protocol is quite robust and practical. 
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