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Introduction

Significant changes in the global strategic landscape over the past two decades include
the fall of the Iron Curtain and the dissolution of the Soviet Union, accelerated global-
ization, increasing reliance on digital information technologies in all aspects of life, the
rise of China and India, global financial crises, the political revolutions of the Arab
Spring, and the emergence of violent Islamist extremism as a key feature of the geopo-
litical landscape. Yet at the same time, many of the key dynamics of the international
arena remain unchanged from twenty years ago, including the volatility and instability of
the Middle East, the lack of development in most of Africa, the ever-increasing integra-
tion of the global economy, and the preeminence of the United States as an actor in
global affairs, with other states, such as the United Kingdom, Germany, and Russia also
playing key roles.

Among all that has changed and all that remains the same, new issues have emerged,
few of which merit consideration in isolation. Rather, the complex and interconnected
nature of today’s international system demands analysis that accounts for the relation-
ships between actors and issues and considers the multiplicity of effects that their inter-
action unavoidably creates. Two key features of the current strategic environment—the
two that are the focus of this article—are the indispensability of information technology
in all aspects of modern life and the continued significance of Russia as an actor on the
global stage.

Driven by the growing dependence of modern society on digital technology and the
vulnerability of digital systems to cyber threats, cybersecurity has emerged as a critical
national security issue, spawning a growth industry that researches solutions to the tech-
nical, legal, and policy challenges of the day. At the same time, the United States and its
allies in the North Atlantic Treaty Organization (NATO) contend with a Russian Fed-
eration that no longer poses the existential threat of the Soviet superpower era but still
wields enough power to demand attention and to play the role of spoiler on many im-
portant global issues. The U.S. and NATO have repeatedly and publicly declared im-
proved relations and increased cooperation with Russia to be top priorities, but that
rhetoric has seldom translated to concrete improvement in their relationships or broad
advancement across the agenda of critical topics. However, cybersecurity is an area of
strategic importance where real progress is possible. The June 2013 announcement of a
new U.S.—Russia bilateral agreement to work together on cybersecurity is an important

Geoff Van Epps is a lieutenant colonel in the US Army. This article is based on research he
conducted while serving as a Senior Fellow at the George C. Marshall European Center for
Security Studies in Garmisch, Germany, from 2012-2013.

15



THE QUARTERLY JOURNAL

symbolic first step in that direction, but the accord is modest, and should merely serve as
a starting point for a longer-term and more extensive program of cooperation. More tan-
gible improvement of U.S. and NATO relations with Russia is vital, given the intercon-
nectedness of all three actors and their status as the three most important actors in mod-
ern European—and to some extent global—security affairs. Given Russia’s robust cyber
capability (and demonstrated willingness to employ it), its longstanding quest for recog-
nition as a leader in world affairs, and the public call to develop international norms for
cyberspace, cybersecurity is a prime topic for U.S. and NATO engagement with Russia.

Complex Interdependence and Cyberspace

United States engagement with Russia is inevitable as both countries rank among the
few states with both global interests and the ability to advance those interests. NATO,
too, is inextricably bound to the U.S., with whom it shares many common values and
objectives, while its geographic proximity to Russia and its intertwined (and occasion-
ally competing) security interests make constant interaction with the Russian Federation
unavoidable and highly important.

The growing entanglement between the U.S. and NATO, on one side, and Russia on
the other is therefore not surprising. As globalization has accelerated and technology has
advanced over the past quarter-century, the expenses associated with transportation and
communication have plummeted, greatly reducing the effects of distance on economic,
military, social, and other aspects of interaction between states, organizations, and even
individuals." Declining costs have generated a rise in the volume of interactions between
these actors, conveying additional costs and benefits to all parties involved and creating
a situation where each player in the web of relationships maintains a degree of interde-
pendence on the others.” This interdependence—defined as the mutual dependence be-
tween parties or the ability of those parties to reciprocally affect one another—is the
hallmark of globalization and the defining feature of the modern international system.

The idea that actors in the international system interrelate in ways that make them
reliant on one another, that this reliance extends across nearly all dimensions of their
relationships, and that the behavior of those actors is affected as a consequence is both
simple and powerful. The theory gained credibility and widespread acceptance over the
past three decades, moving it rapidly into the mainstream of international political
thought and influencing the development of foreign policy for the United States and
many other countries, particularly the advanced industrial and post-industrial democra-
cies. Applying the notion of complex interdependence to world affairs has had a recur-
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sive effect on the international system, simultaneously shaping how international actors
view their relationships, craft their policies, and choose to behave while also offering
plausible explanations for how and why those behaviors cause events to unfold on the
world stage as they do. At the same time, an idealistic view of interdependence has fed
the expectation that interdependence—especially complex interdependence, with its
deepened relationships along multiple dimensions—would lead to an inexorable decline
in international conflict by increasing constraints on belligerent behavior, building a
sense of community among global actors, and reducing incentives for conflict.* Yet
while complex interdependence has grown in importance and acceptance, it has not ful-
filled hopes for increased global peace and cooperation.” Largely, this is because inter-
dependent relationships deepen and strengthen ties between actors, but such interde-
pendencies still can result in competition and even conflict. Most significantly, even in
non-zero sum situations, where all parties benefit from a relationship, asymmetries exist,
and the distribution of gains is uneven among the actors involved. As a result, interde-
pendence does not mean uniform cooperation and an end to conflict. Rather, it creates
conditions that simultaneously encourage greater cooperation in some areas while fos-
tering conflict in others.’

Cyberspace provides a clear illustration of an arena where actors engage in both
collaboration and fierce competition, often among the same actors and frequently at the
same time. The rapid development and spread of advanced information technologies
over the past few decades has generated a cyber dimension to complex interdependence
that has its own unique characteristics. This information revolution has powered radical
changes in politics, business, culture, and other aspects of society, spawning new types
of community, encouraging the growth of organizations as networks, creating demands
for new roles for government, and generally challenging hierarchical bureaucracies
while fostering a trend toward decentralization.” The consequences of this shift are hard
to overstate. Bureaucracies, whether corporate or governmental, are undercut by formal
and informal organizations that more rapidly and efficiently share and process informa-
tion to influence larger groups of people more quickly than traditional institutions. Indi-
viduals and private organizations have joined states as direct players in world politics.
As this has occurred, the facade of the inviolable and immutable sovereignty of states
has showed signs of change, with transnational communications granting the masses the

The tradition of belief that interdependence will mark the end of war can be traced to before
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ability to engage on issues that were formerly the sole preserve of governments.® Such
changes have not been uniform across the globe—their emergence has been much faster
in the “zone of democratic peace,” while virtually nonexistent in underdeveloped re-
gions—but they nonetheless represent an order of magnitude shift in the contact among
societies and demonstrate the potential for even broader alteration of the status quo.’

At the same time that they have instigated such drastic societal change, many of
these developments have served only to reinforce the characteristics of complex interde-
pendence: the emergence of powerful non-state global actors; the importance of non-se-
curity issues like the economy and the environment; and the effects on the ease of use of
military force in an age of mass media, whistleblowers, and social networking. The
computer networks that enable many of these changes—cyberspace—allow international
actors to “embrace” one another by digital connection with speed, ease, and frequency.'’
Indeed, the essence of cyberspace is its connectivity, and as the volume of international
digital transactions continues to grow for the foreseeable future, the ties that bind con-
nected actors in the international system will strengthen further, and their interdepend-
ence will increase.'" At the same time, cyberspace’s unique nature, its relative immatur-
ity as a medium, and the lack of widely accepted norms for operating within it will pose
new challenges that will affect these relationships and potentially change the dynamics
of complex interdependence in new and unpredictable ways.

Cyberspace and Cybersecurity

Digital interconnectedness has become a ubiquitous feature of modern life, both a cause
and an effect of the growing interdependence that defines the international system. In-
formation technology penetrates and enables every facet of society. Explosive growth in
the connection of computers and computer-enabled equipment over networks that permit
the rapid communication of vast amounts of information at steadily declining costs has
driven changes so profound that the development and diffusion of these technologies is
widely seen as comparable in scope and impact to the Industrial Revolution.'? Digital
technology now underpins the function of our world, providing the means to communi-
cate globally, buy and sell goods and services, execute financial transactions, manage air
traffic, track and predict weather, operate critical infrastructure, control industrial sys-
tems, direct the operations of military units, and perform thousands of other vital func-
tions with unprecedented speed and precision. These developments have conveyed tre-
mendous benefits globally, but they have not come without accompanying challenges.
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The most prominent of these concerns is cybersecurity, which encompasses a set of re-
lated technical, policy, and legal issues that could collectively threaten the positive-sum
outcomes achieved by the current webs of global interdependence and thereby alter the
basis of many current, key relationships in the international system."?

Collectively, the information technology networks—and the hardware, software,
connective lines, and data that constitute them—that facilitate our digital interconnect-
edness have become known as cyberspace, a complex and ever-changing manmade envi-
ronment that is partly physical and partly virtual."* Its unique nature makes merely con-
ceptualizing cyberspace a challenge, and achieving consensus on the exact definition of
cyberspace has been elusive.”> Most definitions, however, are consistent with the U.S.
military’s description of cyberspace as a “global domain within the information envi-
ronment consisting of the interdependent network of information technology infrastruc-
tures, including the Internet, telecommunications networks, computer systems, and em-
bedded processors and controllers.”'® However, the lack of agreement on what cyber-
space is remains problematic because it affects how actors view the medium and subse-
quently develop capabilities, craft policies, and ultimately decide to act on cyber is-
sues.'

Difficulty defining cyberspace leads inevitably to key conceptual debates whose
eventual resolution will strongly influence subsequent thinking about cyber topics. As an
important example, embedded in the U.S. military’s definition is the idea of cyberspace
as the fifth domain for military operations (along with land, sea, air, and space), which
has policy and doctrine implications that can complicate discussions with allies, adver-
saries, and even other U.S. government stakeholders in discussions of cybersecurity is-
sues. The U.S. Department of Defense made the conceptual leap to define cyberspace as
an operational domain as “an organizing concept for DOD’s national security missions”
in order to “take full advantage of cyberspace’s potential.”'® This declaration does not
resolve the theoretical debate within DoD entirely; on the contrary, it merely provides a
common conceptual framework for discussing cyber-related issues and serves more as a
new starting point for discussion than a definitive end point for thinking about cyber-
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space.'” At the same time, theory or policy developed from this point of view is less
valuable when trying to harmonize actions with other actors who do not view cyberspace
in the same terms.

Perhaps the best model for visualizing the networks of information systems them-
selves is offered by RAND scientist Martin Libicki, who describes cyberspace as con-
sisting of three layers. The first layer, which undergirds the other two, is the physical
components consisting of “boxes and (sometimes) wires” that forms the hardware of the
information system. The middle layer is syntactic, containing the software with instruc-
tions and protocols that allow the hardware devices to function and communicate with
one another. The uppermost layer is the semantic layer, containing the system’s infor-
mation — and therefore the reason the system exists.”’ Libicki’s model helps structure
discussions of cyberspace by adding shape, scope, and tangibility to the concept, but like
all models it has limitations and may not withstand the test of time as the complexity of
information systems continues to grow and new technologies change the design and
function of these systems.

Another important ongoing debate deals with whether or not cyberspace constitutes
an international commons. Those who argue that cyberspace is a commons do so be-
cause it shares characteristics with the other global commons of air, sea, and space, and
because the idea of a global commons is widely understood and accepted. The most sig-
nificant contribution of the idea of cyberspace as a commons is that, by definition, the
global commons do not fall under the jurisdiction of a single country and their joint use
is governed by international norms — much as many authorities argue is the case with
cyberspace today.”' Those experts who reject the idea of cyberspace as a commons find
fault with the idea that the Internet is borderless and that nation-states have no ability to
exercise sovereignty within cyberspace. In their view, nearly all of the infrastructure
comprising cyberspace—the physical layer, to use Libicki’s construct—resides within
the borders of a sovereign state and is, therefore, subject to the laws of that state.”” Re-
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solving this debate will affect the further development of cyberspace, its architecture,
governance and the values that shape it.”> Meanwhile, disagreement on this fundamental
notion impedes progress toward international consensus on rules for operating in cyber-
space and on who bears responsibility for enforcing those norms.

Deficient Security

However one conceives of cyberspace, the rapid spread of and increased reliance on in-
formation technology has in many cases outstripped the ability of governments to regu-
late its use or even to understand the problems new technologies create. The debates on
how to define cyberspace, whether or not to think of it as an operational domain, and
whether or not it constitutes a global commons are important but abstract. On the other
hand, the fact that most of the infrastructure of what has evolved into modern-day cyber-
space is built with technology that was developed with no consideration of a need for
security features is a concrete problem that has made securing cyberspace an almost
Sisyphean task. The original designers of the Internet were researchers at four universi-
ties in the western United States who used federal government funding in the 1960s to
create a network allowing computers at their schools to communicate directly with one
another. The connection was designed in a decentralized manner in order to promote
scalability, privacy, and ease of communication rather than security. Its inventors envi-
sioned linking thousands of well-intentioned academics and scientists to exchange re-
search — not the billions of machines and users executing the vital and occasionally sin-
ister functions of today.**

As the Internet matured, grew in size, and spread from academia to government to
broad civilian use, the underlying fact that the technological building blocks of the
Internet were designed without security in mind emerged as its core technical problem.
Today, in the words of one expert, “connectivity is currently well ahead of security.”*
Openness and ease of use have inevitably attracted malicious actors, whose sophistica-
tion and ambition grew along with the Internet, evolving from mild web page deface-
ment in the 1990s to highly organized cyber crime syndicates and state-directed espio-
nage and cyber attack programs today.”® The U.S. recognizes this vulnerability, with
President Barack Obama describing in a 2009 speech “the great irony of our Information
Age — the very technologies that empower us to create and to build also empower those
who would disrupt and destroy.”*’ Consequently, early in his presidency, the Obama
Administration completed a Cyberspace Policy Review and expanded the Comprehen-
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sive National Cybersecurity Initiative to confront “one of the most serious economic and
national security challenges we face as a nation.”®

U.S. partners and allies also acknowledge the gravity of cyber threats and are work-
ing to address the issue. In its 2010 Strategic Concept, NATO’s description of the secu-
rity environment noted, “Cyber attacks are becoming more frequent, more organised and
more costly in the damage that they inflict on government administrations, businesses,
economies and potentially also transportation and supply networks and other critical in-
frastructure; they can reach a threshold that threatens national and Euro-Atlantic pros-
perity, security and stability.””

Similarly, Russia and China have also expressed concern about the threat posed by
inadequate cybersecurity, most publicly in a letter they submitted, along with the gov-
ernments of Tajikistan and Uzbekistan, to the United Nations General Assembly in
2011, calling for an international code of conduct for information security. Their pro-
posal described the “need to prevent the potential use of information and communication
technologies for purposes that are inconsistent with the objectives of maintaining inter-
national stability and security.”** This theme is also echoed in Russia’s 2013 Foreign
Policy Concept, which calls for an international code of conduct for information security
under UN auspices and commits to countering actions with “purposes that run counter to
international law, including actions aimed at interference in the internal affairs and con-
stituting a threat to international peace, security, and stability.”'

All Threats Are Not Created Equal

Recognizing the fundamental lack of security in cyberspace is a necessary first step to-
ward addressing the problem, but it is not sufficient to achieve a solution. The vulner-
ability opens a window to several threats, each of which targets different portions of cy-
berspace, has different objectives, poses a different risk to national security, and requires
different solutions to mitigate. As with other cybersecurity issues, no clear consensus on
classifying these threats has emerged. The U.S. Department of Defense, focused primar-
ily on defending U.S. government computer networks, recognizes two principal catego-
ries of threat: computer network attack (CNA) and computer network exploitation
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(CNE).* Political scientist Joseph Nye, in a broader and more useful view of the haz-
ards in cyberspace, sees four activities that threaten national security: espionage, crime,
war, and terrorism.>

War and terrorism are potentially the most immediately destructive threats in cyber-
space, and they correlate closely to the U.S. DoD category of computer network attack.
The recently constituted U.S. Cyber Command (USCYBERCOM) is the DoD organiza-
tion working to defend against these threats along with protecting defense networks
against espionage. However, the USCYBERCOM mandate only extends to defending
some portions of the U.S. government network; it has no responsibility for most of the
civilian federal government systems, state or local government networks, or any of the
private-sector digital infrastructure or the transportation, energy, finance, or communi-
cations systems they control.’* The U.S. Department of Homeland Security bears the
burden of securing the non-defense portion of the federal government network, but there
is no federal agency responsible for securing the country’s most critical privately-owned
infrastructure from cyber attack.”> For the NATO Alliance as a whole, responsibility is
similarly fragmented, with member states taking ownership of the security of their own
networks and NATO assuming responsibility from the point where NATO and national
networks connect inward to shared Alliance networks.*®

Espionage and crime may pose less immediately destructive threats than cyber war
or terror attacks, but they are the most costly security threats the U.S. currently faces.*’
Cyber crime has become a highly organized and phenomenally profitable illicit activity,
where modern international business practices merge with cutting-edge technology to

32 Jayson M. Spade, China’s Cyber Power and America’s National Security (Carlisle, PA: U.S.
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Order—Improving Critical Infrastructure Cybersecurity,” 12 February 2013; available at
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outpace corporate and law enforcement attempts to combat the threat.”® Internet security
firm McAfee estimated in a widely quoted report that cybercriminals stole a staggering
USD 1 trillion in data and intellectual property in 2008.* A competing firm, Symantec,
issued its own annual report for 2012 and calculated more narrowly and conservatively
that consumer cybercrime accounted for USD 110 billion in losses.* The lack of agree-
ment on what constitutes a cybercrime combined with uneven reporting protocols makes
pinpointing the exact scope of the problem difficult, but the rough order of magnitude is
clear — and it is huge.*' Notwithstanding its scope, cybercrime is, for most countries, in-
cluding the U.S., not viewed as a direct threat to national security, and therefore is not
an issue that the defense establishment addresses. Largely left to the law enforcement
community, international cooperation to deal with cybercrime is uneven, in spite of the
first international convention on cybercrime having been signed a dozen years ago.
Troublingly, many of the countries where cybercrime activity is highest, most notably
Russia, have not accepted international norms on cybercrime and lack either the ability
or the will to curb the online criminal activity occurring within their borders.

Cyber espionage, on the other hand, is closely related to cyber crime, and has the full
attention of defense ministries around the world. However, the distinction between
commercial espionage, which is often considered a form of cybercrime, and defense-re-
lated espionage is not always apparent. Cyber espionage, taken as a whole, is a signifi-
cant threat, but dealing with it is problematic because, at the most basic level, espionage
is widely practiced and not illegal under international law.* Nations have conducted
espionage since ancient times, and there are few incentives for them to curb activities
that provide intelligence that contributes to national security and international stability.
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However, cyber espionage has some unique features that distinguish it from traditional
espionage. Because it is “in many ways easier, cheaper, more successful and has few
consequences,” more countries are likely to participate in cyber espionage and do so
more often.** Even now, losses to espionage annually are enormous. More important
than the financial loss, however, is the transfer of invaluable intellectual property to po-
tential adversaries, especially technologically advanced potential peer competitors like
China and Russia. The head of U.S. Cyber Command, General Keith Alexander, labeled
the losses “the greatest transfer of wealth in history” in a 2012 speech at the American
Enterprise Institute,” and former White House official Richard Clarke wrote of his con-
cern that they “might swing the balance of power in the world away from America.”*

Just as the distinction between cyber espionage and cyber crime is a slight one, the
differences between espionage and attack in the cyber realm are equally subtle.”” In fact,
intrusion into a network to commit an attack appears virtually identical to an act of es-
pionage in the initial phases,” and code left behind by intruders to enable further spying
could be virtually indistinguishable from a program planted to damage the system in a
later attack.” Every act of trying to gain access to a system without authorization—
whether erroneously, out of curiosity, or for malicious purposes—is almost indistin-
guishable to the system administrators charged with defending a network, and large
numbers of attempts make it difficult to identify the serious threats from all the white
noise of ongoing network activity. In a 2010 speech, General Alexander claimed that
“DOD systems are probed by unauthorized users approximately 250,000 times an hour,
over 6 million times a day.” While each probe does not necessarily constitute an at-
tack, let alone a serious one, the sheer volume of potentially harmful activity demands
attention and has driven the search for solutions.

As a final complication, simply recognizing—and classifying— a threat in cyber-
space is challenging, but identifying the source of the threat is often an even greater
problem. Attribution of any activity in cyberspace is incredibly difficult. Every actor in
cyberspace can hide behind a veil of anonymity because of weak standards for creden-
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tialing and verifying user identity, and this anonymity is reinforced by the technical ease
of masking an actor’s identity, location, or the routing of his online activities.”' In practi-
cal terms, this renders malicious actors in cyberspace virtually immune from discovery,
as current digital forensic techniques are often inadequate for providing irrefutable proof
of their identities. It also makes determining state responsibility for activities in cyber-
space a laborious undertaking, as governments claim plausible deniability for actions
that appear to emanate from their territory but cannot be proven to do s0.>

No Simple Solutions

In spite of the seriousness of the vulnerabilities in cyberspace, finding solutions is not
simple. The problems resemble webs of Gordian knots, often requiring cross-discipli-
nary approaches that combine complicated solutions with technical, legal, and policy
components and often have unintended consequences in the terra incognita of cyber-
space.” The complexity, overlap between problem areas, and difficulty in coordinating
and standardizing responsibility for addressing issues has resulted in slow progress both
nationally and at the international level.

Perhaps the most significant challenge has been the lack of an international legal re-
gime or of any emergence of broadly accepted norms for cyberspace, either as an ex-
panded application of existing rules or through the creation of new frameworks specific
to the issue.”® This gap is a function of the lack of a clear body of law that immediately
translates to the new challenges arising in cyberspace, coupled with cyberspace’s grow-
ing importance outrunning the glacial pace of developing international legal standards.>
Without such a framework, discussion between nation-states about what constitutes ac-
ceptable behavior remains more theoretical than practical, and the consequent list of un-
solved problems is eye-opening. For example, issues of state responsibility for malicious
acts in cyberspace emanating from or passing through a country’s borders remain an un-
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resolved and contentious issue.’® Cybercrime remains essentially unchecked, and re-
sponsibility for responding to cross-border criminal activities is not automatically as-
signed or consistently acknowledged. The absence of a universal definition of beyond-
the-pale behavior that constitutes a legitimate casus belli between states leaves unclear
the lines that, if crossed, could lead to international conflict. And without a regime to
provide consequences for bad behavior, it is nearly impossible to prevent disruptive or
provocative actions that could forestall the emergence of standards of conduct or even
serve as an outright threat to peace.”’

Furthermore, the national frameworks for dealing with cyber-related issues, from
crime to espionage to military doctrine, are often incomplete, out of date, or inadequate.
Some national legal codes fail to provide even the most basic tools for combating digital
fraud and theft, let alone more sophisticated or emerging criminal threats. Even the most
advanced national strategies and frameworks have gaps or create tradeoffs, seeking dif-
ferent ways to balance, for example, responsibility for cybersecurity between govern-
ment and the private sector, or the relative importance of security compared to civil lib-
erties.”® These national policies, in turn, are poorly harmonized internationally, even
among close partners, due to the lack of global norms and differing national priorities.

Differences in prioritizing the agenda for international cybersecurity stem from fun-
damentally divergent understandings of the nature of cyberspace and acceptable behav-
ior in the cyber domain. Some states, like China and Russia, consider existing interna-
tional law inadequate, advocate a new international treaty to deal specifically with op-
erations in cyberspace, value sovereignty over international cooperation, and view Inter-
net content as a potential threat to their political stability that demands tight controls. On
the other side of the debate, most advanced democracies share a view that international
law can be effectively applied to cyber issues, consider a new cyber law treaty unneces-
sary, welcome international cooperation even at the expense of some sovereignty, and
view access to the Internet and the free flow of information as fundamental rights. These
incompatible perspectives complicate the development of international law on cyber is-
sues and pose an obstacle in nearly all discussions on these matters, as the key players
struggle to find common ground for cooperation on even the most fundamental issues.”
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A repository of national cyber strategies and policies is on the NATO Cooperative Cyber De-
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As a consequence of the lack of international norms and the inconsistency of national
frameworks for addressing cyber issues, “bad actors” in cyberspace—whether states,
groups, or individuals—often operate beyond the reach of the victims who seek to re-
taliate or obtain redress for the harm that has been done to them. Shortcomings of this
nature create gaps that may be exploited and lead to friction between parties. In some
cases, security breaks down to the point that conflict erupts.

When Security Fails

In spite of the relative newness of cyberspace, the wide range of newsworthy cybersecu-
rity incidents is eye-catching. The full spectrum of potential threats to national security
in cyberspace may not yet be apparent, but a brief survey of the major incidents demon-
strates both the evolving seriousness and variety of threats with national security impli-
cations, many of which are historically unique and have established new precedents or
pose new challenges for the international community.

Early and comparatively low-impact cybersecurity incidents extend back in time to
the Cold War, when the United States reportedly corrupted a Soviet spying operation by
allowing oil pipeline control system components to be stolen with malicious program-
ming that resulted in the pipeline’s eventual and spectacular malfunction, producing a
tremendous explosion that was the largest non-nuclear explosion ever recorded.®® Dur-
ing the Second Intifada in the Palestinian Territory in 2000, Israeli government hackers
disabled the public web pages of the Palestinian National Authority and Hezbollah in an
attempt to disrupt command and control of the uprising. Palestinian operatives re-
sponded with cyber attacks against Israeli banks and government computer systems,
sparking a sort of “cyber holy war.”®" Israel also used offensive cyber techniques to fool
Syrian air defense radar as part of the Isracli Air Force bombing of a suspected Syrian
nuclear site in September 2007.%

A long-running, shadowy espionage operation known as Titan Rain occurred from
roughly 2003 to 2005, involving the systematic infiltration of U.S. and Western Euro-
pean government computer networks.” Widely judged to be a Chinese government pro-
gram, the spying effort netted ten to twenty terabytes of data from U.S. military net-
works alone.** Attempts to block penetrations while they were ongoing were often futile,
and the stealthy nature of the intrusions made even identifying when the networks were
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compromised, for how long, and what data was stolen a matter of educated guesswork.*
Titan Rain appears to be part of broader, long-term Chinese cyber espionage efforts
sometimes referred to as an Advanced Persistent Threat (APT), and subsequent similar
operations attributed to China include hacking of computer systems belonging to mem-
bers of the U.S. Congress and a massive exfiltration of highly sensitive designs for U.S.
defense contractor Lockheed Martin’s cutting-edge F-35 Joint Strike Fighter program.®®
Although Titan Rain and related espionage programs are almost certainly of Chinese
origin, China’s steadfast denials are neither surprising nor unusual given the difficulty of
ironclad attribution in cyberspace. Likewise, the vulnerability of even the most sensitive
data to theft or corruption and the high payoff of cyber espionage programs at relatively
low risk make operations of this kind increasingly likely to occur without the civilizing
influence of the implicit rules of the road that have evolved to govern traditional spy-
ing.”’

The first major interstate cyber conflict began in April 2007 when the Estonian gov-
ernment moved a Soviet-era Second World War memorial from its prominent location
in the middle of the capital, Tallinn, to a military cemetery outside the city center. The
decision sparked a vociferous reaction from Russia and from the ethnic Russian minority
within Estonia, escalating to violent clashes among partisans on both sides of the issue
and quickly devolving into riots and looting in the Tallinn city center. The clashes
spilled over into cyberspace, where highly-wired Estonia was extremely vulnerable to
disruptions of its government, financial, law enforcement, and media web sites during
three weeks of increasingly intense and highly coordinated attacks.®® Although the cyber
assaults ultimately caused more inconvenience than actual damage, the incident was
seminal in several important ways.% It was the first major, broadly aimed cyber attack
on a country’s government and industry as part of an international conflict and was seri-
ous enough to warrant an Estonian request for consultation with its NATO Allies under
the provisions of the Atlantic Charter.”” It also raised important questions about the
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thresholds for the use of force and armed attacks under international law.”" Although
Russia denied responsibility, and digital forensics were unable to prove conclusively that
the Russian government was behind the attacks, the totality of the evidence strongly
suggests Russian state encouragement, and perhaps direction, of the attacks.”* The Rus-
sian government’s deniability in this case arose from the involvement of “patriotic hack-
ers,” who the Russian government claimed were merely incensed, Internet-savvy citizen
activists, mobilized and self-organized to execute highly-coordinated attacks against
specific Internet targets using tens of thousands of hijacked computers from 177 coun-
tries with no state support or assistance.”” The disavowal of responsibility, now exceed-
ingly common in subsequent cases, underscores the challenges of attribution and state
responsibility in cyberspace. It also highlights challenges that would emerge again in
later cyber incidents.

During the August 2008 Russia—Georgia War, cyber attacks synchronized with Rus-
sian ground and air operations paralyzed the Georgian “.ge” internet domain by flooding
the system’s servers with an unmanageable torrent of Web traffic. Government, banking,
and media Web sites were overwhelmed, and even the national mobile phone network
was eventually incapacitated.” The most significant effects were the Georgian govern-
ment’s inability to communicate effectively—particularly in telling its side of the story
during hostilities with Russia—and the disruption of public services, especially banking,
electricity, and telecommunications.” As with the Estonian incident, Russia strongly de-
nied state responsibility for the cyber component of the war, although it unquestionably
enjoyed strategic benefits brought about by the cyber attacks on Georgia,”® and the
organizers of the attacks clearly had foreknowledge of the ground war and assistance (if
not direction) in planning, organizing, reconnoitering, and synchronizing their activities
with Russian military actions.”’

A more narrowly directed cyber operation uncovered in 2010 shed light on a newer
and less public form of cyber conflict. A covert U.S.-Israeli operation named Olympic
Games targeted the Iranian nuclear program.”® One of the Olympic Games computer vi-
ruses called Stuxnet contained code that searched for specific software and hardware
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configurations unique to Iranian uranium enrichment centrifuge facilities. Once it found
the right combinations, it took control of the machinery and forced it to operate outside
its normal parameters, interfering with the enrichment process, damaging the equipment,
and causing confusion among the scientists and administrators leading the program.”
Stuxnet was “the first attack of a major nature in which a cyberattack was used to effect
physical destruction,” according to former CIA director and retired Air Force General
Michael V. Hayden. “Somebody crossed the Rubicon.”® Indeed, Stuxnet was techni-
cally innovative and a watershed in terms of causing physical damage, which arguably
exceeded the legal threshold for a use of force, if not an armed attack, under interna-
tional law. However, since the U.S. and Israel have never formally acknowledged their
roles, it also raised again the standard problems with attribution and state responsibility
and further reinforced the need for concerted collective action to address the continuing
challenges of cybersecurity.

Russia’s Role

Russia, for all its problems, still plays a highly significant role in the international sys-
tem. For a variety of reasons, it maintains sufficient power in its post-Soviet incarnation
to be decisive on issues of vital importance to the international community. Though its
relations with the U.S., Europe and its neighbors in the post-Soviet space are sometimes
rocky, the Russian Federation’s combination of physical size, geostrategic position,
military brawn, economic might, natural resources, and other factors demand that Russia
be considered, if not consulted, in addressing nearly every important topic on the inter-
national agenda.® In many cases, Russia wields sufficient influence to determine when
and how key problems are resolved — or whether they will continue to fester. In spite of
this critical role, or perhaps because of it, the United States and its NATO Allies strug-
gle to maintain consistently favorable, productive, and cooperative ties with Moscow,
and find it virtually impossible to transform their relationships into stable and meaning-
ful partnerships that take advantage of their deep interdependencies and the many issues
where their interests overlap.

Winston Churchill famously commented in a 1939 BBC radio address, “I cannot
forecast to you the action of Russia. It is a riddle wrapped in a mystery inside an enigma,
but perhaps there is a key. That key is the Russian national interest.”®* Churchill’s apt
observation is no less true today than it was almost three-quarters of a century ago. Rus-
sia, like most countries, will act in its own interest — or in the best interests of its national
leadership. Nonetheless, understanding Russia’s interests and divining how Russia will
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behave to further them is no easy matter.® The inscrutable Russian psyche affects for-
eign policy decisions, as Russian leaders seek to restore national prestige and earn anew
the respect of the international community by demonstrating strength, assertiveness, and
decisiveness in their external relations. Outside of Russia, this approach often translates
to perceived arrogance or even aggressiveness in Russian behavior, leading to tempestu-
ous relationships and borderline-erratic patterns of interaction with other countries.*

In spite of the lack of apparent existential threats to the Russian Federation, Russian
politicians often display an attitude of insecurity against external threats and a view of
the international environment as an incubator for potential menaces.® This outlook—
and its incongruence with the broader world’s view of Russia’s security situation—ex-
plains much of the friction resulting from Russia’s foreign policy. Viewed through this
lens, Russia’s consistent efforts to maintain influence in the “near abroad” of former So-
viet republics and to ward off what it views as unhelpful meddling by outside powers
such as the U.S., China, and Europe is designed to stabilize its periphery, buffer against
outside threats, and permit the country to concentrate on domestic matters.*® Similarly,
NATO’s expansion into Eastern Europe and the former Soviet Union has been vigor-
ously opposed by Russia, with discussions of membership for Ukraine and Georgia
around NATO’s 2008 Bucharest Summit provoking particularly strident objections.
While an impartial analysis would view NATO as a model security institution that pro-
vides regional stability that benefits the Russian Federation, Russia’s opinion of NATO
is quite different, seeing the Alliance as a historic rival and potential threat as it en-
croaches on strategically vital territory on the Russian border and threatens Russia with
encirclement.®” The European Union’s Eastern Partnership has likewise been met with
Russian skepticism, with Moscow holding the view that the initiative is an attempt to
lure several former Soviet republics out of the Russian orbit.*®

These long-standing difficulties have been accompanied over the years by friction
over a rotating agenda of issues, recently including U.S. plans for missile defense, ef-
forts at democracy promotion,* public shaming over Russia’s poor human rights re-
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cord,” and disagreement over Libya, Syria, and Iran.”’ Relations with the West reached
their nadir during Russia’s August 2008 war against Georgia, when Russia’s reputation
suffered serious damage and Western cooperation with Russia ground to a halt.”* After
several months of deadlock, in February 2009 U.S. Vice President Joseph Biden an-
nounced the Obama Administration’s desire to “press the reset button” on its relations
with Russia, reversing a “dangerous drift” and emphasizing a list of common interests,
including nuclear proliferation, international terrorism, and stability in Afghanistan.”

The results of the reset have been inconclusive. Some experts view it as having ac-
complished what was intended by thawing relations between the U.S. and Russia and re-
igniting cooperation on Afghanistan, sanctions against Iran, Russian entry into the
WTO, and a new strategic arms reduction treaty.”* Other observers are less sanguine,
pointing to a slow erosion of the reset’s initial promise through disagreement over Iran
and Syria, questions over the legitimacy of Putin’s 2012 presidential election victory,
passage in the U.S. of the Magnitsky Act to sanction Russian officials who violate hu-
man rights, Russian war games simulating an invasion of Poland, and other aggrava-
tions.”” The ultimate value of the reset may never be clear, but the need for the U.S. and
NATO to continue a policy of engagement with Russia remains unchanged.

With relationships that are increasingly interdependent and interests that converge on
many issues, the U.S. and NATO clearly recognize that cooperation with Russia is a ne-
cessity, and that the absence of cooperation comes at a cost.”® Following a bilateral
meeting with then-President of the Russian Federation Dmitry Medvedev in 2012, U.S.
President Barack Obama affirmed this view, saying that “as two of the world’s leading
powers, it’s absolutely critical that we communicate effectively and coordinate effec-
tively in responding to a wide range of situations that threaten world peace and secu-
rity.... [A]t a time of great challenges around the world, cooperation between the United
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States and Russia is absolutely critical to world peace and stability.””” Similarly, the
2010 NATO Strategic Concept affirmed that “NATO-Russia cooperation is of strategic
importance as it contributes to creating a common space of peace, stability and secu-
rity.... [W]e remain convinced that the security of NATO and Russia is intertwined and
that a strong and constructive partnership based on mutual confidence, transparency and
predictability can best serve our security.”® Russia, for its part, has taken a more cau-
tious view, calling in its national security strategy for “an equitable and valuable strate-
gic partnership with the United States of America, on the basis of shared interests and
taking into account the key influence of Russian-American relations on the international
situation as a whole” and indicating its willingness to “develop relations with NATO on
the basis of equality and in the interests of strengthening the general security of the
Euro-Atlantic region.””

Unfortunately, the current strategic dialogue is limited, both with respect to what is-
sues are being discussed and in terms of concrete progress anywhere on the agenda. The
U.S., Russia, and NATO all suffer from myopia in their views of engagement, tackling
only a narrow range of issues, declining to take risks to achieve success, and thereby
missing opportunities to score even minor victories.'® This failure is disappointing, be-
cause cooperation for its own sake is fruitful as it breaks the inertia of intractability and
breeds further cooperation, whether on related issues or elsewhere on the docket.'”
Tangible progress is elusive, and finding a way to achieve it must be the goal, starting
with small wins, building confidence, making cooperation a habit, and ultimately taking
on the most demanding tasks as trusted partners. For this reason, in an open letter pub-
lished earlier this year, four former U.S. Ambassadors to Moscow and four former So-
viet or Russian Ambassadors to Washington chided their current governments to work
harder in this regard because “a more active search for joint projects in areas of mutual
self-interest will add an important element to the structure of Russian-American stabil-
ity.”' Cybersecurity represents one key area where U.S., NATO, and Russian interests

7 Barack Obama and Dmitry Medvedev, “Remarks by President Obama and President Medve-
dev of Russia After Bilateral Meeting,” 26 March 2012.; available at www.whitehouse.gov/
the-press-office/2012/03/26/remarks-president-obama-and-president-medvedev-russia-after-
bilateral-me.

% North Atlantic Treaty Organization, Active Engagement, Modern Defence (Strategic Concept),
29-30.

0 National Security Council of the Russian Federation. “Russia’s National Security Strategy to
2020,” 12 May 2009; available at http://rustrans.wikidot.com/russia-s-national-security-
strategy-to-2020 (English translation).

190 Blank, “Introduction,” 17; Oliker, et al., Russian Foreign Policy, 137; Sestanovich, “Reassess-
ing the U.S.-Russia ‘Reset’.”

191 Blank, “Introduction,” 6.

12 John Beyrle, et al. “Priorities for Russia-U.S. Relations: A Statement by Former Ambassadors
to Washington and Moscow,” Carnegie Endowment for International Peace Web Site (12
April 2013); available at http://carnegieendowment.org/2013/04/12/priorities-for-russia-u.s.-
relations-statement-by-former-ambassadors-to-washington-and-moscow/fzal.

34



FALL 2013

coincide and rapid progress is eminently achievable, providing a foundation for further
collaboration and improving the broader relationships among all parties in the process.

Russia and Cybersecurity

Russia is a highly capable power in the cyber realm, described by the head of U.S. Cy-
ber Command as a “near peer” to the U.S.,'” with more sophistication than other ad-
vanced competitors like China and Israel.'™ This aptitude is a consequence of Russia’s
wealth of highly educated workers with strong technical backgrounds, who make up a
large pool of skilled human capital well suited for employment on information technol-
ogy endeavors.'” Lacking outlets for this talent in the underdeveloped Russian tech
industry, Russian government and organized crime networks—which appear to have a
great deal of overlap in the cyber realm'*—provide the largest markets for gainful em-
ployment.'”’

Although Russia possesses an advanced capability that ranks among the best in the
world, its fundamental understanding of cybersecurity diverges widely from that of the
U.S. and NATO,'™ which creates philosophical and conceptual differences that pose
real—albeit surmountable—obstacles to constructive dialogue on cyber issues. At pre-
sent, a lack of common understanding makes any discussion between Russia and the
West on cyber topics, in the words of one expert, an act of “mutual incomprehension
and apparent intransigence.”'”” These differences must be understood and resolved for
cooperation to bear fruit, which can only be achieved through regular dialogue and con-
sistent interaction, a perspective reflected in the comment by the U.S. Secretary of
State’s Coordinator for Cyber Issues Christopher Painter that “We need to engage with
countries around the world, even with those with whom we disagree.”''’
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Russia does not see cybersecurity or any cyber activity as a distinct issue, standing
alone and addressed in isolation, as is the tendency in the West. In fact, cyber—a ubiq-
uitous term in the West—is not a word used in official Russian-language documents, ex-
cept when referring to the activities of other countries. Rather, where Westerners discuss
cyber, the Russian military community instead prefers to use the term informationiza-
tion, viewing cyber as an embedded part of the broader concept of information opera-
tions.""" Indeed, the foundational document for Russian information security does not
contain either the words cyber or Internet anywhere in its text.''> Rather, the Russians
take a holistic, integrated approach to information operations (or information warfare)
that blends a technical dimension consisting of hardware, software, and other techno-
logical components with a psychological aspect that affects information processing, per-
ceptions, attitudes, and decisions to provide Russia an information advantage over com-
petitors or adversaries.'"” In the Russian view, the technical dimension of cyber—pro-
tecting data and computer systems from hackers, spies, and criminals—cannot be di-
vorced from the cognitive aspects of employing information, such as public affairs, psy-
chological operations, deception, and so on.'"*

This point of view leads Russia to focus its national information security efforts on
protecting society from ‘“harmful” information. The notion that information might be
considered dangerous highlights another important distinction between Russian and
Western perspectives. The West sees information as a public good, which governments
should subject to minimal controls and allow to flow as freely as possible, including
over the Internet — what former U.S. Secretary of State Hillary Clinton called the “free-
dom to connect.”"" In contrast, the Russian Federation worries heavily about the unfet-
tered exchange of information having a destabilizing effect on its societies, or at least on
the rule of the current leadership.''® “Internet sovereignty,” or the ability of the govern-
ment to monitor and, if necessary, control the information domain is an essential element
of the Russian position on cybersecurity and a key component of Russia’s international
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efforts on cyber issues to date.''” It also remains an important point of disagreement with
the U.S. and other mature democracies.

In the international arena, the one important treaty on cybersecurity issues already in
existence is the Council of Europe’s Convention on Cybercrime, also known as the Bu-
dapest Convention, a major regional agreement with the potential for global acceptance.
It has been adopted by thirty-nine mostly European countries—including the U.S. but
not Russia—since its initiation in 2001.""® The treaty provides a model for cooperation
between different countries and with private industry in combating cybercrime, offering
a template with potential for expansion to other cyber issues.''” Russia, however, objects
to ratification of the treaty as an infringement of its sovereignty, as it would invite de-
mands for cooperation in identifying, for example, the perpetrators of the cyber attacks
on Estonia in 2007 or Georgia in 2008, along with requests from foreign law enforce-
ment agencies in shutting down the extensive cybercriminal activity that originates on
Russia territory.'?’

Rather than support the Budapest Convention, Russia has emphasized the need for a
new international regime that more closely corresponds to its views on cybersecurity.
Russian officials and academics consistently espouse a position that existing interna-
tional law is inadequate and that new accords are necessary to affirm national sover-
eignty and deter aggressive behavior in cyberspace.'?' Their proposals, including the
2011 letter to the UN Secretary-General it co-authored with China, Tajikistan, and Uz-
bekistan, generally seem to share three aims: to constrain or limit competing U.S. initia-
tives to develop norms in cyberspace, which they view as a means of consolidating the
U.S. competitive advantage in cyberspace; to affirm the rights of countries to monitor
and control the flow of information over the Internet, which they see as essential to en-
suring domestic security; and to prevent the further development or proliferation of of-
fensive cyber weapons. These tenets contrast sharply with the Western emphasis on
commitment to the free flow of information, measures to combat cyber crime, and state
responsibility for Internet activity occurring within a country’s borders.'* These differ-
ences might appear to be irreconcilable at first blush, limiting the odds of achieving con-
sensus on an international framework for cyber operations.'” However, there are many
points of agreement that provide a starting point for cooperation — on securing supply
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chains, protecting critical infrastructure, sharing information on threats, and combating
Internet use by drug traffickers and pedophiles.'**

While Russia may view cybersecurity differently from the U.S. and its NATO part-
ners, taking advantage of the commonalities that do exist is necessary in order to forge a
broader agenda on cybersecurity, across the spectrum of security issues and, ultimately,
beyond mere security to a fuller range of topics. Expanding the “envelope of coopera-
tion” demands innovative partnering, breaking patterns of mistrust, and forging new
means to identify and achieve common goals.'” In the context of U.S.—Russia and
NATO-Russia relations, this will involve reconciling the lack of U.S. and NATO trust
in Russia, as well as ensuring that Russia feels like an equal partner, fully vested in the
ownership and decision making of whatever venues are used for engagement. It will also
require working through seemingly incompatible visions for European security, dis-
similar strategic cultures, and a track record startlingly lacking in sustained tangible co-
operation.'*® Both sides will have to be willing to take some risks, both in security terms
and with domestic constituencies, to achieve appreciable results.'”” But such risks are a
modest investment that offers the potential of substantial return on cybersecurity issues
of great importance to all parties.'**

Engaging Russia in the Cyber Domain

The U.S. and Russia have long acknowledged their mutual interest in cooperating on
cybersecurity issues, stretching back to a 1998 declaration by U.S. President Bill Clinton
and Russian President Boris Yeltsin that included a commitment to “mitigating the
negative aspects of the information technology revolution,” which they characterized as
a “serious challenge” to the security of the two countries.'” The same statement also
emphasized collaboration in anticipation of Y2K,"° which resulted in extensive joint
preparations for and monitoring of potential information technology problems at the turn
of the millennium."' Since then, the two countries have worked together primarily on is-
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sues tangentially related to cybersecurity, such as joint monitoring of electronic launch
procedures for ballistic missiles and updated digital encryption standards for the White
House—Kremlin hotline.'*? In December 2009, the U.S. and Russia affirmed their com-
mitment to cooperation during a meeting of the UN Committee on Disarmament and
International Security by agreeing to bolster Internet security and develop norms for
military operations in cyberspace.'> Shortly afterward, this led to a UN General Assem-
bly Resolution calling for the “strengthening the security of global information and tele-
communications systems” and “study [of] existing and potential threats in the sphere of
information security and possible cooperative measures to address them.”"** U.S.—Rus-
sian concurrence on the resolution’s wording—however vague and seemingly anodyne
the content—represented a breakthrough in bilateral cyber diplomacy, ending ten previ-
ous years of wrangling over verbiage and leading to further official discussions on cy-
bersecurity.'*’

Most subsequent official bilateral consultations have been held deliberately out of
the public view, and have been described by U.S. Vice President Joseph Biden as de-
signed to “build up cooperation and to set up lines of communication in the event of an
alarming incident.”'*® The latest series of talks, which began in February 2011, focused
on cybersecurity areas of mutual concern such as exchanging technical information on
threats, working toward common understanding on military operations in cyberspace,
and establishing protocols for communicating between Moscow and Washington during
cyber-related crises.”®” In an early gesture that suggested a symbolic effort to build trust,
the U.S. complied with a proposal to exchange position papers on cyberspace by pro-
viding the Russians with the Pentagon’s Strategy for Operating in Cyberspace '** before
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the document was officially published in July 2011."*° U.S. Cybersecurity Coordinator

Howard Schmidt and Russian National Security Council Deputy Secretary Nikolay Kli-
mashin issued a joint statement in June 2011 characterizing the discussions as “deepen-
ing mutual understanding on national security issues in cyberspace,”'*’ and Schmidt
later blogged that they are “a prime example of the ‘Reset’ in U.S.—Russia relations
taking on a new and important dimension.”"*!

More than two years of these talks culminated in a bilateral accord announced by
U.S. President Obama and Russian President Putin in June 2013 on the sidelines of the
G8 Summit in Northern Ireland. As expected, the joint statement issued by the White
House described measures including information sharing between national computer
emergency response teams (CERTs), expansion of the nuclear hotline to provide direct
communications during cyber crises, and establishment of a cybersecurity working
group within the framework of the U.S.—Russia Bilateral Presidential Commission. Al-
though the announcement rightly calls U.S.—Russian cybersecurity cooperation “essen-
tial to safeguarding the security of our countries” and describes the agreement as “land-
mark steps” in helping “to meet our national and broader international interests,” much
work remains to be done. Mere willingness to cooperate signals the importance of cy-
bersecurity to both parties—especially in light of the general contentiousness of U.S.—
Russian relations—but the pact should be seen as a cautious but necessary first step in a
deepening relationship rather than an end in itself.'**

NATO and Russia have to date shared a relationship on cybersecurity issues that is
even less auspicious. The transition from Cold War adversaries to modern partners has
been halting and is still incomplete. Writ large, NATO-Russia relations are governed by
the 1997 NATO-Russia Founding Act on Mutual Relations, Cooperation, and Security,
which established relations on a “NATO+1” basis, meaning that NATO would act as a
bloc in working bilaterally with Russia on any issue. In 2002, the Rome Declaration
modified that relationship by establishing the NATO-Russia Council (NRC) as a forum
for Russia to ostensibly meet as an equal partner of the NATO member states in ad-
dressing areas of common interest.'*® Since then, Russia has made repeated overtures in
the NRC to cooperate on cybersecurity, but NATO has never demonstrated the willing-
ness—i.e., the trust—to accept. During the 2012 NATO-Russia Council meeting of for-
eign ministers, the strongest endorsement that the parties could muster was “interest ex-
pressed in exchanging views on cybersecurity and in discussing opportunities for mili-
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tary-technical cooperation,” hardly a clarion call for a true partnership.'* Most recently,
Russian Foreign Minister Sergey Lavrov called for Russia and NATO to work together
to build up cybersecurity during the April 2013 NATO-Russia Council meeting of for-
eign ministers, and Lavrov later told the media that U.S. Secretary of State John Kerry
had “immediately supported” the proposal, although no official U.S. or NATO statement
on Lavrov’s proposal followed the meetings.'*’

As with all Alliance decisions, achieving unanimity among the twenty-eight member
nations is extremely difficult. Any interaction with Russia is a special challenge given
the sensitivity of several current NATO countries that were either former Warsaw Pact
members or Soviet republics and view their relations with Russia during the Soviet era
through a lens of domination or even occupation. For them, discussions of general part-
nership with Russia verge on heresy, and cooperation on cybersecurity, particularly in
the wake of the 2007 cyber attacks on Estonia and the 2008 Russia-Georgia War, is
nearly unthinkable. Fortunately for the skittish NATO members—or, perhaps more ap-
propriately, because without their consent, no change is possible—NATO policy essen-
tially forbids cooperating on cybersecurity with any countries outside the Alliance ex-
cept for a select group of its closest partners, requiring either a change to current policy
or case-by-case exceptions to forge any real cyber partnership.'*

An Agenda for NATO-Russian Cooperation

Absent any ongoing cooperation between NATO and Russia, a virtually blank slate ex-
ists for developing NATO’s agenda to finally begin to engage Russia in the cyber do-
main — and NATO must acknowledge that such engagement is imperative going for-
ward. While the NATO Policy on Cyber Defense acknowledges that NATO will “tailor
its international engagement based on shared values and common approaches,”'* and a
recent NATO study called international partners “essential actors of NATO’s cyber de-
fense” with whom NATO should “develop bilateral arrangements ... focusing on infor-
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mation-sharing, exchange of best practices, and judicial agreements,” Alliance gridlock
has prevented NATO from even initiating a relationship with Russia on issues of mutual
concern."”® As a consequence, NATO members with favorable bilateral relations with
the Russian Federation are bypassing NATO to work directly with Russia on cybersecu-
rity and other topics, which neutralizes the collective influence of NATO and plays to-
ward the Russian strategic goal of marginalizing NATO wherever possible.'* Rather
than sitting on the sidelines as the cyber domain is evolving around it, NATO has the
opportunity and the need now to match its actions to its rhetoric by accepting Russian
overtures to cooperate on cybersecurity. It should build internal consensus on engaging
Russia with relatively low-cost, low-risk measures where both sides can easily find
agreement as first steps toward an eventually more substantial partnership that tackles
the thornier problems where the two sides have fundamental differences. Specifically,
NATO should seek to cooperate with Russia to accomplish the following goals.

Add a Cybersecurity Working Group to the NATO-Russia Council. Ideally, this ar-
rangement would establish a stand-alone working group on par with working groups
covering topics like missile defense, logistics, or terrorism. If that were to provide too
broad of a mandate for the Alliance partners to agree to, it could be formed as a sub-
group underneath the Science for Peace and Security Committee with a much narrower
and more technical purview. In any case, forming a working group at the NRC would
signal the intention to work seriously with Russia on cybersecurity and would provide an
organizational venue for doing so."*’

Partner Computer Emergency Response Teams. Regardless of the level of trust be-
tween NATO and the Russian Federation, having contacts established between the tech-
nical experts who have the ability to respond in the event of a crisis is invaluable."’
NATO should collectively adopt the pragmatic stance of some of its member states and
begin a series of limited, technically-oriented exchanges between the NATO Computer
Incident Response Capability Technical Center and the Russian CERT in order to ex-
change technical information and determine how best to communicate during a crisis.
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Share Cyber Intel. Because cyberspace is constantly evolving and the nefarious ac-
tors who operate within it are continually adapting, maintaining up-to-date information
on cyber threats is an endless challenge. Likewise, sharing intelligence across NATO
can be a sensitive and difficult process, so any proposal for trading secrets with Russia
might on the surface seem dubious — except that during an April 2013 visit to Moscow,
NATO Deputy Secretary-General Alexander Vershbow proposed the creation of two
centers to allow Russia and NATO to share intelligence, conduct joint planning, and co-
ordinate operations on missile defense.'*> While a final agreement on establishing these
centers is nowhere near, missile defense has been as much of a source of friction be-
tween the U.S., NATO, and Russia as cybersecurity, so the proposed facilities provide a
template for a cyber threat information clearinghouse as another space for NATO and
Russia to cooperate. Such a clearinghouse could start small and work initially on shared
analysis of excellent but unclassified data from commercial cybersecurity firms and, as
trust is built, graduate to more sensitive and classified intelligence products.'*®

Develop Confidence-Building Measures. The Organization for Security and Coop-
eration in Europe (OSCE) is nearing completion of a set of confidence-building meas-
ures (CBMs) intended to prevent misunderstandings and avert international conflicts
among its fifty-seven member countries.”** Although the publicly available draft of the
measures reveals them to be voluntary and not particularly robust,'” the agreement,
once finalized, will be important for having started a conversation on cybersecurity
among over a quarter of the world’s nation-states and in facilitating the exchange of cy-
bersecurity terminology, doctrine, and contacts among the members. NATO should
build on the OSCE agenda to pursue a more detailed and more ambitious set of CBMs
with Russia, including joint early-warning mechanisms, exchanges of technical cyberse-
curity recommendations, and improvement of cyber crisis communication channels.'*®
Given that all twenty-eight NATO countries and Russia are part of the OSCE, achieving
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consensus on confidence-building measures at the NRC should be attainable, and it
would go a long way to addressing Russia’s almost paralyzing fears of being blamed for
a cyber incident in which it legitimately played no role.””” And since NATO and Russia
have a long track record of devising CBMs related to nuclear weapons, adapting those
existing procedures and processes to cybersecurity would appear eminently achievable.

Conduct Combined Cyber Defense Exercises. Concerns about allowing Russian par-
ticipation in cyber exercises abound—both objections to any Russian role and wariness
over Russian intimidation of other exercise partners, especially those from the post-So-
viet space—but NATO has been successfully dealing with Moscow in non-cyber con-
texts for years. NATO should adopt a similar approach with cybersecurity. Since 2010,
U.S. European Command (EUCOM) has hosted a series of cyber defense exercises
called Cyber Endeavor, nested in and simultaneous with its larger Combined Endeavor
command-and-control exercise.'”® Because the EUCOM commander is dual-hatted as
the NATO Supreme Allied Commander, this arrangement allows all of NATO to par-
ticipate in the exercise, along with other nations that fall outside of NATO’s cybersecu-
rity cooperation policy, effectively sidestepping the NATO guidelines and expanding the
circle of authorized participants. In 2012, the exercise included 175 participants from
thirty-two countries, some members of NATO and some not, focused on network de-
fense procedures and cyber incident response.'”” NATO should embrace this forum for
engaging Russia by inviting it, through EUCOM, to future iterations of this exercise,
initially as an observer and later as a full participant, as it has done on other, non-cyber
exercises in recent years.'®

NATO also has conducted an annual, more limited, technical cyber defense exercise
series called Locked Shields through the Cooperative Cyber Defense Center of Excel-
lence (CCD COE) in Tallinn, Estonia. The 2013 exercise included CERTs from NATO
headquarters, eight NATO member countries, and Finland (one of the countries NATO
security policy allows the Alliance to partner with on cybersecurity issues) in a real-time
network defense exercise focused on mitigating large-scale cyber attacks.'®' Although
the current security policy proscribes Russian participation, the CCD COE Steering
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2011/03%20March/ Stavridis%2003-29-11.pdf, 17.

11 CCD COE, “NATO Team Wins the Locked Shields Cyber Defence Exercise,” NATO
Cooperative Cyber Defense Centre of Excellence Web Site (26 April 2013); available at
www.ccdcoe.org/413.html.
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Committee should ask its stakeholders for explicit permission to pursue Russian in-
volvement in Locked Shields, first as an observer and then as a participant, perhaps
partnered with another CERT.

Forge Consensus on International Cyber Law. The fundamental disagreement on the
adequacy of existing international law—the U.S. and NATO want to apply current law
to cyber issues, while Russia insists that a new international treaty is required—seriously
inhibits progress on other cyber issues, because the law defines what is and is not per-
missible in cyberspace. As a first step toward resolving these differences, NATO should
involve Russia in its efforts to interpret and elaborate international cyber law, which
could help soften the divide that exists between the two camps.

An easy, low-risk first step is to invite Russian participants to the semi-annual Inter-
national Law of Cyber Operations Course, organized by the CCD COE, the U.S. Naval
War College, and the NATO School. The course is intended for legal advisors to cyber
policymakers and provides a basic knowledge of international law as it applies to cyber
operations. It could serve as a valuable forum for thoughtful interaction between legal
experts from NATO and Russia.'®

NATO also needs to recognize the opportunity it missed in sponsoring the develop-
ment of the Tallinn Manual with virtually no representation or input provided by experts
from Russia or virtually anywhere outside of Western Europe or North America, which
resulted in a legal reference that essentially proselytizes to the already converted on in-
ternational cyber law. As a consequence, Russia has adopted a position that either ig-
nores or rejects (depending on the source) the interpretations of international law repre-
sented in the Tallinn Manual.'®® Future projects of this nature are important, but their
impacts will be limited as long as the pool of contributors remains exclusive, as is the
plan for a follow-up Tallinn 2.0 project to examine international law for cyber attacks
that stay below the threshold of armed attack.'® Admittedly, finding a Russian legal ex-
pert with the appropriate credentials who would be a constructive participant and not an
obstacle to progress could prove difficult. However, when the alternative is to create an-
other reference work that “[I]arge parts of the world will not consider ... legitimate,”'*
NATO should underwrite more inclusive projects that are likelier to find widespread ac-
ceptance and narrow the differences between the opposing viewpoints on key issues of
international cyber law.

2 CCD COE, “International Law of Cyber Operations,” NATO Cooperative Cyber Defense
Centre of Excellence Web Site; available at www.ccdcoe.org/352.html.

163 «“The Applicability of International Law in Cyberspace — From If to How?” Panel Three at the
Georgetown University Conference on the International Law on Cyber (10 April 2013);
available at http:/Isgs.georgetown.edu/events/InternationalEngagementonCyber2013/Panel
ThreeApplicabilityofInternationalLawinCyberspace041013.pdf. The comments of Dr. Anatoly
Streltsov from Lomonosov Moscow State University in this transcript are representative.

164 CCD COE, “Four Legal Experts Appointed as Centre’s Senior Fellows,” NATO Cooperative
Cyber Defense Centre of Excellence Web Site (9 May 2013); available at www.ccdcoe.org/
422 html.

165 «Apply International Law to Cyber-Warfare? Good Luck,” The Economist (23 March 2013).
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U.S.—Russia Cybersecurity Engagement

Whereas NATO-Russian cyber cooperation is essentially nonexistent, U.S.—Russian bi-
lateral cyber cooperation can best be characterized as nascent and low-key, even if the
June 2013 breakthrough agreement on cybersecurity cooperation is viewed in an opti-
mistic light. Although the 2011 U.S. International Strategy for Cyberspace calls for a
“wide range of bilateral dialogues” to “advance common action on cyberspace’s emerg-
ing challenges,”'* publicly very little information is available about work with Russia
on any cybersecurity issues beyond occasional media reports of law enforcement assis-
tance in bringing down an Internet fraud ring.'®’ New cooperation between the U.S. and
Russia on cyber issues may result from the June 2013 accord, but the modest measures it
contained are more token steps that indicate a desire to work together than they are
deeply substantive solutions to the most pressing cybersecurity challenges the two
countries face. The establishment of a cyber working group under the auspices of the
U.S.—Russia Presidential Commission provides a forum for the two sides to maintain
momentum toward further cooperation. Indeed, the U.S. and Russia should build on
their recent achievement to solidify their relationship in cyberspace by pursuing the fol-
lowing steps.

Deepening CERT Partnerships. Whatever increase in interaction has taken place
between U.S. and Russian CERTs that has occurred since the Obama-Putin announce-
ment on cybersecurity cooperation has happened behind closed doors — and it has almost
certainly not been enough. As with NATO-Russian CERT partnerships, the value of
knowing who to call in the event of a crisis is immeasurable, and increasing the fre-
quency of interaction between U.S. and Russian CERTs has virtually zero downside.
Over time, the two sides should strive for increased real-time collaboration between
technical experts and analysts, joint technical training and exchanges, sharing of infor-
mation on threats and trends, and development of standardized incident response man-
agement procedures to build trust and confidence between the two teams and to increase
their interoperability during crises.

Conducting Combined Cyber Defense Exercises. The U.S. should invite Russia to
begin participating in its European Command-sponsored exercise Cyber Endeavor,
which would be important for both direct engagement with Russia and to boost NATO’s
involvement with Russia on cyber defense cooperation. At the same time, U.S. Pacific
Command also hosts its own annual Cyber Endeavor exercise, which in 2012 involved

166 Office of the President of the United States, International Strategy for Cyberspace: Prosper-
ity, Security and Openness in a Networked World (Washington, D.C.: Government Printing
Office, 2011), 12.

167 Nikola Krastev, “In U.S. Cybercrime Case, Track Record Indicates Russia Willing to Cooper-
ate,” Radio Free Europe/Radio Liberty (9 October 2010); available at www.rferl.org/content/
In_US Cybercrime Case Track Record Indicates Russia Willing To_Cooperate/2185564.
html.
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twenty-two countries from the Asia-Pacific region.'® Because none of the PACOM
exercise participants are former Soviet republics or Warsaw Pact countries, Russian in-
volvement would likely produce less controversy than it would in the European theater.
The U.S. should extend invitations to the Russian Federation to both Cyber Endeavor
exercises, starting as an observer and with the intent to bring it up to full participation as
soon as possible. It should also work to include cyber defense dimensions to ongoing
U.S.—Russian exercises like Northern Eagle, Atlas Vision, and Vigilant Eagle to im-
prove cyber defense interoperability between the two militaries at all levels.'®
Cooperating on Cybercrime. U.S.—Russian cooperation on cybercrime has been spo-
radic, while the growth of organized Russian cybercriminal networks has continued un-
abated in recent years, accounting for 36 percent of global cybercrime in 2011 in spite
of reported Russian government efforts to crack down.'” The ideal outcome for the U.S.
would be to convince Russia to adopt the Budapest Convention, which appears unlikely
given Russia’s clamorous opposition on grounds of sovereignty. The U.S. should con-
tinue to press Russia to adopt the Budapest Convention, but it should not abandon its ef-
forts to improve cooperation with Russia on combating cybercrime through the G8’s
Roma-Lyon High Tech Crime Sub-Group, which has produced a small but substantive
program of law enforcement cooperation.'”' The U.S. should also encourage Russia’s in-
clusion in programs that combat types of online crime where Russia has publicly advo-
cated for increased cooperation and whose subject makes controversy unlikely, such as
fighting child pornography or drug trafficking.'”* More directly, the U.S. should work to
strengthen its bilateral law enforcement cooperation on cyber issues, capitalizing on the
recent progress in the wake of the Boston Marathon bombings,'” to cement its relation-

168 Carl Hudson, “Pacific Endeavor 2012 Begins,” United States Pacific Command Web Site (8
August 2012); available at www.pacom.mil/media/news/2012/08/08-pacific-endeavor-2012-
begins.shtml.
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2012); available at www.defensenews.com/article/20120824/DEFREG01/308240002/Norway-
Hails-Northern-Eagle-Bridge-builder. See also “Military Cooperation: Past Events,” U.S.
Department of State Web Site; available at http://m.state.gov/mc38712.htm.

0 Loek Essers, “Russian Cybercriminals Earned $4.5 Billion in 2011,” ComputerWorld (24
April  2012); available at http://www.computerworld.com/s/article/9226498/Russian_
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www.oas.org/juridico/english/cyb_pry G8 network.pdf.
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Radio (1 June 2012); available at http://english.ruvr.ru/2012_06_01/76693555/. For example,
in spite of its public statements, Russia is not one of the forty-nine countries that formed the
Global Alliance Against Child Sexual Abuse Online in December 2012. See also United States
Department of Justice. “Attorney General Eric Holder and High-Level Officials Launch Global
Alliance against Child Sexual Abuse Online,” Department of Justice Web Site (4 December
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ship and improve interaction by both sides in keeping with the countries’ Mutual Legal
Assistance Treaty.'”* Improved coordination should not be taken as a given in spite of
the recent thaw, but a narrow window has opened for the U.S. to complement its usual
efforts to press Russia on cybercrime in a way that could help address this critical or-
ganized crime issue.

Adopting Shared Public Key Infrastructure Standards. Public Key Infrastructure
(PKI) is a technical concept that uses a “digital electronic signature” to verify the integ-
rity of data and the identity of the sender during an exchange of electronic information.
A 2008 report prepared for then-President-elect Obama warned, “Creating the ability to
know reliably what person or device is sending a particular data stream in cyberspace
must be part of an effective cybersecurity strategy.””> PKI technology is an important
means of providing that assurance. Its implementation in the U.S. DoD by means of
Common Access Card (CAC) login, for example, resulted in a 50 percent drop in the
frequency of cyber attacks the year after it was introduced.'” The U.S. committed to
working with other nations in its 2011 National Strategy for Trusted Identities in Cyber-
space,'”” but it has proven hesitant to accept Russian overtures toward collaboration
over fears of Russian attempts to control Internet content and limit its use by dissi-
dents.'™ In spite of this, a technical working group should conduct a joint assessment of
requirements and standards, with the short-term goal of developing common U.S. and
Russian PKI standards in a manner that balances security requirements with civil liber-
ties.'” A bilateral agreement on such standards—particularly one that was technically
compatible with other existing agreements—would be an important milestone toward a
broader, multilateral consensus on electronic identity management.'® Subsequent efforts
could focus on creating structure and incentives for the U.S. and Russian private sectors
to cooperate on future PKI standards and policy recommendations.'®" All of these meas-
ures would also help address U.S. concerns about cybercrime, Russian worries about
“false flag” attacks, and shared problems in securing critical infrastructure from cyber
threats.

7 Mutual Legal Assistance Treaty between the United States of America and the Russian
Federation (17 June 1999); available at www.state.gov/documents/organization/123676.pdf.
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Reaching Consensus on International Law for Cyberspace. Because of the dis-
agreement between the U.S. and the Russian Federation and their respective allies on the
basic issue of the adequacy of existing international law in addressing cybersecurity is-
sues, the development of a global consensus on these important subjects has been slow
and uneven. Although Russia has long urged the development of a global treaty to regu-
late cyberspace, the lack of broad international support makes such an agreement ex-
tremely unlikely. Nevertheless, concurrence on norms of behavior in cyberspace is
overdue and essential — and still achievable without a comprehensive international legal
accord. Rather, a patchwork of bilateral or more limited multilateral agreements that
share commonalities will, over time, generate agreement on the principles that are most
broadly shared. While holding opposing views on many issues, the U.S. and Russia
share similar perspectives on some important points. For example, a 2011 Russian
document on military operations in cyberspace conceded that the international humani-
tarian law principles of discrimination, use of protective indicators, and prohibition on
treachery apply in cyberspace.'® While hardly earth-shattering, this concession does re-
veal some points of overlap in U.S. and Russian interests, and provides a point of de-
parture for a program of engagement. This is an effort that the East-West Institute has
already undertaken as a Track 2 diplomatic initiative to explore how to handle “hu-
manitarian critical infrastructure” and how to apply the “distinctive Geneva emblem
concept” (like the Red Cross or Red Crescent) in cyberspace.'®* Efforts like these should
be encouraged and reinforced and, when sufficiently mature, moved into official diplo-
matic channels for codification — essentially adding one tile at a time to the mosaic of
customary international law that will have to suffice in the absence of a comprehensive
international treaty.

Conclusion

The relationships between the United States and Russia and NATO and Russia are diffi-
cult, messy affairs, with occasional highs punctuating long stretches of uncomfortable
coexistence, periods of contentiousness, and intermittent unbridled acrimony. The policy
issues that keep the two sides at loggerheads seems to continually refresh, with each re-
solved problem being replaced by another seemingly intractable dilemma almost imme-
diately. Trust is in short supply in these relationships, along with a deficit in perceived
mutual respect and equality from the Russian side that colors all interactions with the
other side. In spite of these problems, Russia, NATO, and the U.S. share highly interde-
pendent relationships politically, diplomatically, military, economically, and in many
other important dimensions. In short, they need one another, particularly to address

'82 Ministry of Defense of the Russian Federation, “Conceptual Views Regarding the Activity of
the Armed Forces of the Russian Federation in the Information Space.”

183 Karl Frederick Rauscher and Valery Yashchenko, eds., Russia-U.S. Bilateral on Cyber
Security: Critical Terminology Foundations 1 (New York and Moscow: EastWest Institute
and Moscow State University, April 2011), 7; available at www.ewi.info/system/files/reports/
Russia-U%20S%20%20bilateral%200n%20terminology%20v76%20%282%29.pdf.
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many of the key challenges in the current international environment, many of which de-
mand regional or even global responses. One such issue is cybersecurity, where all three
parties are among the leaders in terms of capability but where contradictory under-
standings of the nature of cyberspace and its uses have prevented them from banding to-
gether to tackle the many challenges posed by the cyber realm. Although progress will
not be easy, U.S., NATO and Russian interests intersect in several key areas—technical
capacity and standards development, threat intelligence sharing, interoperability en-
hancement, and consensus building on international law—that are fit for further explo-
ration. By accepting limited and prudent risks in order to pursue this agenda, all sides
stand to gain, with early advances on these subjects setting the conditions for further
collaboration on cybersecurity and perhaps on a broader range of subjects as trust is
generated and the habits of cooperation take hold.
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