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Introduction

The use of modelling and simulation (M&S) is becoming more pervasive throughout
the NATO defence environment. Simulation models use a variety of techniques,
which have evolved from system dynamics, information science and operations
research (OR). There are closed simulations, without human interaction, which are
used primarily for research and analysis. At the other end of the spectrum there are
interactive simulations with considerably active participation of operators performing,
in general, the human decision making process. The latter type has been the mainstay
of experimental gaming or war gaming in the past, but is now finding increasing
application in the computer-assisted exercises (CAX). Thus, it can be argued that, not
only are simulation models and applications expanding, but that their associated
techniques can be applied across the full spectrum of functional activities of armed
forces.

While the use of modelling and simulation for military purposes is expanding, recent
work by the NATO Steering Group for Modelling and Simulation has demonstrated
that most applications in the NATO nations have been developed by individual
organisations to meet the explicit needs of a particular user community; are not
integral to operational systems; take too long to build and cost too much; can not be
used in concert and are not fully validated. The consequence was the proposal to
develop and apply standards and interoperability procedures as provided by the High
Level Architecture (HLA)."

M&S is an essential component for any intellectual behaviour. Human knowledge
and intellect are based on the ability to create and manipulate models either cognitive
or concrete, as an individual or in groups. The collection of information and the
systematic creation of an image, model paradigm or construction, which represents a
part of the real environment, are fundamental for the development of intellect. Only
by experimenting or manipulating these representations in a goal-oriented, more or
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less systematic approach, it is possible to determine those solutions, which comply
with the desired objectives. The intellectual search for best solutions is always based
on trial and error application of models. Learning is possible only by making
mistakes but this should not be done with a real system of high value or with
processes, leading to catastrophic situations. Therefore, only models, which permit
the necessary simulations and experiments, are means for finding best solutions.

With the quantum leap in the technical and methodological evolution characterised by
digital information systems, modelling and simulation is contributing in high synergy
to this development. Although the principles of experimenting in knowledge
gathering on the basis of replicas of real systems are as old as the human intellect,
models and simulations with digital computers have developed during the last few
decades. The disciplines of natural sciences, in particular those with a quantitative
and logical approach to fact finding, as well as the engineering disciplines, developed
a huge amount of numerical and logical models that are operated on digital
computers.

The essence of simulation is the development and application of explicitly formulated
models, which are executed on computers. These models enable reproducible results
to be generated at anytime in so-called computational experiments. These are
achieved with many parameter variations and testing of assumptions and, thus, are
accessible for discussion and change. The models are structured from mathematical
and logical relationships, which are based on technical, physical or social insights and
theories. A model can be seen as a replica of an existing perceptible system or as a
precursor of a foreseeable system in the planning stages. The model enables the
simulation of the system considered and the analysis of parameters, assumptions and
arguments to be handled. It enables insights into sensitive areas, trends and
interrelationships between parameters.

It can be stated that models and simulations are indeed the most sophisticated method
of information processing and may be regarded as part of hybrid intelligence.
Considering the power of existing computer technologies, the performance of which
have increased far beyond all expectations during the last few decades and has so far
hardly been exploited, as well as the capabilities of associated software and
information systems tools, it becomes clear that models and simulations have an
enormous potential with regard to thinking processes. On account of the models, the
simulations have a rational basis, on which a profitable discussion may be carried out.
Due to model structuring it is possible to define and control the complex relations of
the real world. In a superior way, human decision-making is still given the important
function of taking the responsibility, but irrationalities due to the limited human
information processing capacity are eliminated. Simulations offer the possibility of
analysing the systems of the future, which might be introduced one day. On account
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of the direct decision-making activity in these simulated systems, experimental games
provide planners with information about the future. They are catalysts for group
intelligence, which can define, evaluate and manipulate complex system relationships.
Only in this manner the problems of the future are likely to be treated consciously and
rationally.

Theory of Modelling

Operations Research (OR) was first recognised as a discipline in World War I,
following use of various techniques to optimise planning of military operations.

In 1950, Morse and Kimball defined OR as:?

“a scientific method of providing executive administrators with a quantitative
basis for decisions regarding the operations under their control.”

OR techniques have developed greatly over the years. Simulation has become a major
tool. Simulation languages were developed in the early 1960s that embodied already
various features found in modern computer software (e.g. object-oriented
programming, list structures, and event handling). Possibilities of development of OR
techniques have been greatly enhanced by the wide availability of powerful
computers.

The terms simulation and model are often used. They are, however, frequently not
adequately defined. Definitions, if offered, tend to be imprecise. They may increase
confusion rather than aid comprehension, like the categorisation of simulations as
virtual, life and constructive simulations.®

A model can be defined in terms of typical attributes. In this sense, a model:
o will have been developed to allow a clearly stated objective to be achieved
o will represent another entity (which may be real-world or another model)

e will be an aggregated representation of that other entity (reduction in
complexity)

e will be intended to aid perception (past) or anticipation (future)
e may be either conceptual or concrete.

This list is not intended to be comprehensive, but only to cover the most important
attributes of a model.

According to this definition, a plan may be regarded as a model, prepared with the
objective of aiding the determination of an optimal approach to a future operation.
The plan will embody an aggregated representation of the situation in which this
operation is going to be conducted. It can be made concrete, since it can be
documented and made accessible to others, not only to its creator.
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Figure 1: Intellectual System.

Simulation can also be regarded as a model, embodying an aggregated representation
of the dynamics of a process. In such a model, time is the essential variable. In an
interactive simulation, human participants perform real-world functions. A training
exercise is one example. The objective of a training exercise is to develop
participants’ skills. An experimental game may also provide an example of interactive
simulation. The objective in playing such a game would be to allow participants to
determine the effects of altering at least one variable.

Models, particularly simulation models, can be regarded as essential elements in any
intellectual system. Through intellectual systems that embody perception models
(equivalent to learning processes) and anticipation models (equivalent to plans)
environments can be manipulated and environmental changes anticipated (see
Figure 1). The model of this intellectual system can be interpreted as an agent within
the advanced information systems technology or the research domain of artificial
intelligence.

Attributes of Models

Any model is by definition an image or representation of an original, the objects of
the real system (see Figure 2). Therefore, models are always virtual. Any model is
also a construct developed or created by humans or, more generally, by an intelligent
system for a given purpose, e.g. experimentation.*
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Figure 2: Modelling and Simulation.

Simulation is seen as an experimental set-up in order to perceive or anticipate the
dynamics and the behaviour of the systems. Any simulation uses a model, which is
designed for that purpose. Important characteristics of models as basis for simulations
are:

e  purpose
o relationship between model and original
e reduction of complexity.

Models are substitutes for the original for defined, cognisant or perceiving and acting,
model-using subjects (intelligent systems) within defined time frames and by
constraints on given mental or real actions. The most determining principle of the
purpose is that models are developed and applied in order to fulfill given goals or
motivations.

Either a model is seen as representation of its original, or it is seen as prototype for a
future construction. Thus, there is a certain relationship between a model and its
original in reality or between the future construction and its model in reality. The
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generation of models is a directed process in time; hence the model-original
relationship can be separated into two aspects:®

e the model is the representation or the image of the original
e the model is the prototype for a future construction.

Reduction of complexity means that models simplify the original or the future
construction in order to reduce the noise of the reality, to systematise facts, or to
transmit knowledge and information. The model does not represent all attributes of
the original. It represents only those attributes that are relevant or suitable for the
creator/user of the model. Normally, only a few attributes, elements, or parameters
are taken into consideration, namely those that are important for the desired purpose.
The many attributes, elements, or parameters that have a noise effect, reduce the
clarity of results, or have little relevance are not taken into consideration. A model is
easier and less expensive to manipulate than the original or a construction.

The dominating attribute of a model design and its simulation application is the
objective or motivation for this activity (see Figure 3). Typical objectives are:

e research, which creates new insights in the phenomena of activities,
organisations, operations, planning, procedures, technologies, etc.

e development and engineering, which create new options for activities on the
basis of the research insights. This includes assessment of options and
identification of the best solutions and prototypes.

e testing, which adds flavour or noise in order to test the functionality and
robustness of the solutions and prototypes in stress conditions.

e training/exercises, which enable humans to operate and control the
developed and tested solutions in quasi-real conditions.

Figure 3 shows the principal evolutionary development of models.Starting with the
research, a phenomena or system in reality can be analysed by separating the noise
effects and isolate the core of the problem. This core can be modelled and simulated
in order to obtain the manipulation and change needed for the formation and
engineering of a new entity or prototype. By adding noise and the effects of the
reality, testing and experimenting, and finally, training of humans in exercises is
possible. This synthesis is fundamentally different from the analysis. Simulations and
models are major tools within the full sequence of developments.
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Figure 3: Evolution of Modelling and Simulation.

The objectives cannot be seen in isolation. There is a clear direction or sequence of
activities. The training/exercises only make sense after verification of the solutions or
prototypes in testing frameworks. Testing can only be done after selection of the best-
developed and engineered solutions, which in turn is only possible on the basis of
research insights. It is impossible to turn these sequences around, e.g. a training or
exercise activity and framework is not a valid and useful approach for the research
objective. The aim of the research activity is the identification of systematic insights,
which can only be done by elimination of real-life noise. In training or exercises these
are essential ingredients for the human trainees, since this represents the reality. The
objectives of the simulations are, therefore, leading to and determining different
model constructs.

Attributes of Simulations

Simulation is the dynamic application of the model that was designed for simulations.
Any simulation is a representation of the system, which changes its state in time.
Simulation constitutes a dynamic process in time. In any simulation, the following
characteristics are important:
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e  Experimentation
e Dynamics
e Determination.

Simulation is an experiment on the basis of a suitable model (simulation model) and
an experimental frame. The methods and principles of scientific experimentation in
the implementation, application, and evaluation phases are fully applied in the case of
research and analysis. The credibility and/or acceptability of the results are
determined by the experimental frame, the purpose of the investigation, the model
used, and the reproducibility of results. Time is the independent parameter in any
simulation. From an initial state or situation, the time and state of the model are
changed and advanced either continuously, in time steps or at given events until a
final state has been reached (time-step simulation versus event simulation). The
problem of time synchronisation has to be taken into consideration in certain
applications, e.g. in simulators for training. The simulation is stochastic if relevant
processes are based on random events. Starting from identical initial states, the
random events produce significantly different final states within the reproduced
simulations. A sample of simulation runs results in probability distribution of the final
states. The simulation is deterministic if no relevant random events influence the
processes. In this case, reproduced simulation runs should result in identical final
states.

Interactive simulations are open to human operators who are able to interact with the
model and to change parameters while the simulation is progressing. For analysis
purposes or for testing of plans and procedures, this simulation is also known as
experimental gaming (war gaming). For training purposes in command and control
settings it is known as Computer Assisted Exercise (CAX). As games, like
experiments, are rather expensive in comparison with closed simulations due to the
integration of personnel (time and resources), the risk of committing errors must be
reduced by careful planning in order to make the best use of time and resources. In
this context, planning and evaluation of runs have to be particularly emphasised. It is
frequently assumed that the restrictions on time, costs, personnel and resources do not
allow an ideal experiment.

Model Categories

The models can be categorised and structured in the following types:

e Free-form games include dialectic exchange and discussion, brainstorming,
the path-gaming methods or games in which conflicts, coalitions and even
the rules are developed during the course of the game.

e  Model games or war-games that work with computer models or are based on
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rigid rules. The computer models are generally structured as simulation
models, which represent the system to be played with. The model games are
seen and designated as interactive or open simulations.

Closed simulations which are intended to represent many functions as
realistically as possible, in great detail. In closed simulations, in contrast to
open simulations, human leadership and decision-making functions are
represented not by human beings but by rule mechanisms and algorithms.
The advanced technique of agent-based modelling falls also within this
category.

Analytical, statistical and operations research procedures, which include
expected value models, optimisation techniques, and so on. The analytical
procedures generally contain exclusively static elements.

Model Characteristics
Free Form | Interactive [ Closed Analytical
Games Simulation | Simulation Model

Components Real, humans X X

Computer X X X
Requirements Resources very high high low very low

Time very high high low very low
Attributes Dynamics X X X

Abstraction low low average high

Reproducibility no low high high

Transparency low high high low

A principle can be recognised for the model categories. This is of particular
significance if architecture of models of different categories has to be developed:

With an increasing degree of abstraction the models are in fact easier and
quicker to handle, but depend on the results provided by the detailed models
in order to represent the respective system level. This process can be seen as
a methodological aggregation.

With an increasing detail (less abstraction) the models are of higher fidelity,
but evidently slower and more expensive. Thus, in the analysis phase, it is
increasingly more difficult to cover an appropriate spectrum of analysis
alternatives. For this reason, the number of possible alternatives can be
limited with the more abstract models in order to investigate more precisely
the most interesting ones, followed by the more detailed models.
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In this way, the models supplement each other; no model is the replacement of
another.

Interactive simulations, e.g. war games, are predominantly used where human
leadership functions play an important role. This is necessary for the analysis of the
defence system, as it is characterised decisively by the quality at military command
and control in its effectiveness. Here the command and control process is perceived
by real components of the system, the human commander himself.

When human decision-making, as well as the command and control processes in the
interactive simulation, is successfully represented by corresponding modelling
methods on the computer, the whole process is conducted in a closed form on the
computer. In this sense, the command and control models are agents as defined in the
research domain of artificial intelligence. The interactive application can be
systematically used to research the command and control rules, which are needed for
the decision-making logic or for modelling of the agent behaviour in the closed
simulation.

With the rapid development of the information net technology and the associated
software, the methodology of distributed simulations raised high interest. This
methodology is supported by the standards of interoperability, e.g. HLA, and the idea
of combining and synchronising independently developed simulation models for use
in distributed exercises. Although this approach provides some interesting aspects for
use in international or inter-organisational exercises, the disadvantages of not being
able to control and understand the application and to interpret the results have to be
considered as well.

Defence Applications
In the military domain, models have been primarily developed and applied in the
areas of (see Figure 4):

e Defence Planning

o Development, engineering and acquisition of systems

e Training and exercises, and

e  Operational planning.

Although these principal application areas require models which calculate the effects
and resources for military forces, it is important to note that these areas are very
different in the purpose of the application and, therefore, leading to models of quite
different structures, as discussed in the evolution of modelling and simulation
(Figure 3).



Klaus Niemeyer

29

Defence Planning

<

w

[

ad
«

4—— > Training and Exercises
<€— Operational Planning

P Development and Engineering

v

>
Short Term Medium Term Long Term Time horizon
Figure 4: Military Application Areas.
Characteristics of Application Areas
Application | Time Horizon Data Scenarios Reaction Objective
Areas Requirements Capability
Defence Long term Assumptions [ Many Very small Robust
Planning and estimates Structures
Development | Medium term | Precise System | System Medium Cost/effective
of Systems Data related solutions
Training and | Short term Precise System | Training High Training of
Exercises and related skills
Environmental
Data
Operational | Immediate Real Data Real Very high Optimal
Planning Situation decisions and
operations

Models for defence planning have to be able to calculate a huge variety of parameter
variations in order to manage the uncertainties in the long-term future development
and to analyse many options for the creation of robust structures. On the contrary,
support in operational planning is based on situation with a given force structure and
requires models with the capability of quick response and representation of real
attributes and data. The objectives in the area of training and exercises are to train
human operators or staff groups and, therefore, a quasi-realistic (virtual) environment
has to be created with the noise and flavour of the real life. On the other hand, in
developing and engineering of new systems it is important to manage the noise and
the complexity of the system in order to create transparent and reproducible solutions.
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Utility of modelling in the application areas
Application Free Form Interactive Closed Analytical
Areas Games Simulations Simulations Models
Defence Only for Testing High Very high
Planning
Development Only for Testing High Very high
of Systems
Training and Limited Very High
Exercises (CAX)
Operational High Very high
Planning

The defence system, like any other complex live system or organism, requires steady
adaptation. To this end, potential improvement options need to be continuously tested
and compared with a view on their feasibility, effectiveness and robustness in a wide
range of possible scenarios and taking into account all of the sensitive factors and
their inter-dependence. However, as the human brain may only consider a limited
number of system entities and interrelations simultaneously, modelling and simulation
tools and methods become necessary to support the planning and structuring of
forces. Since models permit account to be taken of the complex interactions of
modern day combined arms combat and its synergistic weapon effects, simulation
approaches provide the required basic instruments. Yet, it must be born in mind that
any analysis has its limitations due to very practical reasons, such as the availability
of data, time, and skilled personnel.

Further, it has to be considered that:

e The models are mathematical (logical, numerical) constructs for digital
computers, which provide many kinds of human interfaces wherever
appropriate,

e The models are operated in an experimental/procedural framework, which
permits the systematic manipulation of inputs in relation to the objective of
the simulation, and

e The models represent parts of the military system at several hierarchical
levels, missions, functions, objectives, and within predefined constraints and
environmental conditions/scenarios.

In what follows some important aspects for the areas of defence and operational
planning will be discussed in more detail.
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Military Structures

Large and complex systems, such as the Armed Forces, are always hierarchically
organised. At low level, the system is physically identifiable in its components, such
as men, weapons, equipment, and vehicles. These components are integrated into
formations, which have a particular task to accomplish, although restricted in terms of
location and time. The time resolution is of the order of minutes or even seconds
since duels between modern weapon systems are generally decided in a relatively
short time. The influence of the environment has a direct bearing, i.e. the outcome of
a duel is dependent on the presence of a direct line of sight to the opponent. At a
medium level, the system elements resemble the formations of the low level. These
elements may be integrated into major units such as battalions, brigades, or divisions
and they can undertake particular, yet wider ranging, targets and tasks. The time
resolution at this level is usually of the order of hours as, in addition to the direct
battle, some time is required to carry out additional functions, e.g. to take the
appropriate command measures and to position the formations at the desired places.
The results of a battle are determined by a large number of duels whereby it is
sufficient to consider the terrain in its general features using appropriate maps. At
high levels, the system is made up of the medium level units. The time resolution is in
terms of days since, in addition to the combat operations at medium level, a wide
variety of logistical, surveillance, command and control, preparation, support, and
movement processes, all of which require time, are taking place.

It is important to define the level of simulation in the system since there are specific
problems at each level. It is not possible, for instance, to create a simulation at the
highest level on the basis of consideration of duels at the lowest level only.

To achieve an architectural structure for models, procedures and applications, order
criteria have to be agreed, towards which the many possibilities of modelling should
be oriented. As an example, here the system levels are structured in relation to the
hierarchical structure of military forces as follows:

e Security system in long-term interaction between sociological, economic,
ecological, political and military forces in an international context. The
dimensions of time are measured in years.

e Security system in relatively short-term interaction between political and
military forces in an international context for resolution of crisis. A military
build-up of forces (mobilisation) falls in this category. The dimensions of
time are measured in months.

e Military system of armed forces in an operation. The military area is a
theatre or a region. The dimensions of time are measured in weeks.

e National armed forces, i.e. Army, Air Force and Navy, in typical sub-
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scenarios of a major conflict or crisis. The dimensions of time are seen in
terms of days.

e National major units or units of a respective Armed Force in typical
(generic) sub-scenarios. The dimensions of time are measured in terms of
hours.

e Weapon systems or individual functions at the lowest level. The dimensions
of time are measured in terms of minutes.

Given this structure at various system levels, the following principles for architecture
can be assumed, which are of great significance for model development and model
applications.

e For a top down approach, the objectives and the assumptions at the lower
level are derived from scenarios at the respective upper level.

e For a bottom up approach the input for the simulations can be aggregated
from the results of the lower level, i.e. they can be so summarised that they
represent sufficiently the variety of the respective micro-events.

In this way, the data flow can be defined as comprehensive model architecture.

Some aspects should always be considered for the assessment of the appropriate
resolution of models for simulation. The applications should be adjusted to the
particular problems at the respective levels. From a pragmatic point of view, the input
and output data have to be manageable for the user, the modelling process has to be
clear at least in general terms, and the data volume has to remain within the work
limits of the users and the developers. The models can be constructed efficiently with
modular and open software technology, e.g. object-oriented programming, if
appropriate. Thus, it is possible to exchange simple, less detailed modules with more
complex ones and vice versa. Given the availability of standard data structures and
interfaces, such as HLA standard and agent-based modelling, comprehensive modular
systems can be developed, as long as the resulting product can be kept under control.
For models of higher levels of the system hierarchy it is necessary to develop
procedures for aggregation of data from the detailed models of the respective lower
hierarchical levels. This process demands from the user to have a relatively high
abstraction capability and it is often not understood. However, as there are generally
some overlaps between the hierarchical levels, it is possible to reciprocally check the
model functions in an iterative manner.

The resolution of a model is to be understood as the process described by explicit
state parameters or the element level of the modelled system. The greater the
resolution of a model, the greater the variety of mathematical functions and the
amount of necessary data and assumptions. Whereas pure conceptual models in most
cases only have minor resolution, mathematical simulation models allow considerably
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greater resolution. On the other hand, a model that is too comprehensive and too
complex cannot longer be handled due to the loss of transparency and reproducibility.
This contradicts the intentional and deliberate simplification by eliminating factors,
which are irrelevant to the objective. In the end, neither of the extremes, the all-
intelligible trivial model and the all-inclusive no longer manageable overall model, is
suitable for simulation. Another aspect of model development results from the fact
that the evaluation of defence systems and even of individual components cannot be
confined to one process level. For instance, duel models usually do not suffice to give
enough information about the effectiveness of a weapon system. For example, the
frequency and/or the importance of the respective duel situations or the availability of
the weapon system must also be taken into consideration. Both parameters, however,
closely depend on the next higher process level, in this case the combat or the
operation. Thus, for example, the importance of the Air Force mission Interdiction
(engagement of moving army formations by the Air Force) is not only reflected in the
primary effect expressed in destroyed vehicles, or the secondary effect expressed in
local disorganisation and march delay, but rather in the relief of defending in the
point of the main effort of the battle. In this case, simulation models that cover
several levels are needed.

Military Functional Areas and Phases of Operations

Military operations can be regarded as groups of processes occurring simultaneously
or in sequence (see Figure 5). There is a wide range of processes involved in planning
and executing military operations, both for generic peacetime planning and for
contingency operational planning. Some of these are shown in Figure 5. They interact
in complex ways and require stringent management. Intelligence in the military sense
is concerned with identifying threats and stimulating political decision-making
processes. In peacetime, generic plans are made to ensure readiness for operational
planning if a crisis situation arises. Outcomes of operational planning form inputs for
political decision-making, and govern military deployment to crisis areas.
Deployment of well-trained forces and subsequent preparation for their possible
future employment may deter a potential aggressor. If deterrence works, no further
employment of forces may be required. Re-deployment of forces may subsequently
be possible.

Simulation can be used in relation to any of these processes, to arrive at optimal
solutions. Use of simulation is especially valuable in deriving solutions in the face of
frequently changing circumstances.
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Figure 5: Military Processes and Functions.

Deterrence is not a direct phase of potential crisis. It is a very important function in
all situations to create a perception in view of the opponent or warring parties that a
conflict is not in their interest. Deterrence has many aspects; it has to be seen at all
levels, at all phases and for all conflict types. An important contribution to create this
perception is the demonstrated knowledge about the actions, the situation, the status
and the capability of the opposing forces and, if possible, the intention. This can be
accomplished through the use and demonstration of modelling and simulation of the
respective situation. The effective reconnaissance and surveillance at all times and the
careful demonstration provide also an invaluable contribution to the overall
deterrence function. If deterrence works, crises can be resolved early; the extremely
expensive deployment and employment of combat troops can be avoided. If
deterrence fails, crises can lead to catastrophic situations with many casualties.
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Utility of modelling in the functions and phases

Functions and Phases Free Form Interactive Closed Analytical

Games Simulations Simulations Models
Training Limited Very High

(CAX)

Planning High Very High High
Force Activation Limited High Very High
Command and Control High Very High
Surveillance Limited High
Intelligence Limited
Logistics Limited High
Deployment High Very High
Operations Limited High
Re-deployment High Very High
Deterrence Limited Very High High High

Planning Situations

Planning and definition of situations, which can serve as basis for testing the
effectiveness of structures, systems, plans, and concepts of operation, are closely
linked. If such situations cover a set of future most likely possibilities, it is save to
assume that structures and concepts based on these situations give robust solutions.
From an analysis perspective, given or planned solutions should be tested against
these planning situations seen as benchmarks.

From the analysis of crises a number of common factors that are relevant to generic
planning situations emerge. These basic components of military planning identify the
common questions confronting planners in every situation. From these common
factors detailed checklists of generic planning tasks can be identified that also reflect
the political and strategic guidance of generic planning.

The challenge, which exists for military planners today, is the uncertainty of potential
scenarios on the background of the new space of missions for NATO and nations (see
Figure 6). The number of scenarios, which have to be considered, is increasing with
the time horizon for planning. At any present time, usually only one or two real life
operations are of importance. For short-term planning, the given forces have to be
employed and analysed in relatively well-known situations. For long-term planning,
many planning situations with increasing uncertainty have to be considered and
analysed. In general, the set of scenarios and planning situations should be as
consistent as possible.
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Figure 6: Uncertainty of Scenarios.

Decision Cycle

A typical cycle of actions takes place in any Command and Control (C2) process.
This so-called decision cycle or Observe, Orient, Decide, Act (OODA) loop is
established more or less at all levels, within all forces and is taught in most military
academies (see Figure 7). It can be interpreted as an intelligent system, as defined in
Figure 1.

The starting point is the definition of the desired objective. Then the status of own
and opposing forces and the environmental circumstances in which they might have
to operate need to be established. The potential of the forces can be compared using
simulations. Environmental conditions, scenarios and planning situations can be
changed in the simulation. Operational options can be developed from the results of
the comparisons. The likely effects of adoption of the options can be assessed, using
simulations. The best option can be selected as a basis for decision-making and
further planning.
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The procedural elements of this classical decision process are in general:

Situation Assessment

Objectives

Strategies/Options for Actions/Decisions
Detailed Planning

Implementation and Control.

Any military staff or crisis management teams carry out the five elements of this
process repetitively during the operation. The process always begins with situation
assessment. It encompasses all the activities concerned with finding out and
describing what is going on; understanding the motivation of the principal actors;
establishing the basic causes of the situation and the relevant drivers of the process;
updating the assessments; and disseminating the assessment to other people if

required.

In order to illustrate the problems of decision-making in a complex military crisis
situation, three fundamental dimensions are to be considered:

The time available to make a decision,
The complexity of the decision, and
The uncertainty of the available information about the situation.
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These three factors reflect the risk or opportunity inherent in a military situation. The
more complex a situation, the less time available, and the greater the uncertainty of
the available information, the greater the present risk (and opportunities). One end of
the spectrum or decision space represents the worst situation for any decision maker —
almost no time available, an enormously complex problem and considerable
uncertainty about the situation. When these conditions exist, the decision maker or
military commander has no other choice than to use the so called best professional
judgment to match the battle space situation to some class of well-understood military
situations and act accordingly. In any case the best professional judgment and a wise
commander will try to take short-term actions designed to create more time and/or
more information and in this way relocate the problem to a better portion of the
space. The opposite end of the decision space, defined as ample decision time
available, limited complexity, and low uncertainty, provides the ideal situation for
decomposition of the problem and the development of optimal military plans. Many
innovations in command and control systems are designed to move the situations
facing the commanders toward this region. An important contribution is provided
using advanced modelling and simulation technologies.

Model Utility for decision cycle activities
Free Form | Interactive Closed Analytical
Games Simulation | Simulation Model

Motivation Analyses of X X

Objectives
Situation Environment X
Perception

Own Forces X X

Enemy Forces X X

Force X X

Comparison
Anticipation Creation of X X
and Planning | Options

Analyses of Limited X X

Options

Decision

Detailed Testing Testing

Planning

Control X
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Conclusions

Military Operations Research, as well as Modelling and Simulation, has long
tradition. More than 2000 years ago Sun Tsu, the oldest known philosopher of war,
wrote:” “To win without fighting is best.” He also wrote:

“The rules of the military are five: measurement, assessment, calculation,
comparison, and victory. The ground gives rise to measurements, measurements
give rise to assessments, assessments give rise to calculations, calculations give
rise to comparisons, comparisons give rise to victories.”

Both statements indicate the requirement for the military planner and decision-maker
to use methodologies, such as modelling and simulations, for the best creation of
solutions. General Eisenhower wrote:®

“The Army must have civilian assistance in military planning as well as for the
production of weapons. Effective long-range military planning can be done only
in the light of predicted developments in science and technology. As further
scientific achievements accelerate the tempo and expand the area of our
operations, this inter-relationship will become of even greater importance. In the
past, we have often deprived ourselves of vital help by limiting our use of
scientific and technological resources to contracts for equipment. More often
than not we can find much of the talent we need for comprehensive planning in
industry and the universities.”

Many others give evidence that the rational, logical, quantitative consideration of
facts results in better understanding of the phenomena of war and in improved
operations and strategies.

In the past, defence planning was based, sometimes explicitly, on the view that the
future would be much like the recent past. This perspective on the defence planning
process can be seen as a pipeline. Research and development are poured into one end
and eventually the results appear as fully deployed systems at the other end. A
common perception has been that the value of research and development accrues only
if and when fully deployed systems materialise.

On the other hand, research and development creates value in and of themselves
before any production or deployment. A developed and demonstrated potential to
produce or deploy certain systems is a product in its own right and can provide
options and hedges against an unknown future and mitigate the consequences of
surprise. Also, the potential of future deployment can influence possible adversary
behaviour. In effect, research and development cast a long shadow forward, its
influence felt long before any deployment. In addition, there is a growing difference
between what is technologically available and technologies actually embodied or
required in deployed force structures.
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In any case, these effects should be of interest for future defence planning and
detailed quantitative analysis utilising operations research methodology, modelling
and simulation.

The increased emphasis on the strategies to deal with the greater uncertainty of the
future and the need for projecting military potential lead to concepts, which could be
characterised as virtual deployment of forces and artificial experience. Potential
adversaries can perceive the virtual deployment as capability long before any actual
deployment takes place. It could include various stages of development,
demonstration, prototyping and limited production. In the future, military competition
may be characterised more by development and by maintenance of such virtual
deployed options, than by deployed real systems. The virtual deployment, in close
relation to the growing gap between civil technology and deployed military
technology, will magnify an already existing trend, the reliance on and the need for
artificial experience, modelling and simulation.

Increased environmental concerns, smaller budgets and resource constraints have
already motivated great interest in simulation techniques and capabilities. The
interactions of new technologies embedded in future forces and of their counter- and
counter-counter-measures will not be well understood. Virtually deployments cannot
be actually tested on the field. High fidelity simulation and training techniques used
not only for deployed systems but to assess the interoperability of potential
developments and virtual deployments will increasingly be the tools for military
planning and education.
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