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Introduction

In the post-9/11 world, the role of intelligence agencies has continued to evolve. The
most notable change from the Cold War environment, which was characterized by a
lack of information sharing, has been the new emphasis on cooperation between intel-
ligence agencies. It has become critical in this new environment for the intelligence
community to change its ways, but this has not necessarily come easily. This essay will
examine how the structure of threats has changed in today’s world, and will address the
shift in attitudes toward cooperation throughout the international intelligence commu-
nity.

The ancient Chinese strategist Sun Tzu wrote over two thousand years ago that if
you “know the enemy and know yourself, in a hundred battles you will never be in
peril. When you are ignorant of the enemy but know yourself, your chances of winning
or losing are equal.”* The need for intelligence activities developed along with the
evolution of human society and military activity. The desire to overtake and conquer an
opponent and protect one’s own interests created an environment where one always
needed to have more knowledge about one’s opponent, in order to discover his weak-
nesses and strengths. Even though we can not identify precisely the exact moment of
the birth of intelligence activity, we can find in various historical sources that powerful
rulers in Africa and Asia were sending delegates to neighboring countries to collect in-
formation as early as the seventh century B.C. Rodger Hillman reminds us that the first
written data on intelligence activities can be found in the Old Testament, when Moses
sent spies to gather information about the land of Canaan.’

Many authors would agree that the competing interests at work—economic, social,
political, military, etc.—in the process of building a state were the main reasons for
creating a notion of secrecy that became an integral part of international relations. Dif-
ferent groups had different interests that were opposed to each other. The main task
was to protect each group’s “secrets” in order to maintain position and disguise inten-
tions; through discovering somebody else’s secrets, it was hoped that you would be
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able to better achieve your own goals. The roots of intelligence agencies can be found
in the struggle of opposing interests as a means to gain superiority.’

Wars played a crucial role in the development of intelligence agencies. The more
you knew about your opponent, his military organization, and his strategic intentions,
the greater your chances for victory. In Mongolia during the period of Genghis Khan,
an intensive level of intelligence activity was developed, practiced not only by legates
and traders, but by permanent agents as well.*

The intelligence agency, as the institutional home of such activity, appeared during
the emergence of centralized states under absolute monarchies. Venice had the strong-
est intelligence agency in the sixteenth and seventeenth centuries, and some authors
consider it to be the root of modern intelligence agencies.” More rapid and comprehen-
sive development of intelligence agencies came during the nineteenth and twentieth
centuries, especially in the period between the two World Wars. The classic methods
of intelligence work were refined at that time, and they became the basis of a new
strategic approach in international relations. After World War Il and during the Cold
War there was a plethora of conflicting state interests in different areas—politics, di-
plomacy, culture, science and technology—where intelligence activity took on new
dimensions. All processes in all areas of social life became zones of intelligence inter-
ests. Thus, in their initial stages of development, intelligence activities were used by
different groups, classes, parties, and individuals within a ‘state.” Later, however, they
became a critical instrument for accomplishing the vital interests of nation-states.®

How Intelligence Works

What is intelligence? People have different definitions of the term. Some see it as clas-
sic “cloak and dagger” activity, along the lines of international spycraft. Others see it
as a form of “Big Brother” surveillance, by which an all-powerful state monitors the
activities of its citizens. For a soldier it can be knowledge of the enemy over the hori-
zon; analysts see it as information that is waiting for clarification; and policymakers
consider it to be information that meets stated or understood needs. Intelligence in-
cludes all the elements that gather together under the umbrella of national security, de-
fense, and foreign policy, as well as certain aspects of international security. According
to Melanie M.H. Gutjahr, intelligence is the process by which specific types of infor-
mation that are important to national security are requested, collected, analyzed, and
provided to policymakers. Intelligence is also the product of that process, the safe-
guarding of these processes and the respective information from counterintelligence
activities, and the carrying out of operations as requested by lawful authorities.’
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The aim of intelligence activities in the current moment is determined by the trans-
formation of intelligence interests and the objects of their interest, and it has had an in-
fluence on the development of intelligence agencies. Today, these agencies are trying
to prevent surprises, make predictive and expedient decisions, and provide for the effi-
cient conduct of state systems and command over the armed forces.®

Assignments of intelligence activities follow from the constantly changing needs of
various leaders. Those needs are translated into demands for information on trends and
conditions in specific sectors of society or in a society as a whole, as well as on rela-
tions between states in the international arena. Intelligence activities involve several
phases: collection; processing; exploitation; analysis and production; dissemination
and consumption; and feedback.’

Collection

There are various types of intelligence collection; sometimes they are called the “col-
lection disciplines,” or “INTs.” Technical collection systems are usually very expen-
sive. Therefore, the ability to operate a large number of collection systems at the same
time will always be constrained by costs. No single method of collection is used in
isolation. Very often the details of collection capabilities (and even the existence of
some of them) are highly classified secrets.'

The collection disciplines include a variety of different approaches. Imagery in-
telligence (IMINT) is derived from airborne and space collection platforms, such as
satellites and aircraft. In the 1960s and 1970s, PHOTINT (photo intelligence) was the
mainstay of IMINT. Signals intelligence, or SIGINT, refers to communication inter-
cepts, and is a product of a number of subsidiary collection disciplines. Communica-
tion intelligence (COMINT) is the main source of SIGINT. Electronic intelligence
(ELINT) contributes to SIGINT by gathering information from telephones, fax ma-
chines, copiers, and other electronic devices. Telemetry intelligence (TELINT) refers
to the interception of encrypted signals. Measurement and signature intelligence
(MASINT) employs resources of both IMINT and SIGINT. It is a relatively new disci-
pline, and refers to weapons capabilities and industrial activities (for example, it can
help identify the types of gases or wastes leaving a factory, which can be extremely
important in chemical weapon identification). Human intelligence (HUMINT) relies
less on technology and more on human labor. It involves sending agents to foreign
countries, where they try to recruit foreign nationals to engage in espionage. Some in-
telligence targets, such as terrorism, international crime, or narcotics trafficking are
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difficult to deal with by technical means or through technical disciplines. In some in-
stances, HUMINT may be the only available source of intelligence. It is also far less
expensive than technical intelligence, but is very liable to deception. A new form of
intelligence collection—open source intelligence (OSINT)—is now considered by
many intelligence officials to be a potentially rich vein of information. OSINT includes
media (newspapers, radio, TV, Internet), public data (government reports, speeches,
conference proceedings), and professional and academic products (conferences, sym-
posia, academic papers).

Analysis

Analysis is the heart of the intelligence process. As Michael A. Turner argues, “Col-
lecting intelligence information is of little value unless someone corroborates and
evaluates the information, [then] sets it into context and uses it to form a series of
judgments about foreign capabilities and intentions.” Analysis exists in order to make
sense of the secret world of intelligence and to communicate those insights to senior
decision makers. The job of an analyst is to gather and collate all relevant intelligence
information, analyze it for relevance and significance, and then draft reports for senior
intelligence officials and policymakers. There are two forms of analytic reports: current
intelligence (e.g., the “President’s daily intelligence briefing” by the CIA), and long-
term research. Current intelligence deals with daily issues, while long-term research
reports are forward-looking assessments of what might happen.

Counter-intelligence

Counter-intelligence is an effort taken to protect one’s own intelligence operations
from penetration and disruption by hostile nations and their intelligence services.*? It is
both analytical and operational. There are three types of counter-intelligence:

e Collection: gaining information about an opponent’s intelligence capabilities
that may be aimed at you

o Defensive: preventing hostile intelligence services from penetrating your
intelligence agencies

o Offensive: identifying an opponent’s efforts against your systems and trying to
manipulate these attacks, either by ‘turning’ opponents’ agents into double
agents or by giving them false information.

Covert Action

This is one of the most controversial aspects of the intelligence realm. Covert action
should not be undertaken solely at the initiative of the intelligence agencies. The
United States’ National Security Act, Section 503(e) and Section 413b(e) of the United

™ This section is derived from Michael A. Turner, Why Secret Intelligence Fails (Dulles, VA:
Potomac Books, 2005), and the lectures by Prof. John Le Beau mentioned above.

12 For further information on counter-intelligence, see Mark M. Lowenthal, Intelligence: From
Secrets to Policy (Washington, D.C.: CQ Press, 2000).
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States Code define covert action as “an activity or activities by the United States gov-
ernment to influence political, economic, or military conditions abroad, where it is in-
tended that the role of the United States government will not be apparent or acknowl-
edged publicly.”

The Role of the Policymaker

Intelligence has always played a critical role for policymakers in the process of setting
the course for a state’s domestic and foreign policy. As Mark Lowenthal has written,
there is a constant need for intelligence that will provide background, context, infor-
mation, warning, and assessments of risks, benefits, and likely outcomes for policy-
makers. But there should be a clear line drawn between intelligence and policy. Intelli-
gence can play only a supporting role, and may not cross over into advocacy for spe-
cific policies. If there is a strong preference for a specific policy outcome, the intelli-
gence analysis that is carried out may have a similar bias. That is called “politicized
intelligence.” There are three important caveats in this regard:

e Adistinction between policymakers and intelligence operatives does not mean
that intelligence officers do not care about policy outcomes and do not influ-
ence them. We must make a distinction between an attempt to influence the
process by providing acceptable intelligence and trying to manipulate intelli-
gence so that policymakers make a specific choice. The latter case is not ac-
ceptable.

e Senior policymakers can and do ask senior intelligence officials for their opin-
ions.

e Policymakers can reject or ignore intelligence at any moment.**

Nevertheless, if we look at the position and role that modern intelligence agencies
play in the international arena, we can advance the hypothesis that the activities of in-
telligence agencies are part of the official policies of their states. If we keep in mind
the fact that intelligence agencies, as specialized institutions, are part of the organiza-
tional system of a state that are guided by the top policymakers of the country, it is
self-evident that their entire organization, planning, and activity should be strictly har-
monized with that state’s political goals and tasks. Decision makers in many situations
depend on intelligence analysis, assessments, and other products — this is how intelli-
gence agencies exert immediate influence on the decision-making process within a
state. Intelligence systems have a monopoly on the most delicate information, which
gives them the power to influence the content and scope of decisions. They also have
significant influence on all recipients of that information at all levels and phases of the
process of the realization of state policy. In order to understand the essence of the
relationship between intelligence and politics, it is necessary to know the basic
elements of the politics of the respective countries involved.

18 See www.intelligence.gov/0-natsecact_1947.shtml.
1% bid.
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The New Challenge of International Terrorism

During the Cold War, the international community was divided into two separate blocs
that were completely at odds with one another, and therefore in constant tension. No
state felt entirely secure at that time, but somehow, states felt secure in their insecurity.
They knew exactly who their enemy was; how strong it was; and what its interests and
goals were. The threat was precise and predictable. There were two blocs, two great
powers that opposed each other and were in constant need of increasing their raw
military power. International policies revolved around their interests; hence, one al-
ways knew what could be expected. Security could be measured exactly. One could
even predict who would win in a direct clash by calculating and measuring the military
power of the adversaries. That is perhaps one of the reasons why direct conflict be-
tween the United States and Russia never actually occurred during the Cold War: their
power was estimated as being roughly equivalent. For Western countries, the most
menacing threat to their national security was the growing influence and power of their
ideological competitor, the Soviet Union, and ultimately its arsenal of ballistic mis-
siles. The world was divided into Communist and non-Communist states, so for virtu-
ally every nation in the world the enemy was well-defined and organized, with a vast
military apparatus.*

Intelligence agencies were traditional as well. Their tasks and structures were
largely similar, no matter which country they belonged to. They were large, formal
bodies with major budgets. Technology played a crucially important role (U-2 spy
planes, satellites, sensors, cameras, etc.), and a significant percentage of each side’s
intelligence budget was dedicated to the improvement of technology. The major pow-
ers had a global intelligence reach; hence the intelligence struggle became global. A
primary focus of both Eastern and Western intelligence services was the opposition’s
intelligence service (“spy vs. spy”). The main intelligence methods used during the
Cold War were: recruitment of human sources; encouraging the defection of officials
(for example, Stalin’s daughter Svetlana defected from the USSR to the U.S., and was
connected to the CIA thereafter); and special operations.*®

After the Cold War, intelligence agencies lost their primary purpose for existence.
They no longer had a priority target, only several small, so-called “flavor of the month”
targets that were constantly changing. It was clear that they needed to redefine their
missions.

Globalization has brought additional challenges. The distinction between military
actions and criminal activities—in fact, between states of peace and war—has become

5 For more on the differences between the two international systems (i.e., the Cold War era
and the post-Cold War era) see Joseph S. Nye, Jr., Understanding International Conflicts, 5™
edition (New York: Longman, 2005); Thomas L. Friedman, The Lexus and the Olive Tree
(New York: Farrar, Straus and Giroux, 1999); and Henry Kissinger, Does America Need a
Foreign Policy? (New York: Simon & Schuster, 2001).

16 This section draws on the lectures delivered by Prof. John Le Beau in his seminar on “Intelli-
gence Challenges for Democratic States” cited above.
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blurred in today’s world. The new enemy, no longer attached to a large, predictable
state apparatus, has proven it can slip into and out of our nations undetected, reside un-
noticed, move money invisibly, and communicate unhindered via everyday means with
leadership elements located thousands of miles away. This enemy is not easily defined
or identified, which complicates the situation for military and intelligence planners.'’
Nevertheless, after the terrorist attacks on Washington and New York on 11 September
2001, it was absolutely clear that the world was never going to be the same, and that it
faced something new, something for which intelligence organizations as they stood at
the time were ill-prepared.

The threat of international terrorism has become a priority for the intelligence or-
ganizations of several countries, not just the United States. On 17 March 1992, a sui-
cide bomber crashed an explosive-filled truck into the Israeli Embassy in Buenos Aires
(twenty-nine people were Killed, and hundreds more injured). Two years later, Buenos
Aires was again hit with a terror attack. This time the target was the Jewish community
center in the heart of the city (eighty-five were killed). After a full-scale investigation,
it was clear that Hezbollah had carried out the attacks, but also that at least one of them
was planned in Iran at the highest levels of the Iranian government, aided by a sophis-
ticated sleeper-cell network in Latin America. The reason for the attacks was to punish
the Argentine government for canceling some agreements with Iran and to send a
warning to the rest of Latin America. Also, by focusing on soft targets in Jewish com-
munities, the operation would serve an additional objective: demonstrating to Israel
that Hezbollah could strike anywhere, at any time.'® As we can see in these examples,
multiple organizations from several countries and two different continents were in-
volved.

How can we deal with threats of this kind? Is one country able to address such a
challenge on its own? What role does intelligence play in this security environment?
What is new in the nature of this threat? Are we facing a new enemy? How does this
new threat challenge intelligence organizations? First, we are facing a non-state actor
that poses a global threat. It is very difficult to locate and understand its nature. Ter-
rorist organizations span the globe with a great number of small cells. It is very diffi-
cult to monitor them by satellite or to track their communication systems. They operate
clandestinely; most of the meetings where they discuss their plans are held in hotel
rooms or apartments that are difficult to spy on. They do not draw attention to them-
selves. As one security analyst has noted, “Religious conviction gives them strength,
but the armed struggle is what holds them together.”*® Furthermore, “they measure suc-
cess differently: They define death and destruction as achievements in themselves.”?
Also, “the frequent use of ever-changing actors, aliases, and code words is another

7 \bid.
8 Dan Senor, “The Long Arm of Iran,” Wall Street Journal (Eastern edition) (29 September
2007): A8.
® Brian M. Jenkins, Countering Al Qaeda (Santa Monica, CA: Rand Corporation, 2002);
" available at www.rand.org/pubs/monograph_reports/2005/MR1620.pdf.
Ibid.
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unique challenge and significantly increases the chance of confusion and incorrect as-
sessments.”* The nature of terrorist behavior is the reason why intelligence agencies
are facing so many challenges in combating the threat. Terrorists are very disciplined,
dedicated, and highly motivated. They will not easily betray their cause. The variety of
ways they conduct their operations results in the fact that it is very difficult to predict
future targets.

Even trends in terrorism are not easy to define. As former CIA director George
Tenet stated before Congress, “While we often talk of two trends in terrorism—state-
supported and independent—in Bin Laden’s case with the Taliban we had something
completely new: a terrorist sponsoring a state.”” As the events of 9/11 indicated,
existing intelligence structures were not ready for the new threat. It required them to
adapt to a new set of international realities, but the problem was that intelligence
structures were not created for adaptation.

Intelligence agencies in democratic states of the twenty-first century are dedicated
to confronting transnational targets and non-state actors. The primary focus of most
intelligence agencies, especially in the United States (the nation that has been most di-
rectly affected by these new threats) is on international terrorism and the proliferation
of weapons of mass destruction (WMD), and on a concern that one day these weapons
might fall into the hands of terrorist groups.?

The first major intelligence act in the United States in fifty years—one that has
changed the authorities conferred by the National Security Act of 1947—is the Intelli-
gence Reform and Terrorism Prevention Act (17 December 2004). The fact is that no-
body, including the intelligence agencies themselves, noticed that they needed re-
form.?* Only after the attacks of September 11 did it become a pressing issue. The 9/11
Commission Report (The Report of the National Commission on Terrorist Attacks
Upon the United States) stated that the United States intelligence community was
poorly positioned to anticipate the emerging Al Qaeda threat and to deal with it on
time.”® The commission especially faulted the poor level of cooperation between the
FBI and the CIA, given that considerable information was either not shared at all, or
was shared very inefficiently. The biggest organizational change was the creation of a
new position—the Director of National Intelligence (DNI)—who became the “one
voice” of the intelligence community. He has overall responsibility for the entire

2L Kie C. Fallis, Statement for the Record: Lessons Learned and Actions Taken in Past Events,

Report to Congress (8 October 2002), 5; available at www.fas.org/irp/congress/2002_hr/

100802fallis.pdf.

George Tenet, Written Statement for the Record of the Director of Central Intelligence Be-

fore the Joint Inquiry Committee (17 October 2002), 4-5; available at https://www.cia.gov/

news-information/speeches-testimony/2002/dci_testimony_10172002.html.

Prof. John Le Beau, seminar on “Intelligence Challenges for Democratic States,” November

2007.

2 bid.

% The 9/11 Commission Report: Executive Summary (Washington, D.C.: U.S. Government
Printing Office, 2004), 1-26; available at www.gpoaccess.gov/911.

22

23

122



WINTER 2008

United 2Sstates intelligence community (sixteen agencies), but lacks any operational au-
thority.

Interestingly, following the July 2005 attacks on the London transit system, similar
charges were leveled against the intelligence and law enforcement organizations of the
United Kingdom. A significant effort was dedicated to trying to improve the intelli-
gence agencies involved, especially their ability to collect and analyze intelligence on
terrorist organizations in order to prevent attacks (although the Antiterrorism, Crime,
and Security Act had already been passed in December 2001 in the wake of the 9/11
attacks on the U.S.).?’ Significant steps have also been made in Germany. Before Sep-
tember 2001 there was very little cooperation among the various German intelligence
agencies. There were, in fact, distinct boundaries and walls between them. After 9/11,
these boundaries became porous, and a coordinating body was founded. It has not been
very efficient so far, but it nevertheless represents an important step forward.?

The threat of the proliferation of WMD and the possibility of these weapons being
in a terrorist’s possession is currently one of the main preoccupations of intelligence
agencies around the world. The development and production of WMD is very hard to
track. Very small amounts of different substances that can be produced in small labo-
ratories could be sufficient to cause massive destruction. Technical instructions for
preparing such weapons can be found on the Internet.? Of particularly great concern is
Al Qaeda’s interest in acquiring unconventional weapons (WMD as well as chemical
or biological elements). As one scholar has observed, “In a December 1998 interview,
Bin Laden called the acquisition of these weapons a ‘religious duty’ and noted, ‘How
we would use them is up to us.”*

Pakistan, being the only nuclear-armed Muslim nation, is also currently a source of
grave concern. Given the current level of political uncertainty in Pakistan, there is a
possibility that rising instability could lead to the loss of a nuclear device or material.
There is also the possibility that Pakistani scientists or security officials could take ad-
vantage of the unsettled conditions in their country by selling technology, supplies, or
secrets to the highest bidder. According to reporting in the Los Angeles Times, “In
2001, just weeks before the 9/11 attacks, two Pakistani nuclear experts met with
Osama bin Laden in Afghanistan to discuss how Al Qaeda should go about building a

2% prof. John Le Beau, seminar on “Intelligence Challenges for Democratic States,” November

2007.

Antiterrorism, Crime, and Security Act of 2001; available at http://www.opsi.gov.uk/acts/
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nuclear device.”® Al Qaeda may also strike with a “dirty bomb,” a device that would
use conventional explosives to spew radioactive material into the air. There is a possi-
bility that terrorists could come into possession of the deadly poison ricin, which was
found in the rented apartment of four Algerians in Great Britain.*

Collection

The collection of intelligence refers to the act of gathering information from technical
means, satellites, human espionage, and other sources. Throughout the twentieth cen-
tury, the national security concerns of most countries were largely focused outwards,
on foreign governments and militaries. During the Cold War, spies were easily re-
cruitaesd, whether lured by money or driven by disillusionment with their nation’s ideol-
ogy.

Huge sums of money were spent on developing and fielding unobtrusive imagery
and signals control platforms and other technologies in order to closely monitor sub-
jects and gain intelligence directly from locations overseas. But even being physically
on the ground with sophisticated equipment cannot penetrate into the enemy’s mind,
where his thoughts and motivations lie.**

Today, intelligence collection against terrorist groups is a particular challenge for
intelligence agencies. It is inherently difficult to collect information against a cellular
terrorist organization, since the cellular structure was adopted specifically to foil intel-
ligence efforts. Terrorist groups such as Al Qaeda are not nation-states, but are clan-
destine organizations that are often broken down into small cells of highly dedicated
individuals who will not betray their cause.® Their practice is to keep information
about their most lethal plots confined within a small, tightly controlled group of true
believers. Such targets are not impossible to locate and deal with, but the task is ex-
tremely difficult.

Most terrorists have only partial knowledge of an operation; only “the brain” of the
operation knows all the pieces of the puzzle. The capture and interrogation of a terror-
ist suspect thus provides only a fragment of the whole picture, which must be fused
with other scraps of information to reveal a plot. The recruitment of human sources
from terrorist organizations is difficult. There is a lack of individuals that can be re-

81 Greg Miller, “Emergency Rule in Pakistan; Pakistan’s Nuclear Arsenal a U.S. Worry,” Los

Angeles Times (8 November 2007): A10.
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cruited, and most of them are motivated by ideology or religion instead of by material
or political considerations, and therefore are very difficult to “flip.”*®

Does this mean that intelligence agencies should conduct more technical opera-
tions? Are they a more useful approach against these new types of threats? Information
that is openly available suggests that Al Qaeda stopped using telephones and other
technical modes of communication sometime after the battle of Tora Bora in Afghani-
stan in late 2001, making it difficult to effectively employ technical types of intelli-
gence collection against the group.®” Anthony H. Cordesman suggests that countries
such as Iran that are sophisticated enough to develop nuclear weapons are definitely
sophisticated enough to understand the strengths and limitations of modern intelligence
sensors, the timing and duration of satellite coverage, and the methods used to track
imports and technology transfers. He has written that such groups have learned to
cover and conceal, deceive, and create smaller and better-disseminated activities.”*
Data on phenomena such as key imports and technology transfers are very important
for intelligence collection on proliferation, but those data usually represent only a small
fraction of the actual effort. Also, the information collected is often vague and uncer-
tain, “in part because importers and smugglers have every incentive to lie and are fa-
miliar with ways to defeat intelligence collection and import controls.”*

Human sources collection frequently is divided between “liaison reporting,” which
comes from cooperative foreign intelligence services, and “unilateral reporting,” which
is received from agents run by Western intelligence agencies.*® Only the integration of
all technical and human sources of intelligence can increase our understanding of, and
our actions against, international terrorism. George Tenet stated to Congress that “it
was this combination, this integration, that allowed us years ago to confirm the exis-
tence of numerous Al Qaeda facilities and training camps in Afghanistan.”*

In addition to traditional methodologies, we need an expanded notion of what in-
telligence is in order to defeat the new enemy. Greater attention should be focused on
open sources of intelligence. Crucial information about the mindsets of terrorists and
valuable insights into their cultures can be found on the Internet and in foreign news-
papers. Sometimes even hidden messages conveying instructions to terrorist cells could
be part of everyday, freely available sources of information.*?

% Prof. Nick Pratt, seminar on “International Terrorism and Security Implications for Democ-

ratic States,” George C. Marshall European Center for Security Studies, Garmisch-Parten-
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Interview with Prof. John Le Beau, 20 November 2007.
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Analysis

During the Cold War era, generations of analysts in intelligence services in both the
East and West were hired and trained for their knowledge and analytical capabilities
concerning the member states of the Warsaw Pact or NATO. But that has changed
since 9/11. The twenty-first century requires new analytical skills to be developed to
deal with the international challenges posed by terrorism and weapons of mass de-
struction.

The language capabilities that are now regarded as important by the intelligence
services reflect this reality. An understanding of Russian and English is not sufficient
to address these new targets. Familiarity with Arabic and other Middle Eastern lan-
guages, their cultures and politics, and an understanding of the worldview of Islam
have also become crucial.*®

As Kie C. Fallis has written, analyses of intelligence data were traditionally di-
rected at subjects such as the nation-state, where the existence, leadership, and location
of many actors were not hidden, and therefore easier to examine and analyze. Informa-
tion covered a wide spectrum, and was not too difficult to collect. This is not the case
with analyses of terrorist groups. “Since almost all terrorist groups, and certainly their
operational cells, function in a closed, clandestine manner, potential sources of accu-
rate information are almost always limited to sensitive intelligence reporting,” one in-
telligence analyst has written. “As a result, a terrorist analyst must work harder over a
longer period of time in an effort to corroborate reporting and build an accurate profile
of a group.™*

Fallis argues that the next obstacle for quality terrorism analysis is the level of ex-
pertise and experience of the analyst. They have to have very broad knowledge of a
wide range of topics. To be able to track one terrorist group, it is necessary to have ex-
perience with or a good working knowledge of terrorism itself; knowledge of a specific
terrorist group; familiarity with the regional and national issues present in the group’s
operating area; and an awareness of Islamic history, religion, culture, sects, etc.* It is
obvious that one person cannot accumulate all that knowledge. So is the solution to
train individual experts who would have expertise in one particular area (such as Islam,
etc.), or is that too expensive?

Former CIA Director George Tenet stated that planning for terrorist operations can
span several years, and that is a fact that complicates analysis and warning. The reason
is that terrorists are not in a hurry to achieve their goals. After the June 1996 bombing
of the Khobar Towers in Saudi Arabia—an attack that killed nineteen U.S. service-
men—~Osama bin Laden said that the event was the beginning of the war between
Muslims and the United States. Soon after that, he issued a religious edict, or fatwa
(“Declaration of War”), authorizing attacks against Western military targets on the
Arabian Peninsula. Later, in November 1996, when he was asked in an interview “why
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4 Fallis, Statement for the Record, 3—4.
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his organization had not yet conducted attacks in response to its August fatwa state-
ment, Bin Laden replied, ‘If we wanted to carry out small operations, it would have
been easy to do so after the statements, but the nature of the battle requires qualitative
operations that affect the adversary, which obviously requires good preparation.””*®

The next challenge for analysts is the material itself. It is too voluminous and broad
to be easily assimilated, but it is also fragmentary and of doubtful credibility. Such evi-
dence can only provide a foundation for guesses about possible terrorist activities, and
those guesses could be countless, because those fragments could be pieced together in
numerous ways.*” One necessity for today’s analysis is to “provide both current report-
ing and deeper understanding. In solving puzzles about the Soviet Union, analysts
worked alone or in small groups, as parts of hierarchies. In trying to understand terror-
ism, analysts need to be part of larger virtual networks, across specialties and agencies.
Moving toward a center-based organization will facilitate those networks.”*

Covert Actions

Increasingly, some intelligence agencies have been asked to address twenty-first-cen-
tury intelligence challenges (such as terrorism) with unorthodox means. In addition to
intelligence analysis and collection activities such as espionage, some intelligence or-
ganizations have been called upon to actively disrupt terrorist organizations and their
ongoing operations. Covert actions deal with direct, often violent actions against tar-
gets deemed to represent a threat to national interests, without the sponsoring govern-
ment having to acknowledge that they have launched such actions. A number of covert
actions performed by intelligence services—mainly from the U.S., Israel, and Russia—
against modern terrorist targets have taken place over the last few years. These include
paramilitary activities, renditions, and in some select instances targeted assassinations
(against Hamas and Hezbollah figures, and also Chechen terrorists).*

Intelligence organizations have been called upon to conduct these activities proba-
bly because such actions do not fall under the basic authorizations for law enforcement
units or the uniformed military. In 2005, the Washington Post reported that, “on Sept.
17, 2001, [U.S. President] Bush signed a classified Presidential Finding that authorized
an unprecedented range of covert operations. The overall counterterrorism program in-
cluded authorization of lethal measures against terrorists and the expenditure of vast
funds to coax foreign intelligence services into a new era of cooperation with the
CIA.™ Covert actions can also be “denied” by governments that do not wish to admit
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to sponsorship. Normally they are not conducted by uniformed military forces. One
very important aspect of covert actions is that, in most countries, intelligence agencies
can pursue covert actions only with the authorization of the head of state (called a
“Presidential Finding” in the U.S. context, as described above).>

Rendition. Rendition is an operation in which suspected terrorists are secretly ap-
prehended and transferred to another country without any judicial review.** The proc-
ess of rendition has complicated U.S. relations with its allies, particularly in Europe,
and has arguably blackened America’s image abroad. The Washington Post reported
that, since 9/11,

The U.S. government has secretly transported dozens of people suspected of links
to terrorists to countries other than the United States, bypassing extradition proce-
dures and legal formalities, according to Western diplomats and intelligence
sources. The suspects have been taken to countries, including Egypt and Jordan,
whose intelligence services have close ties to the CIA and where they can be sub-
jected to interrogation tactics—including torture and threats to families—that are
illegal in the United States, the sources said. In some cases, U.S. intelligence agents
remain closely involved in the interrogation.>

The main reason for rendition is to avoid interrogating suspects in the United
States, because the level of legal protection for those accused of crimes under U.S. law
is very strong. On the other hand, top U.S. intelligence officials have argued strongly
that renditions have saved lives, through information obtained from interrogations that
would have been illegal in the U.S.**

Targeted Killing. Counterterrorism scholar Boaz Gaynor defines the assassination
of key persons as an individual offensive action, consisting of an attack on an individ-
ual or a group who are engaged in initiating, directing, preparing, recruiting, training,
or aiding in a terrorist attack. The purpose of such actions is to kill—or at least neu-
tralize—the targeted terrorist. There are two dilemmas that bedevil this issue. The
first is a moral dilemma: Does anybody have sufficient right or justification for inten-
tionally taking a human life? The second is an issue of effectiveness: Intelligence agen-
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cies are organizations of bureaucrats, not killers — can they be trusted to competently
carry out such a delicate task? Frederick Hits, the former Inspector General of the CIA,
was quoted as saying: “This is not what intelligence officers do. They’re not trained for
it.”%® The moral question is very difficult to answer, but the question of effectiveness
brings into play another issue that could be controversial: the beginning of new forms
of cooperation between intelligence agencies and uniformed military commando units/
foreign agents, or employees who act on its behalf.>” How can the possible joint action
of an intelligence service and an armed military unit be coordinated? Who exercises
oversight? What are the risks?

International Intelligence Cooperation Today

International Intelligence Cooperation Before 9/11

It is important to note that international intelligence cooperation existed before the at-
tacks of September 2001. The CIA’s secret Counterterrorist Intelligence Centers
(CTIC) represent one type of early cooperation. As Dana Priest reported in the Wash-
ington Post,

[t]he first two CTICs were established in the late 1990s to watch and capture Is-
lamic militants traveling from Saudi Arabia, Yemen, Egypt and Chechnya to join
the fighting in Bosnia and other parts of the former Yugoslavia, two former intelli-
gence officers said. ... The intelligence centers were modeled on the CIA’s counter-
narcotics centers in Latin America and Asia. Faced with corrupt local police and
intelligence services, in the 1980s the CIA persuaded the leaders of these countries
to let it select individuals for the assignment, pay them and keep them physically
separate from their own institutions.”

Agency officials knew that the CIA officers would not be able to adequately re-
spond to terrorist threats, and that they needed a much more intimate knowledge of lo-
cal terrorist groups and their supporters on the ground.> That is the reason why intelli-
gence interagency teams were “led to Moscow, New Delhi, Islamabad, Riyadh and
Sana,” according to 1996 testimony given by Philip Wilcox, the United States’ then-
Coordinator for Counterterrorism. “We have held consultations with over twenty gov-
ernments in the past year [1995], and we have met with counterterrorism experts of the
European Union and the Group of Eight. ... A Ministerial Conference on Terrorism of
the Group of Eight in Ottawa in December, which grew out of the Halifax Summit in
June, addressed concrete ways to enhance international cooperation against terrorism

% Barton Gellman, “CIA Weighs ‘Targeted Killing” Missions,” Washington Post (28 October
2001): AO01; available at http://www.washingtonpost.com/ac2/wp-dyn/A63203-20010ct27?
language=printer.
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on a global level. The International Conference on Counterterrorism at Baguio in the
Philippines last month [March 1996], was the first such initiative in Asia.”®

Every cooperative interaction, whether bilateral or multilateral, must be framed by
rules of engagement. Rules of engagement are an agreement in written form signed by
both sides in which parties agree upon all elements of their future cooperation.®* Good
examples of international intelligence cooperation are those arrangements governing
rendition and secret prisons, the so-called “black sites” where the CIA is hiding and
interrogating the most important Al Qaeda captives in compounds in Eastern Europe,
Thailand, Afghanistan, and Cuba (Guantanamo Bay). Such approaches to intelligence
collection depend heavily on cooperation among intelligence agencies in a variety of
countries, both those where the sites are located and those where individuals are appre-
hended and transported.®?

Bilateral Cooperation

Before 9/11, bilateral cooperation among countries fighting against terrorist targets
was much more developed than multilateral cooperation. The smaller the circle of
countries involved in a cooperative intelligence effort, the less opportunity exists for
leaks of information. Bilateral relationships allow for greater control over how and
with whom shared information is disseminated. It is also much easier to develop rela-
tions based on mutual confidence with one country than with several. Bilateral coun-
terterrorism cooperation occurs on an ad hoc basis most of the time. A formal method
of bilateral cooperation is the LEGAT program, where FBI agents serve as liaison offi-
cials in U.S. embassies overseas (the CIA has a similar program).®®

The United States and Germany have a strong bilateral relationship in counterter-
rorism cooperation. The German intelligence agency installed a computer terminal in
1997 in the Bundeskriminalamt (BKA, or Federal Criminal Police Office) that is di-
rectly linked with the U.S. National Criminal Information Center. BKA officers there-
fore could access U.S. police files on criminal suspects. Over a period of time, this
collaboration became the basis for shared efforts against terrorism.**

The United Kingdom has traditionally had a close relationship with the U.S. in
many areas; in fact, cooperation between the two nations’ intelligence agencies became
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routine as early as the late 1930s. Since 9/11, it has extended to include counterterror-
ism efforts. Wyn Rees has written that “a working group on Homeland Security was
created between the two states, and the focus has been upon sharing best practices in
domestic counter-terror preparations, joint training exercises....”*

France and Spain started their close cooperation in counterterrorism efforts in 1984
because of the activities of the separatist group ETA (Euzkadi Ta Askatasuna), which
was trying to create an independent Basque state in Spain that would also include parts
of French territory. ETA had carried out numerous terrorist actions in both France and
Spain, most notably a long string of bombings. Rees notes that, “in 1992, France and
Spain cooperated in a raid on a property in Bayonne that resulted in [the] capture of
many of the senior leadership in ETA.”

Intelligence cooperation between lIsrael and the Palestinians has always been
fraught by many problems, but nevertheless it exists. While the Israel Defense Forces
(IDF) controlled the West Bank and the Gaza Strip, where most Palestinian-led terror-
ist attacks originated, they were able to preempt most terrorist actions. But during the
implementation of the Oslo Accords, the IDF left the territory of the Palestinian Au-
thority (PA), and in order to avert terrorist attacks on Israeli soil they had to rely more
heavily on intelligence. Prior to the establishment of the PA, Israel cooperated with
Palestinian intelligence sources by offering them transit permits, benefits, jobs, etc. But
Israel’s withdrawal from the autonomous areas destroyed most Palestinians’ motivation
to cooperate with Israeli intelligence agencies.®’

Dana Priest has written that Ali Abdulah Saleh, the President of Yemen, did not
have much control over Yemen’s northern border with Saudi Arabia in late 2001. That
part of Yemen turned into a haven for extremists and terrorist training camps. George
Tenet, director of the CIA at that time, persuaded A. Saleh to work with the CIA. Tenet
provided millions of dollars in aid (including helicopters, weapons, and bulletproof
vests) in exchange for Yemen’s cooperation. He also brought in U.S. Army Special
Forces trainers to help Yemen create an antiterrorism unit. A. Saleh gave approval for
the CIA to fly “predator drones armed with Hellfire missiles over the country.” As a
result of that particular cooperation, the CIA “killed six Al Qaeda operatives driving in
the desert, including Abu Ali al-Harithi, suspected mastermind of the 2000 attack on
the USS Cole.”®®

Cooperation between Indonesia and the CIA started with Washington fulfilling the
personal requests of Lt. Gen. Abdullah Hendropriyono, the chief of the Indonesian in-
telligence service. He requested money for a regional intelligence school, and also
asked for help getting a relative admitted into a top-rated American university. The re-
sult of this cooperation was the arrest of Muhammad Saad Igbal Madni, who was
linked to the failed British shoe bomber Richard Reid. In addition, Hendropriyono al-
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lowed renditions from Indonesian soil, which resulted in Madni being flown to Egypt
for interrogation.®®

A “liaison relationship” is a type of bilateral intelligence cooperation. An intelli-
gence agent of one country is seconded to the service of a host country. Such a rela-
tionship has to be formal: the agent is “accredited” by the director of one service to the
director of the host service by a formal letter. The fact is that the cover of one officer is
being sacrificed in order to gain a good relationship with the other side. The liaison of-
ficer must be extremely well prepared for the job. He needs to be fluent in the language
of the country where he is “accredited.” In addition, the meeting place or safe house
where interactions between the seconded agent and the host agency take place must be
well chosen in order to protect the identity of both sides.

The personality of the liaison officers on both sides is another important considera-
tion. Sometimes a good relationship comes to an end with a change of liaison officer if
the new agent’s personality is not congenial to his or her counterpart. As part of the
U.S. relationship with Saudi Arabia, the CIA would brief the Saudi king on a regular
basis. The king was completely against female officers being included as part of the
intelligence team. After a long discussion, stressing the fact that a certain part of a
briefing could be done only by a female agent, the king accepted. For three years, only
that officer briefed the king, and when she changed postings that aspect of the coop-
erative relationship gradually downsized.™

Multilateral Cooperation

Wyn Rees has written of global terrorism that “the growing international dimension of
the problem has demanded a more coherent multilateral answer: a terrorist attack may
involve the deaths of nationals from several countries, the police investigation may re-
quire evidence from more than one jurisdiction, and suspects may be extradited from
multiple territories.”” Thus, multilateral cooperation is an increasingly prevalent fea-
ture in the global counterterrorism arena. Multilateral approaches are being developed
both through formal institutions (NATO, EU, UN, etc.) and “informal levels” (Alliance
Base).

Cooperation within the EU. Intelligence cooperation within the institution of the
European Union did not exist before 2000, when defense intelligence cooperation
started as part of the development of the European Security and Defense Policy
(ESDP). This is a completely new form of intelligence cooperation in Europe, pro-
duced with the help of the European intelligence services but performed under the EU
umbrella. The Western European Union (WEU) initiated the process during the 1990s,
and most of the WEU institutions have become part of today’s institutional organiza-
tion of the EU. Three of them represent the EU’s intelligence capacity: The EU Satel-
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lite Center (EUSC), the Intelligence Division of the EU Military Staff (INTDIV), and
the EU Situation Center (SITCEN).

The EUSC is considered to be the first true intelligence capability at the European
level. It is mainly tasked with imagery surveillance and works as an early warning unit.
The INTDIV is the forum in which military intelligence is exchanged and analyzed.
EU High Representative Javier Solana has promoted SITCEN as the primary center of
the EU’s intelligence architecture. It is the place where all information and intelligence
come together and are integrated into the all-source intelligence report. This report
goes to the primary ESDP decision makers. The analysis department is the core of this
unit. It employs seconded national intelligence agents from the U.K., France, Germany,
Spain, Italy, Sweden, and the Netherlands. The EU intelligence cycle is focused mainly
on imagery intelligence. EU monitors can only partly be seen as true vehicles for the
collection of human intelligence.”

Cooperation within NATO. Multilateral intelligence cooperation within NATO is
perhaps best described by an extensive passage from the NATO Handbook. It states:

The Intelligence Division provides day-to-day strategic intelligence support to the
Secretary General, the North Atlantic Council/Defence Planning Committee, the
Military Committee, and other NATO bodies such as International Military Staff
elements, the Political Committee, and WMD Proliferation Center. It relies on the
NATO nations and NATO commands for its basic intelligence needs since it has no
independent intelligence gathering function or capacity. On the basis of these con-
tributions, it acts as a central coordinating body for the collation, assessment, and
dissemination of intelligence within NATO Headquarters and to NATO commands,
agencies, organizations and nations. In addition to providing routine staff intelli-
gence support, the Intelligence Division manages and coordinates the production
and dissemination of NATO strategic intelligence estimates, intelligence policy
documents and basic intelligence documents, as well as the maintenance of selected
databases and digital intelligence information services. It also performs strategic
warning and crisis management functions and conducts liaison with other NATO
and national bodies performing specialized intelligence functions and related ac-
tivities. In sum, the Intelligence Division, supported by NATO nations and com-
mands, keeps the Alliance’s senior bodies continually informed, facilitates the
Military Committee’s formulation of military advice to political authorities, pro-
vides an intelligence foundation for guiding the composition, organization, and op-
erations of NATO forces, and performs a broad range of tasks in support of NATO
defence and political functions.”

2 Thorsten W. Etzling, research and scientific assistant at the Geneva Graduate Institute of
International Studies, The Democratic Control of Inter-governmental Intelligence Coopera-
tion, Working Paper No. 165 (Geneva: Centre for the Democratic Control of Armed Forces,
May 2006). For further research on intelligence cooperation within the EU see Jess
Pilegaard, The Politics of European Security (Copenhagen: Danish Institute for International
Studies, 2004).
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Alliance Base: An Example of Multilateral Intelligence Cooperation

The existence of the Alliance Base was first revealed by Washington Post articles
written by Dana Priest (a 2006 Pulitzer Prize winner) in 2005. They indicate that “the
CIA has established joint operation centers (Counterterrorist Intelligence Centers, or
CTICs) in more than two-dozen countries where U.S. and foreign intelligence officers
work side by side to track and capture suspected terrorists and to destroy or penetrate
their networks. ... The secret Counterterrorist Intelligence Centers are financed mostly
by the agency [CIA], and employ some of the best espionage technology the CIA has
to offer, including secure communications gear, computers linked to the CIA’s central
databases, and access to highly classified intercepts once shared only with the nation’s
closest Western allies.”” CTICs exist in many countries in Europe, Asia, and the Mid-
dle East.

As Priest described the Alliance Bases’ functioning, “The initial tip about where an
Al Qaeda figure is hiding may come from the CIA, but the actual operation to pick him
up is usually organized by one of the joint centers and conducted by a local security
service.”” The Alliance Base center is situated in Paris and includes representatives
from Great Britain, France, Germany, Canada, Australia, and the United States. This
type of cooperation between intelligence agencies from different countries existed pre-
viously, but the formation of Alliance Base represents a positive step toward the codi-
fication of such cooperation, therefore making it stronger and more efficient. The Alli-
ance Base is not the work of large army formations; rather, it represents a close coop-
erative effort of U.S. intelligence case officers and foreign operatives, often in ad hoc
arrangements.

Alliance Base is headed by a French general “assigned to France’s equivalent of the
CIA - the General Directorate for External Security (DGSE).”” So far as we know
from available public sources, the Alliance Base “is unique in the world because it is
multinational and actually plans operations instead of sharing information among
countries.””” The center’s working language is French. As Priest described it, “The
base selects its cases carefully, chooses a lead country for each operation, and that
country’s service runs the operation.””®

The Alliance Base is responsible for identifying, tracking, and capturing or killing
the vast majority of committed jihadists who have been targeted outside Iraq and Af-
ghanistan since the 9/11 attacks. “The network of centers reflects what has become the
CIA’s central and most successful strategy in combating terrorism abroad,” Priest
wrote. “Virtually every capture or killing of a suspected terrorist outside Iraq since the
September 11, 2001, attacks—more than 3,000 in all—was the result of foreign intelli-
gence services’ work.”"
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Case Study One: The Ganczarski Operation. One of the most successful joint op-
erations of intelligence agencies under the rubric of the Alliance Base is known as the
Ganczarski Operation. Christian Ganczarski was a German convert to Islam. He “had
been radicalized by a Saudi cleric touring European mosques in the early 1990s, stud-
ied Islam on a religious scholarship in the Kingdom, traveled to Afghanistan four
times, [and] trained in Al Qaeda camps.”®

As Dana Priest wrote, “Ganczarski’s cell phone was the last number that a suicide
bomber who killed 21 people on the (Tunisian) island of Djerba called in April
2002.”%" Through communications or signals intercepts (SIGINT), the German intelli-
gence service located Ganczarski and he was arrested. But, according to German law,
the origin of the information that connected Ganczarski to the Djerba bombing ren-
dered the evidence inadmissible. In other words, the BND did not have the right to ob-
serve a German citizen and collect data from that phone call. Ganczarski was released
from prison, and the case was closed, upon which Ganczarski flew to Riyadh, Saudi
Arabia.??

The BND decided to continue with the case, so they brought the file to the Alliance
Base, and a cooperative operation started. The decision was made to prosecute Ganc-
zarski in France, because some of the casualties in the Djerba bombing were French,
and under French law the evidence from Ganczarski’s intercepted phone conversation
was admissible in the prosecution. The CIA asked for cooperation from the Saudi in-
telligence service, and they agreed. The Saudi government had put Ganczarski under
house arrest for having an expired pilgrim visa, and had given his family one-way tick-
ets back to Germany, with a change of planes in Paris. But on the flight from Riyadh to
Paris he was (unbeknownst to him) escorted by an undercover officer sitting behind
him, and a senior CIA officer was waiting when he disembarked in Paris. French au-
thorities separated him from his family and took him into custody.®® “The Alliance
Base’s role in the operation was noted obliquely on June 11, 2003, by Interior Minister
Nicholas Sarkozy,” Dana Priest reported. “Speaking before Parliament, he said, ‘This
arrest took place thanks to the perfect collaboration between the services of the great
democracies.”®

Case Study Two: “Operation Albrecht” — The Alleged 2007 Bomb Plot in Ger-
many. “Operation Albrecht” was the code name for the largest German police opera-
tion in thirty years — one involving hundreds of intelligence and security agents and
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police officers from across Germany’s security community.?® As was reported in the
New York Times,

The discovery [in 2006] of a plot to detonate powerful bombs in Germany ... was
the result of close cooperation between American and German security officials,
with intelligence passing back and forth between the two sides. ... American intel-
ligence was instrumental in first bringing the foiled plot to the attention of German
intelligence and law enforcement officials. ... Interceptions of e-mail messages and
telephone calls between Germany and both Pakistan and Turkey raised initial red
flags. ... But the Americans also wanted to protect their sources, ... which meant
that the earliest warnings were vague.®

The Los Angeles Times reported that a “U.S. intelligence intercept of suspicious
communications between Pakistan and Stuttgart ... was the initial break that ultimately
led to the arrest ... of three suspected Muslim militants [Fritz Gelowicz, Daniel Martin
Schneider, and Adem Yilmaz] accused of plotting massive car-bomb attacks. ... Au-
thorities said the three claimed allegiance to the Islamic Jihad Union, an Uzbek group
that broke off from the Islamic Movement of Uzbekistan, an Al Qaeda ally, in 2002.%
U.S. authorities passed the lead along to German police, who conducted a painstaking
investigation into the three suspects. After nine months of extensive police work, the
suspects were arrested and “were charged with plotting to detonate gigantic bombs
made with highly concentrated hydrogen peroxide, of which they had managed to pro-
cure three-quarters of a ton,” Christopher Caldwell reported in the New York Times.
“Investigators said the group planned to attack ‘soft targets’ near American military in-
stallations, along with the Frankfurt airport.”®® According to one journalist, “Several
security analysts and one diplomat said the top-secret, international counter-intelli-
gence center in Paris known as ‘Alliance Base’ may have been involved in Operation
Albrecht.”®

Simply judging by the results, “informal” intelligence cooperation is much more ef-
fective than its more formal variants. One of the reasons for this is probably the lack of
will to pursue deeper cooperation on sensitive issues that is often present among coun-
tries within the context of international organizations. They are still concerned that
closer cooperation might jeopardize their sovereignty (this is particularly the case
within the EU). As Nick Pratt has argued, “It is said that, when issues are discussed

8 Louis Charbonneau, “German Ties with CIA Thrive,” Reuters (21 September 2007); at
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between EU members, everyone can read about the discussion in the press.”® There is
also an issue of the quality of the relationships between respective countries. Some re-
lationships are good, others less so. Therefore, countries prefer to cooperate more
closely with their political and ideological partners, which creates a state of “partial
cooperation” within a multilateral organization. All these reasons contribute to making
intelligence cooperation within international organizations very difficult to achieve.

International Intelligence Cooperation on a Formal Basis

One example of formal international intelligence cooperation is the U.S. FBI’s experi-
ence working with several different foreign intelligence services on a more structured
footing. Types of formal cooperation covered by these relationships include the fol-
lowing*:
e Legal Attaché Program (LEGAT): FBI agents are stationed in overseas
embassies.

e “Raw intelligence” cables®: Intelligence is collected in the field, and then
sent to FBI headquarters (FBIHQ). FBIHQ prepares raw intelligence cables
and then sends them to the appropriate foreign government. Before sending
the raw intelligence cables, the FBI redacts the data to protect FBI sources
and methods.

e Training: The FBI assists foreign governments in training officers from their
intelligence services. For example, there is a program in which police officers
from foreign countries travel to the FBI Academy in Quantico, Virginia, to
receive training.

e Tracking terrorist finances: The FBI and other United States government
agencies have worked with several different foreign governments to track and
freeze the finances of terrorist operations. According to E. Anthony Wayne,
the U.S. State Department’s Assistant Secretary for Economic and Business
Affairs, “Cooperation between Spanish law enforcement authorities and our
Federal Bureau of Investigation is now being facilitated on a day-to-day basis
through an FBI agent detailed to Madrid from Washington to work closely
with our colleagues from Spain on terrorist financing cases.”® There are three
main areas of international cooperation against terrorist financial networks:

% Interview with Prof. Nick Pratt, George C. Marshall European Center for Security Studies,
Garmisch-Partenkirchen, Germany, November, 2007.

%1 The following is drawn from a roundtable discussion with FBI agents at the George C. Mar-

shall European Center for Security Studies in Garmisch-Partenkirchen, Germany on 20 No-

vember 2007.

“Raw intelligence” is unevaluated intelligence.

E. Anthony Wayne, U.S. State Department, Assistant Secretary for Economic and Business

Affairs, “International Cooperation Against the Financing of Terrorism,” talk delivered at the

Foundation Jose Ortega y Gasset, Madrid, Spain (16 November 2005); available at

www.state.gov/e/eeb/rls/rm/2005/57413.htm.
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designations of terrorists and their supporters; United Nations sanctions; and
technical assistance and training. Wayne stated in November 2005: “Last
May, as one step to address this gap, we agreed to exchange training and
technical assistance plans with the European Union, and forwarded a list of
training we have conducted and programs we plan to conduct through the end
of 2005 to the EU counterterrorism coordinator’s office ... but we have heard
that EU member governments—some of the best-placed governments to pro-
vide this sort of assistance—are reluctant to share the information even with
each other.”™*

Interpol: FBI agents are assigned to Interpol and cooperate with them in
everyday operations.

Extradition and rendition: The FBI works with foreign governments to extra-
dite terrorist suspects (the CIA is often responsible for renditions).

Extraterritorial cases: The FBI conducts work overseas in support of domes-
tic-related investigations. According to the statements of FBI agents at a 2007
roundtable discussion at the George C. Marshall Center in Garmisch-Parten-
kirchen, Germany, since the mid-1980s, the FBI has investigated more than
five hundred extraterritorial cases. In addition to the investigation into the
September 11 attacks, several other ongoing extraterritorial investigations
rank among the FBI’s highest-profile cases, including the investigation into
the 1996 bombing of the Khobar Towers in Saudi Arabia, which killed nine-
teen United States servicemen; the bombings of the U.S. Embassies in Kenya
and Tanzania, which killed twelve Americans; and the bombing of the USS
Cole, which claimed the lives of seventeen U.S. sailors.”

Information (Intelligence) Sharing

Intelligence sharing “has been hailed as a preventive for terrorist attacks, a prophylac-
tic for miscommunication, and the pinnacle of preparedness that every intelligence, law
enforcement, and homeland security agency in the government should strive to
reach.”® A powerful example of the tragic cost of the lack of information sharing was
the failure of the CIA and the FBI to cooperate effectively and share information that
they had about Al Qaeda and its capabilities in the months before the 11 September
2001 attacks on New York and Washington. That lack of cooperation resulted in an
enormous tragedy, since, between the two agencies, they may have had enough intelli-
gence to disrupt the plot.%’
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Roundtable discussion with FBI agents, George C. Marshall European Center for Security
Studies, Garmisch-Partenkirchen, Germany, 20 November 2007.

Shane Harris, “Information Sharing: How They Connect the Dots,” Government Executive (1
September 2007): 34.

For an in-depth discussion see Eleanor Hill, “Joint Inquiry Staff Statement” (17 October
2002); available at www.fas.org/irp/congress/2002_hr/101702hill.html.
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Intelligence sharing is a highly delicate issue in transatlantic security cooperation.
As Wyn Rees notes, “The sensitive nature of the information, the difficulty of obtain-
ing it and its vulnerability to being compromised makes intelligence a precious com-
modity that states share only with great reluctance.”*® Before 9/11, intelligence sharing
was based on a traditional concept of bilateralism, but since 9/11 it has started to take
on more multilateral aspects, because “a vital ingredient in fighting terrorism is timely
and accurate intelligence.”®

There are circles of sharing information between intelligence services. United
States intelligence services, for example, share some types of information with no one.
Then there is information that is shared only with intelligence agencies within the
United Kingdom, or with Alliance Base — that is, only with the United States’ closest
allies.*® But one thing is sure: if you do not share information, you can have only mar-
ginal success in fighting global terrorism. On the other hand, by sharing information,
you can also get burned (a source could be compromised, there could be an intelli-
gence leak, etc.). The question is how to quantitatively weigh these risks, but the an-
swer is that one simply cannot. There is an unwritten rule, which is called “trust.” The
only way things as sensitive as intelligence cooperation and intelligence sharing can
work is that parties must trust each other.**

The common interest of each side is the main reason for cooperation in the first
place; therefore, there is a reasonable belief that parties are going to play by the rules.
There are some other rules besides trust when it comes to sharing information. The first
rule is that the first information to be shared is “perishable” information — it is time-
sensitive, and it must be shared in time to be useful. The second rule is that of follow-
ing the “tear line,” which means that intelligence agencies share only those pieces of
information that could be useful to their partners, but they leave out any information
that could harm them or their sources. The third rule is to follow any third-party
agreements that may exist between two countries that have agreed to share information;
such agreements dictate that information exchanged will not be shared with anybody
else. There is also an issue around what is colloquially known in the intelligence field
as the “family jewels,” which means the very best intelligence. High-ranking intelli-
gence officers do not want to share their “jewels,” and the common expectation is that
they will not do s0.1% The negative side of intelligence cooperation and information

% Rees, Transatlantic Counter-terrorism Cooperation, 90.

% Interview with Prof. John Le Beau, George C. Marshall European Center for Security Stud-
ies, Garmisch-Partenkirchen, Germany, 20 November 2007.

100 |nterview with Prof. Nick Pratt, George C. Marshall European Center for Security Studies,
Garmisch-Partenkirchen, Germany, 20 November 2007.

101 Roundtable discussion with FBI agents, George C. Marshall European Center for Security
Studies, Garmisch-Partenkirchen, Germany, 20 November 2007.

102 |nterview with Prof. Nick Pratt, George C. Marshall European Center for Security Studies,
Garmisch-Partenkirchen, Germany, November 2007.
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sharing is that a significant percentage of the information exchanged could be useless.
But the risk has to be accepted, because there is no alternative.'®

Conclusion

To fight an enemy that uses multiple measures, a government needs the same ability to
employ multiple responses. No single security formation (military, police, gendarme-
rie) possesses that full scope of operational strengths. These capabilities most often rest
with intelligence agencies. They can help to “identify those engaged in terrorism at all
levels of involvement and reveal their safe havens and sources of recruitment; track
down their weapons, channels of supply, and methods of funding terrorism; warn
against future attacks, and thus prevent them; manage crisis situations by transmitting
the information decision makers require; disrupt terrorist organizations’ communica-
tions networks, and more.”*

I posed a question to a former intelligence officer from the CIA: Is international
cooperation among intelligence agencies the best way to fight terrorism? The answer
suggested that there was no need for any further discussion. I felt that I could stop my
research immediately.

For example, say that you know about the existence of a person that is considered
to be one of the most dangerous terrorists in the world, one who has been responsible
for the deaths of hundreds of innocent civilians and is very much capable of continuing
with his “duty.” But you do not know whether the person is the number-two ranking
leader in Hezbollah or an Iranian intelligence officer. You do know that the person is
constantly moving and changing locations, and you know that, when in Lebanon, for
example, this person’s “safe location” is hidden behind five built-up blocks from one
direction, and six blocks from the other. Thus there is no way to accomplish a physical
approach or conduct an operation, or even technical surveillance. You know that “fa-
miliar face” people control all streets in this area. And you know that, in order to get at
this person, you will need help from Jordanian and Israeli intelligence agencies (which
you may get), as well as from Syrian and Iranian agencies (which you know you are not
going to get), and that the Lebanese are afraid of backlash from Hezbollah if they show
that they are willing to help.... How can you find this person, or at least prevent him
from planning a future attack?

The only plausible answer, of course, is through cooperation. The greatest problem
in conducting global counterterrorism intelligence operations today is that one single
intelligence agency cannot possibly have access to all the necessary information. More
intimate knowledge of a target is necessary, and only the host country’s intelligence
service can provide it. It is logical that more transnational targets need more transna-
tional cooperation. That is why | will dare to say that international cooperation of in-
telligence agencies is the only way to fight transnational terrorist targets.

103 Roundtable discussion with FBI agents, George C. Marshall European Center for Security
Studies, Garmisch-Partenkirchen, Germany, 20 November 2007.
104 Ganor, The Counter-Terrorism Puzzle, 47.
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Of course, there are risks associated with cooperation, chief among them the danger
that it might lead to the exposure of the intelligence sources working for the cooperat-
ing countries’ intelligence agencies. That is why countries are sometimes less moti-
vated to share sensitive information. But that is the risk that we have to take, because
there is no alternative. (It is also important to note that agencies are not compelled to
cooperate when doing so is not in their common interest.) The question is, How can we
make cooperation easier? Can we impose some formal consequences for violating the
rules of cooperation? Or can we perhaps create an international center for the collec-
tion of sensitive information that will be protected from those that would misuse it?

There are no signs that the present international terrorist threats are going to di-
minish, even in the distant future. They will only gain in lethal importance if terrorists
come into possession of WMD. For this potentially more deadly aspect of international
terrorism, there should be a more serious response. Intelligence agencies should be-
come more capable of acting quickly upon the receipt of information about a potential
attack. The new security environment will demand immediate reactions, and there will
be no time for delay. The operational environment is such that there is concern that
renditions or targeted killing will continue in the future.

In sum, cooperation among the intelligence agencies of different countries should
be both increased in scope and in depth. One area where key improvements could be
made is within international organizations, such as the UN, the EU, NATO, OSCE, etc.
Such institutions represent a potentially powerful venue for intelligence cooperation,
and one that is not sufficiently exploited. International organizations—especially
NATO and the EU—have already developed systems that have been proven to be ef-
fective in many areas over long spans of time (the EU in economic cooperation, NATO
as a collective provider of security). Strengthening already existing structures or form-
ing new ones that would have much stronger mandates in coordinating or even con-
ducting intelligence work would simplify the efforts and increase the effectiveness of
the intelligence operations that they perform. The biggest obstacle to that kind of
deeper cooperation is the good will of member countries. We can only hope that the
seriousness of future threats will eventually change the stubborn approach of nation-
states, broaden their conceptions of their national self-interest, and convince them of
the importance of collaboration in the area of international intelligence.
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