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ABSTRACT:

Quantum physics influences modern computer science and communications.
We observe new quantum-based solutions which are being implemented in
practical networks. This article introduces these techniques and explains how
they can change the next-generation Internet and communication. The basics
of quantum mechanics and such effects as birefringence and entanglement
are briefly introduced. Next, the most popular quantum-based solutions
which are good candidates for modern services in the next-generation Inter-
net are described. The quantum key distribution process, as well as the idea
and validation of a quantitative approach to security in quantum cryptog-
raphy, are presented. In addition to security methods, quantum-based solu-
tions for data processing and transmission are explained: superdense coding,
the medium access control protocol with quantum entanglement and the idea
of quantum computing. The final section concludes the article and indicates
current initiatives and future directions.
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Quantum-based Solutions for the Next-generation Internet

Introduction

Interest in quantum-based mechanisms for communications is growing rapidly.
Solutions such as quantum cryptography or quantum random number genera-
tors are not just theories, but are being used in practice. However, these mech-
anisms are not very widespread as yet; they will probably form part of the next-
generation Internet.

The main advantages of these methods are security and performance. Quan-
tum-based cryptography and true random number generators increase security
to a level unachieved by any previous solutions. Superdense coding and other
techniques based on quantum entanglement can improve the bit-rate of com-
munication systems. It seems that even technological problems such as effec-
tive quantum repeaters will be solved in the near future. Then, quantum-based
solutions will be widely implemented in practical networks.

This article presents a few quantum-based solutions which are developing
rapidly. Some of them are already being used in practice. Others are still theo-
retical models and have not been implemented yet. Nevertheless, all of them
aspire to be components of the next generation of communications.

Quantum Basics

Quantum mechanics is a special branch of physics. It describes the behaviour of
matter and energy at the atomic and subatomic levels. Nowadays, some fea-
tures of quantum mechanics are being used to design new methods of improv-
ing the security and performance of modern communication networks. At the
beginning of this article, some of the principles and models which have a direct
connection with quantum-based solutions for communications will be pre-
sented.

Qubit

A bit is a basic term of communications and computer science. It is a unit of
computer information which can have only two possible values: 0 or 1. A unit of
qguantum information is called a qubit (quantum bit). A qubit can have two pos-
sible values (normally 0 or 1). However, it can also be a superposition of both.
This superposition can be presented as a vector in the Bloch sphere (Figure 1) —
an abstract sphere with antipodal opposite points representing two specific
states. Two extreme opposite points in the sphere are conventionally written as
[0) and |1) . Any quantum state is called ket and presented as | ) .

We can assume that each state in quantum mechanics is represented as a
vector in Hilbert space. Then, two basic states, |0) and |1) are orthonormal
and we can define a given qubit as a superposition of two orthonormal quantum
states:
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Figure 1: A qubit in the Bloch sphere.
ly)=a|0)+ D)
where:
lal® +| pIP=1

This means that when we perform a measurement on a qubit, we obtain the
state |0) with the probability | o | or the state | 1) with the probab|l|ty| ,3|
Therefore, the sum of these probabilities equals 1. This physical interpretation
means that the quantum state before the measurement could be in superposi-
tion, but the measurement may damage this state. The object’s state will be
determined by the measurement and will be equal to |0) or |1) . This observa-
tion leads directly to the Heisenberg Uncertainty Principle.

Heisenberg Uncertainty Principle

In 1927, Werner Heisenberg published one of the fundamental principles of
quantum physics.! He proved that it is not possible to measure accurately both
the position and momentum of a physical system. These quantities can only be
determined with some characteristic uncertainty. The mathematical notation of
this principle is presented as follows:

AX-Ap 2 L
A

where AX and Apare measurement uncertainties of a particle’s posmon and
momentum respectively, and h is Planck’s constant (N~ 6.626-10*Js).
This well-known equation shows that measuring the position of a particle with
high precision makes it impossible to measure momentum precisely. In general,
the Uncertainty Principle states that it is impossible to measure some physical
guantities with the same, high precision. Position and momentum are only one
example of these pairs. Another example is the polarization of photons.
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Birefringence

Birefringence is the decomposition of light into two rays when it passes through
certain materials — for example, calcite crystals. The decomposition depends on
the polarization of the photons. We can assume that:

e horizontally-polarized photons appear in the upper ray,
e vertically polarized photons appear in the lower ray.

Diagonally polarized light (45°) is decomposed into two rays: some photons
appear in the upper ray and the rest will be observed in the lower ray of the
calcite crystal. However, if we pass a single photon with the polarization 45°, it
cannot be simultaneously vertical and horizontal at the output. It ‘chooses’ only
one of the polarizations, with a probability of %. An experiment with polarized
photons and a birefringent calcite crystal is presented in Figure 2. Using the con-
sidered calcite crystal, we are able to measure perfectly the photons with verti-
cal and horizontal polarizations (0° and 90°). However, we lose information
about diagonally-polarized photons.

Entanglement

Usually, the quantum state of single particles is independent of others. How-
ever, we can produce pairs of particles which interact in a very interesting way:
if we measure the state of one particle, then the state of the second particle can
be fully determined. This means that we need only measure one particle to
know the states of both. Additionally, the states of the particles are completely
random before measurement occurs. The entangled state of two different
particles (indices 1 and 2) can be presented as:

o
: probability
/ - \ ‘ _ horizontal
/ \ polarization
45° :

. wertical
. polarization
probability = >

Figure 2: Polarized photon (45°) entering a birefringent calcite crystal.
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This means that if the first particle has vertical polarization, the second has
horizontal polarization, and if the first particle has horizontal polarization, the
second has a vertical polarization. Both possibilities can appear with a probabil-
ity %. It should be noted that the entanglement phenomenon still retains this
feature, even if the particles are separated by great distances.

Quantum-based Solutions

Interest in quantum effects for computer science and communications contin-
ues to grow. In this section, the most popular quantum-based solutions are pre-
sented. They are good candidates for modern services in the next generation of
the Internet and communications.

Quantum key distribution

Secure distribution or agreement of encryption keys are crucial to data confi-
dentiality. Currently, when we use modern ciphers with popular key distribution
methods, we are not sure if an intruder is eavesdropping on the communica-
tion. In this way, a hidden intruder can scan the network and obtain sensitive
data. Quantum key distribution ensures a very high level of security, because it
is not possible to eavesdrop on the communication in a passive way.? If an
eavesdropper reads the distributed key, this will change the quantum states of
the photons and will thus be revealed. This is possible because measurement
influences the quantum state, and it is not possible to clone an unknown quan-
tum state.

Popular quantum key distribution protocols, such as BB84,3 are based on the
polarization of single photons, which carry information coded in quantum states
(i.e. different polarizations: vertical, horizontal, diagonal). In this way, the recip-
ient and potential eavesdropper do not know which detector should be used to
measure the polarization precisely. It is not a problem for the intended recipient
— when they announce the configuration of a detector which was used during
the measurement of a received photon, the sender confirms that the obtained
result is correct or asks for this bit to be deleted from the final key because the
obtained result is not certain.

What about eavesdropping on a quantum distributed key? If the eavesdrop-
per chooses an inappropriate detector to perfectly measure the polarization,
the polarization of the photon is changed. Sender and recipient uncover the
eavesdropper if they compare part of the obtained key. In this way, passive
eavesdropping is not possible. If someone wants to eavesdrop photons and
read confidential information, they will change the quantum states of the pho-
tons.
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Quantum cryptography

Quantum key distribution ensures a very high level of security. However, it is
only part of the complete key establishment process. For example, the sender
and recipient must estimate errors in the distributed key by computing the
Quantum Bit Error Rate (QBER). The QBER is defined as the ratio of the number
of wrong bits to the total number of bits. It is worth emphasizing that not only
Eve is responsible for errors — they may occur because of disturbance in the
guantum channel, optical misalignment, noise in detectors, and so on.

After the bit error estimation, Alice and Bob use key distillation protocols. These
protocols usually involve two steps:

o key reconciliation —in this step sender and recipient must find and correct
or delete occurred errors,

e privacy amplification — sender and recipient should strengthen their pri-
vacy and construct the final key by deleting some of the distributed bits.

However, effective management of security and efficiency in quantum cryp-
tography is needed. To solve this problem, Niemiec and Pach considered secu-
rity in a quantitative way.* > This approach is crucial when we want to map dif-
ferent end-user requirements to a quantum cryptography system. Using this
strategy, end-users can choose an appropriate security level. In reference to the
measure of information introduced by Hartley,® the measure of security J(k) in
guantum key distribution was proposed. This function was defined as:

J(k):logE
n

where log represents the natural logarithm, k is the number of uncovered bits,
and n is the length of the key. Additionally, the entropy of security and function
of entropy of security S(k) in quantum cryptography were defined. This function
is analogous to the entropy defined by Shannon” and was defined as:

S(k):—KIogE
n n

If we divide the function S(k) by the number of bits n, we obtain a general
relationship which we can use to control the security and efficiency of a system
with quantum cryptography. Additionally, this function has one maximum in the
value 0.1 (it corresponds to the situation when we uncover and compare ap-
prox. 37 % bits of the distributed key). Therefore, we are able to define two
different levels of security: basic and advanced. This idea makes it possible to
personalize end-users’ security.

The approach was verified by numerous simulations® performed with a
QKD Simulator tool.® The simulator calculated the difference between real val-
ues of QBER (called true_QBER) and QBER calculated using the proposed
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Figure 2: Validation of a quantitative approach to security in quantum cryptography
(simulations of QBER).?

method (called measured_QBER). During the simulations, the length of all dis-
tributed keys was 1000 bits; however, the eavesdropped bits were different,
ranging between one and 1000 bits. Figure 3 presents the results of simulations
with noise intensity of 5% — typical noise in real quantum channels. The function
in the graph is decreasing, with the most significant changes (exponential curve)
observed at the basic security level (for values smaller than 0.1). Smaller
changes (linear curve) are observed at the advanced security level (for values
greater than 0.1). This means that at the basic security level, security increases
faster than at the advanced level.

Quantum random number generator

The generation of random numbers plays a crucial role in many modern appli-
cations, mainly used by the security services. The security of encrypted data is
based on the strength of its keys. Therefore, the keys must be generated ran-
domly. Otherwise, an intruder can predict the key and read confidential data.
Random numbers are also needed in other applications — during numerical sim-
ulations of complex systems, in the gaming industry, etc. Nowadays, software
generators are commonly used. Unfortunately, computers are deterministic
systems, and they produce pseudo-random numbers. Therefore, it is impossible
for a software program to generate a sequence of truly random numbers.
Because of the principles of physics, quantum-based generators are an excel-
lent source of randomness. One example is a photon with polarization 45° en-
tering a birefringent calcite crystal (Figure 2). We have already mentioned that
a photon with the polarization 45° ‘chooses’ only one of two possible polariza-
tions (0° or 90°) with a probability of 2. We can put detectors at the outputs of
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the crystal and detect the resultant photons. Horizontally-polarized photons ap-
pearing in the upper ray can generate bit 0, and vertically polarized photons
appearing in the lower ray can generate bit 1. This can be an excellent random
number generator.

Another example is transmission upon a semi-transparent mirror; this solu-
tion is implemented in practice.’® A single photon can be reflected or transmit-
ted. It is intrinsically random, and any external parameters do not influence this
process. Using this technique, sequences of truly random numbers can be pro-
duced.

Quantum communications

Quantum effects support not only data security, but also the efficiency of com-
munication networks. An example of such a solution is superdense coding. Us-
ing superdense coding it is possible to send two bits of classical information us-
ing just one qubit.!? To achieve this improvement, both the sender and recipient
must share an entangled pair of photons. If the sender wants to send a two-bit
message (four different possibilities: 00, 01, 10 or 11), they perform a single
qubit operation on their qubit. This operation transforms the qubit into one of
four orthonormal states — according to the message which the sender wants to
send. Now, the transformed qubit is sent to the recipient, who can perform a
measurement on the joined pair and obtain the two-bit message.

Another example proposes applying quantum effects to ALOHA, a well-
known medium access control (MAC) protocol. There, entangled pairs of pho-
tons can improve the capacity utilization of shared media. In systems using slot-
ted ALOHA, the time dimension is divided into time slots.?? At the beginning of
each slot, users decide whether to send a packet or not. For two users, the
packet will be successfully delivered if only one user transmits in a single time
slot. If neither user sends a packet, or both users attempt to send their packets
in the same time slot, the transmission is lost. Therefore, only half the time slots
will be utilized on average. How can this be improved? Sandor Imre presents a
system using the ALOHA protocol and shared entangled pairs of photons.?® In
the proposed system, even the packet collision and the unused channel carry
information. Therefore, sending one classical bit and using quantum entangle-
ment, it is possible to transmit as many as 2.5 classical bits on average. This
significantly improves the efficiency of communication.

Quantum computer

The evolution of quantum mechanics emerged into another direction of quan-
tum-based solutions which is quantum computing. The operation of a quantum
computer is essentially different from a standard one. Instead of operating on
bits, a quantum computer uses qubits as a basic mean of data in its registers.
Hence, the state of the register can be presented as a superposition of all pos-
sible values of an n-length vector from {0,1}" space,'* which can be defined as:

v) =l
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where:

Not fully deterministic nature of quantum computer creates new opportuni-
ties as well as new threats to computing and communications. Regarding a few
types of computing problems, the quantum computer enables the usage of
guantum algorithms which solve the task in a more efficient manner. Example
problems which are possible to solve on the quantum computer are searching
the unstructured database using Grover’s algorithm ** and integer factorization
and finding a discrete algorithm using Shor’s algorithm.*®

The latter algorithm is a potential threat to global cybersecurity. Using Shor’s
algorithm implementation on a powerful quantum computer could break the
fundamental security of commonly used asymmetric cryptography. However,
the post-quantum cryptography is a trend that aims to develop quantum-proof
security algorithms.

Further development

The transition towards quantum communication and the Internet can be di-
vided into few milestones. Each of them is an important improvement in the
quality and security of quantum-based solutions.”

Currently, the technology allows us to create a trusted repeaters network in
order to perform QKD. This solution is based on a trusted node between the
sender and receiver, which extends the maximum distance between the com-
municating parties and removes the need for a full mesh network. The next
steps to achieve end-to-end quantum communication are to prepare and meas-
ure networks. These networks enable the transmission of prepared one-qubit
state to any node in the network. Security-wise this step is a significant improve-
ment due to the fact that the intermediary node is superseded. This means QKD
is available between any nodes in the network since any eavesdropping disturbs
the quantum state of transmitted qubits.

Further development of quantum technology could result in the ability to
share entangled qubits between any two nodes in the network. Here, the nodes
are assumed to have a capability of deterministically measuring the state of the
qubit. More advanced technology would enable nodes to store the state of the
qubit for some time using quantum memory. This would allow performing blind
guantum computing, secret sharing, and time-limited clock synchronization.
The last step is the transition from each node being capable of performing small
few-qubit fault-tolerant operations to full quantum computing.

Conclusions

Security is one of the most important challenge of modern telecommunica-
tions.® Entirely new ways of solving problems of security and performance are
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currently being developed. Laws of physics ensure that every eavesdropper can
be uncovered, bit rates can be increased, truly random numbers can be
generated, etc. Some of these solutions are already being implemented; how-
ever, they are not very popular because such communication systems need to
work under special conditions (i.e. direct quantum channel between the sender
and the recipient). Other techniques are still at the theoretical model stage and
have not been applied yet. Nevertheless, quantum-based solutions allow users
to improve the security and performance of communication networks. There-
fore, quantum-based services should become popular solutions in the next-gen-
eration Internet.
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