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HYBRID WARFARE:
EMERGING RESEARCH TOPICS

Todor TAGAREV

Abstract: This article elaborates on four emerging research topics, considered of key
importance for the understanding of and finding effective countermeasures to hybrid
threats: (1) exploring the interlinked dynamics of a conflict developing in parallel in
the physical world and on social networks; (2) analysing the expanding involvement of
private actors who serve as proxies for an assertive state; (3) exploring the vulnerabili-
ties of national security systems to hybrid influence and finding effective counter-
measures; and (4) designing an architecture that allows to study the problem of hybrid
threats holistically by providing interoperability among domain-specific or cross-
domain models, or ‘use cases,” and the respective data. All these require multi- and in-
terdisciplinary research and consistent accumulation, verification and sharing of data,
case studies and models.

Keywords: hybrid warfare, hybrid threats, vulnerability, risk, complexity, nonlinear-
ity, multidisciplinary studies, interdisciplinary research.

Introduction

The most powerful enemy can be vanquished only by exert-
ing the utmost effort, and by the most thorough, careful, at-
tentive, skilful, and obligatory use of any, even the smallest,
rift between the enemies, any conflict of interests among the
bourgeoisie of the various countries and among the various
groups or types of bourgeoisie within the various countries
and also by taking advantage of any, even the smallest, op-
portunity of winning a mass ally, even though this ally is
temporary, vacillating, unstable, unreliable, and condi-
tional.

— Vladimir Lenin *

Throughout human history, conflicts and wars have been waged with very little re-
straint either on legal or on moral grounds. Usually, opposing parties have used all
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means at their disposal to overcome the will of the opponent. Conflicts in the Twenty
First Century make no exception in that regard. Rather, the free movement of people,
goods and capital, liberal norms of ownership and operation of assets, including by
foreign entities, new technologies, and in particular the easy access to technologies
for networking and instant communication provide ample opportunities to add new
tools to the already rich warfare toolbox.

After the 2006 Lebanon war, analysts introduced the term ‘hybrid warfare’ to reflect
better the expanding variety of tools used in conflict. Analysis has demonstrated that
a dedicated opponent, who may be disadvantaged militarily and economically, but
follows consistently Lenin’s advice and is open to innovation, can still achieve his po-
litical objectives or, as a minimum, poses considerable challenges.

Since the spring of 2014, when Russia grabbed a territory of 27 thousand square Kil-
ometres—roughly the size of the state of Massachusetts—without having to fight a
war against Ukraine, the concept of hybrid warfare became a subject of intensive
studies and widest interpretations. Not surprisingly, so far it has not been possible to
come to a widely accepted definition of the term. On the contrary, often it is used in
discussing scenarios in which the military is not—and is not even expected to get—
involved.

Nevertheless, worries are often well justified, and policy makers need to consider ac-
tual or potential hybrid threats, to assess vulnerabilities, elaborate and implement
measures of protection. The research community responds to the need by developing,
as the current volume of “Information & Security: An International Journal”? demon-
strates, methods and models for analysis of the threats, protection measures, concepts,
procedures and organizational arrangements, etc. Most of the respective studies are
domain-specific, and the majority address one the following three themes:

1. propaganda, disinformation, e.g. fake news, and the ways they influence the
perceptions—and consequently the actions—of decision makers and the popu-
lation at large;

2. cybersecurity, and the use of cyber space more generally;
3. influence over and the protection of other sectors of critical infrastructure.

This article presents four more specific topics which, in the opinion of the author, are
of considerable practical importance and have not yet received due attention by re-
searchers: the mutually reinforcing links between physical conflict and its image on
social networks; the use of non-military, non-professional security actors as substi-
tutes in activities which have so far been performed by defence and security person-
nel; the national security system as a target of hybrid influence; and the need to de-
velop methodological infrastructure to allow appropriate, holistic study of hybrid
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threats. The article concludes with a call for wide research collaboration in the accu-
mulation, verification and sharing of data, case studies and models.

Dynamic of Conflict in the Physical World and on Social Networks

In the social media age, what you share is deciding what
happens on the battlefield.?

The use of social media for the purposes of propaganda, the spread of disinformation,
e.g. ‘fake news,” in attempts to manage the perceptions of large groups of people, or
the “weaponization of social media” more generally, is of continuous interest and has
attracted the attention of numerous researchers and policy makers.* Social media can,
and has already been used ® to “prepare the battlefield” by shaping the narrative for a
targeted audience—both decision makers and the population at large—to achieve a
desired effect. It is beyond doubt that future conflicts will be preceded and accompa-
nied by active social media campaigns in which each side will try to manipulate the
perceptions of the opposing side, the own population, and the wider international
community.

Likewise, an ongoing conflict will be reflected in debates on social networks with
contributions by people with high stakes in the outcome of the conflict, at one end, to
people that are just curious on the other.

Thus, the first emerging theme, presented here, is the bi-directional link between con-
flict in the physical world and on social networks. Echoing Trotsky’s “You may not
be interested in war, but war is interested in you,” Peter Singer and Emerson Brook-
ing formulate it in their contribution to the ‘Argument’ section of Foreign Policy.®

The authors reconfirm the importance of using social media to own’s advantage by
quoting General Stanley McChrystal, former commander of Joint Special Operations
Command, of the International Security Assistance Force and the U.S. Forces in Af-
ghanistan, stating that “Shaping the perception of which side is right or which side is
winning will be more important than actually which side is right or winning.” The
novelty in their findings that “the messages coursing through social media today
shape not just the perceived outcomes of conflicts but the very choices leaders make
during both military campaigns.” In support to this finding the authors refer to Rus-
sia’s information operations in Ukraine, as well as the study of Prof. Thomas Zeitzoff
of the Israel Defence Forces’ 2012 air campaign against Hamas in the Gaza Strip,
who has found that “the conflict followed the pace set on Twitter; the tempo of opera-
tions and targeting shifted depending on which side was dominating the online con-
versation at the time. The military officers and civilian leaders were watching their
social media feed and reacting accordingly.””
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Singer and Brooking provide recent examples how social media posts have built on
existing fault lines, triggering violence in Sri Lanka, India, and Myanmar, as well as
making it much more challenging to end a conflict. They also point to two develop-
ments—in artificial intelligence and using hyper-realistic digital forgeries, or deep
fakes—in strengthening the influence of social media on future conflicts.

Hence, the interplay of propaganda and information operations, social media, and ar-
tificial intelligence, and the mechanisms of governance of the latter two, is expected
to attract the attention of both researchers and policy makers in the years to come, and
will require significant interdisciplinary efforts.

Active Measures by Proxies

The term ‘hybrid warfare’ is relatively new, in use for just over a decade. The con-
cept, however, is as ancient as warfare. Some authors trace the implementation of the
concept by Russia as far back as the Eighteenth Century, culminating then in the first
annexation of Crimea by the Russian Empire under Empress Catherine the Great, and
described in her Manifest of April 19, 1783 addressing the other Great Powers of Eu-
rope. In justifying her actions, in the document she claimed that it is necessary “to
protect the people there” and described the range of political, diplomatic, legal, cul-
tural, economic and intelligence tools used to annex the peninsula.?

In the Soviet times, the concept implementation thrived under the doctrine of “active
measures”—an element of “political warfare”—that integrated a broad range of influ-
ence activities including, among others, overt propaganda, covert media placement,
forgery, agents of influence, “friendship’ societies, front organizations, drug traffick-
ing, incitement, assassinations, illicit support of terrorism.®

Nevertheless, in practice, active measures were tightly controlled by the Politburo
and the Secretariat of the Communist Party of the Soviet Union, which approved the
major themes of respective operations.'® The measures were implemented by officers
of KGB and the military intelligence via covert operations and trying to assure ‘plau-
sible deniability’ for the involvement of state actors.

These operations were likely decreased in scope and ambition immediately after the
end of the Cold war, but not terminated. Novelties in the implementation of the doc-
trine were introduced in account of the process of globalization and the opportunities
it provides for free flow of information, internet-based communications, travel, finan-
cial transfers, investments, and cultural exchanges. Specifically for Russia, important
changes were introduced as a result of redistribution of wealth after the dissolution of
the Soviet Union and the interlocking of political, business power and the power of
security players, or the so called ‘siloviki,” that brought under the limelight a number
of Kremlin-affiliated oligarchs. That in turn made more prominent the role of private
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actors that seem to willingly serve as proxies for the Russian state in exercising hy-
brid influence.

The role of private military companies in Moscow’s strategy of “multi-domain coer-
cion”™ has been covered to a large extent. Here are some recent cases involving other
companies and individuals, that confirm this thesis:

e The coup attempt in Montenegro on the election day in October 2016 with
alleged involvement of officers from the Main Intelligence Directorate
(GRU) of Russia’s defence ministry together with Serbian and Montenegrin
citizens, while the Russian tycoon Constantine Malofeev exercised consid-
erable impact though his own TV station in Montenegro and influence over
leaders of opposition political parties and senior clergy of the Serbian Or-
thodox Church;*2 some authors even argue that the plan for the coup origi-
nated in conservative nationalist circles surrounding Malofeev.'®

e Allegations that former Trump election campaign chairman Paul Manafort
has received a $ 10 million loan from the Russian oligarch Oleg Deripaska
and that, years earlier, Deripaska had paid Manafort for his consulting work
for Ukraine’s former President Viktor Yanukovych, backed by Kremlin;*

e Organization and financing by Russian private actors of paramilitary struc-
tures and ‘patriotic youth camps,” in particular in Eastern and South-Eastern
Europe;®

e Financing “sports and (counter)cultural” organizations, such as the “Night
Wolves” by “Wolf Holdings,” owned by Gennady Nikulov — a former mili-
tary officer and current vice-president of Sevastopol’s pro-Russian “self-
defence forces.”'® Using a site owned by an entrepreneur with ties to right-
wing Slovak militias, the “Night Wolves” even managed to establish an offi-
cial base for para-military type of presence in a NATO and EU member
country;Y

e Private acquisition of property of potential strategic importance. For exam-
ple, Pavel Melnikov, a Russian from St. Petersburg with a number of identi-
ties and several passports, has bought an island in an archipelago between
Finland and Sweden where he built nine piers, a helipad and enough housing
with sophisticate communications “to accommodate a small army.”8

All these examples indicate the increased geopolitical ambitions of a resurgent Russia
and its quick adaptation to—and exploitation of—the opportunities provided by more
open, democratic societies. The involvement of private actors as proxies adds another
degree of complexity in the study of hybrid threats. One needs to understand not just
the ways in which the security apparatus of a country is exercising hybrid influence
functions, but also the capacity to reveal and understand the mechanisms of state po-
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litical and economic power in a “managed democracy” like Russia’s,'® as well as the
vulnerabilities in democratic societies facilitated by the free flow of money and as-
sets. This combination frames the second emerging topic in the study of hybrid war-
fare.

Are the Guardians Immune to Hybrid Threats

The third emerging topic addresses the vulnerabilities of the security apparatus and
the ways in which these vulnerabilities can be—and already are—exploited by an ad-
versary. The majority of analysts tend to examine the problem of hybrid threats in a
dichotomy — there are parts of state and society that are vulnerable and need to be
protected, and then there is the security sector to protect and defend against hybrid in-
fluence (among other threats) in the most effective and efficient manner. But is this
really the case?

The developments in Ukraine in the spring of 2014 painfully demonstrated that a cor-
rupt and inefficient security sector is an easy prey of manipulation, and even people at
highest leadership positions can turn to be valuable assets in the hands of the enemy.
Thus, at the end of February 2014, the defence minister Pavlo Lebedev fled Ukraine
with ex-President Viktor Yanukovych 2014 amid the EuroMaidan Revolution,?® and
later the same year ran for a seat in the city council on Sevastopol in the Russia-
annexed Crimean Peninsula.

In regard to the armed forces, at the time of the Maidan, the Ukrainian military had
limited training and a variety of problems with logistics. And yet, between 15,000 and
18,800 Ukrainian troops were stationed in Crimea towards the end of February 2014,
plus another 2,500 troops of the Ministry of the Interior. Russian troops stationed in
Crimea numbered approximately 12,000, with only one brigade of marines, and in to-
tal were inferior to the Ukrainian military in terms of firepower.?

Irrespective of what the actual capability of Ukrainian military forces in Crimea was,
they could have put a fight and dissuade Kremlin from sending more “polite green
men” to the peninsula. But they did not. Here are two examples on the side of the sen-
ior military. First, rear admiral Denis Berezovsky, who was appointed commander-in-
chief of the Ukrainian Navy on March 1, 2014, defected on the following day along
with several of his commanders,?> and on March 24, 2014 was appointed deputy
commander of the Russian Black Sea Fleet by the defence minister of Russia Sergei
Shoigu. Likewise, Sergei Yeliseyev, first deputy commander of the Ukrainian fleet in
2014, did not resist but instead quit, and was later assigned as deputy chief of Rus-
sia’s Baltic Fleet.? Others stayed, but did not resist and surrendered Crimea.
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Russia attempts to create exploitable vulnerabilities in security and defence sectors of
other countries as well, including members of NATO and the European Union.
Mihail Naydenov identifies several ways used for that purpose:?

indirectly, through manipulation of the public opinion and fuelling division on
NATO membership;

supporting euro-sceptic, anti-Western, pseudo-nationalist and pro-Russian pol-
iticians and parties which, especially when in power, encourage respective
sentiments among security and defence personnel,

nurturing nostalgia, particularly amongst retired military personnel and asso-
ciations of reservists;

supporting the contribution to NATO and the EU common security and de-
fence policy in words, while in practice maintaining legacy equipment, con-
cepts and methods, and hindering defence modernisation and interoperability;

mismanagement and corruption.

Pursuing the same objective, Todor Tagarev suggests an analysis framework based on
a simplification of John Warden’s “five rings model” (briefly addressed in the next
section) and highlights the following venues of hybrid influence:?

influence over the personnel via general purpose propaganda, propaganda tai-
lored to security sector organizations, specialised publications and organiza-
tions of reservists and retired personnel, the ‘revolving door’ policy, direct in-
fluence over paramilitary organizations and private companies of relevant
scope of activity;

influence over the defence and security ‘infrastructure’ — repairs and mainte-
nance of main combat and supporting equipment, defence industrial compa-
nies, other suppliers of specialised equipment and services;

critical resources — influence over the budgeting process (e.g. by consistent
underfunding of defence), research and technology development, education,
etc.

direct influence on the leadership with promises for a political or a business
career, creating opportunities for coercion based on prior involvement in cor-
ruption or other dependencies, participation in ‘secret societies,” etc.

The understanding of this emerging theme, which goes way beyond the traditional re-
cruitment of human agents, or spies, requires interdisciplinary research combining
system analysis, anthropological studies, and understanding of contemporary theories
and policies of governance and integrity in defence in security, as well as consistent
accumulation and sharing of data and cases studies.
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Applicability of Risk-oriented Decision Frameworks

Main purpose of rigorous analysis is to assist the formulation and implementation of
sound policies, in the case of interest — policies for countering hybrid threats. A prov-
en framework is that of risk management, codified for example in the ISO 31 000 se-
ries of standards. In the face of an intelligent opponent, risk management requires un-
derstanding of our own vulnerabilities, as well as the capability and the intent of the
opponent.

In its hybrid warfare project, the “Multinational Capability Development Campaign”
suggests an analytical risk-based framework that builds on three discrete, but inter-
locked, categories:

e critical functions and vulnerabilities of the defender;

e attacker’s synchronized use of multiple means and exploitation of horizontal
escalation; and

o linear and non-linear effects of a hybrid warfare attack.?

Another framework under consideration builds on Colonel John Warden’s “Five
Rings model,” developed initially for the purposes of air campaign planning.?” The
model presents the enemy’s ‘system’ in five concentric rings representing respective-
ly (from the centre outwards) leadership, system essentials, infrastructure, population,
and fielded military. Warden studies each of the rings as a number of nested models
of the same kind with account for the linkages among rings and sub-rings. The pur-
pose of the analysis is to find those vulnerabilities in the enemy’s system, or ‘centres
of gravity,” which—when attacked with precision—will lead to its strategic paralysis.

Recently, Nebojsa Nikolic has suggested to connect Warden’s rings and hybrid war-
fare’s modes of operation in a matrix analysis and provided an illustrative example.?
Unlike the original implementation, the purpose here is to identify key vulnerabilities
of our own ‘system’ to the envisioned variety of hybrid tools, as well as opportunities
to invest in and the utility of respective measures for protection.

Analysts using both frameworks build on heuristic models and, so far, have been able
to provide illustrative cases and examples of better visualisation. This is not surpris-
ing, given that available data is not sufficient to construct a model properly reflecting
the complexity and intrinsic nonlinearities of hybrid warfare.

In the face of an opponent, willing to use practically any tool at its disposal—
diplomacy, propaganda, disinformation, inciting riots, cyberattacks, attacks on public
services, the energy, transport and financial infrastructures, and even the private life
of persons of potential interest,?® all that along the military instruments—one needs to
apply a ‘whole of society’ approach to understand own vulnerabilities and how they
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can be protected. Creating models of such size and complexity seems to be beyond
the capacity of even best resourced organizations, e.g. the intelligence agencies of
most powerful countries in the world.

Hence, the fourth emerging topic of hybrid warfare research is the development of
comprehensive architecture or a framework, that provides methodological guidance
and guarantees interoperability of models and data, while developing domain specific
or cross-domain ‘use cases’ to represent hybrid attacks and protective measures that
are based on real world data and evidence, and which can be replicated and inde-
pendently validated.

One such model attempts to represent the influence of Russia in the energy sector of
five countries in Central and Eastern Europe and, based on the accumulated data,
demonstrates how “Russia has cultivated an opaque network of patronage across the
region that it uses to influence and direct decision-making” and how in an “unvirtuous
circle” the political or economic penetration Russia seeks “to gain influence over (if
not control of) critical state institutions, bodies, and the economy and uses this influ-
ence to shape national policies and decisions.”%°

Conclusion

Even though it has a new name, hybrid warfare is not a novel concept. The term got
traction after the 2006 Lebanon war, known also as 2006 Israel-Hezbollah War, and
saw widespread and intensive use after the Russian annexation of Crimea. Hundreds,
possibly thousands of publications in scientific and professional journals analyse the
concept and its various manifestations, and suggest measures to counter hybrid
threats. This volume does not make an exception by addressing threat vectors, con-
ceptual, doctrinal and legal foundations for countering hybrid threats, interagency and
international cooperation, technologies, analytical support, education and training,
and the importance of building organizational and societal resilience. Most of the re-
spective studies are interdisciplinary in nature and build, at best, only on partial evi-
dence.

This article presents four hybrid warfare related topics that have been barely ad-
dressed while, in the opinion of the author, require significant research effort to pro-
vide critically important understanding of the threat and assist policy makers in find-
ing appropriate solutions. The focus, and the majority of the referenced examples are
on Russia, but the exploration of these themes would be beneficial for understanding
other actors as well.

As a rule, the effective handling of the topic of hybrid warfare requires multidiscipli-
nary and interdisciplinary studies, scrupulous accumulation, verification and sharing
of data, case studies and models. Towards that purpose, the community of likeminded
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professionals may benefit from common, open access repositories and the power of
social networks,®! exploit synergies and increase efficiencies for the common good.
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